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Summary
In  recen t y e a rs a lo t o f  p ro m ise  has su rro u n d e d  the p o te n tia l im p act o f  m o b ile  so ftw a re  agents in  
the area o f  n e tw o rk  m anagem ent. T h e  w o rk  aim s to p resen t a  c le a r d ire c tio n  o f  p ra c tic a l 
e xp lo ita tio n  o f  m o b ile  agents fo r n e tw o rk  m anagem ent tasks. T h re e  d iffe re n t case  stu d ies o f  
n e tw o rk  p e rfo rm a n ce  m anagem ent w e re  e xa m in ed  in  o rd er to e valu ate  the e ffe ctiv e n e ss o f  the 
agent m o b ility  strateg y and autono m o us b e h a v io u r a p p lie d  w ith in  the s p e c ific  con text. T h is  w o rk  
im p o rta n tly  a llo w e d  the id e n tific a tio n  o f  ‘ C o n stra in e d ’ m o b ility , an agent m ig ra tio n  strateg y 
e sp e c ia lly  su ite d  fo r n e tw o rk  m anagem ent ta sk s, in v o lv in g  a m o b ile  agent au to n o m o u sly  
m ig ra tin g  to a s in g le  n e tw o rk  elem ent w h e re  its  e xe cu tio n  is  co n fin e d . T h e  m o b ile  agent b en efits 
id e n tifie d  re la te  p rim a rily  to the e asy  su p p o rt fo r p ro g ra m m a b ility  o f  n e tw o rk  elem ents and the 
autono m o us, se lf-c o n fig u ra b le  agent o p e ra tio n . A n  im p o rtan t d ra w b a ck  is  that the ad van ced  
c a p a b ilitie s  o f  m od em  m o b ile  agent fra m e w o rk s ty p ic a lly  in c u r s ig n ific a n t p e rfo rm a n ce  
overh ead s and these w e re  co n firm e d  th ro u g h  a d e ta ile d  p e rfo rm a n ce  e v a lu a tio n  co m p arin g  m o b ile  
agents to d istrib u te d  o b je ct and  m o b ile  cod e ap p ro ach es. In  the d ire c tio n  o f  a d d re ssin g  th is  
d ra w b a ck , the w o rk  p ro p o ses n e tw o rk  m anagem ent so lu tio n s based o n s p e c ia lly  fo rm u la te d  
e xe cu tio n  e n viro n m en ts that re ta in  im p o rtan t m o b ile  agent b e n e fits w h ile  re d u cin g  n e tw o rk  
p e rfo n n a n ce  o verh ead s.
K e y  w o rd s: M o b ile  A g e n ts, P e rfo n n a n ce  M anag em en t, D istrib u te d  O b je cts, S o ftw are M o b ility , 
S o ftw are  A u to n o m y, M o b ile  C o d e
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Chapter 1. Introduction
PART I - THESIS BACKGROUND
Chapter 1
1 Introduction
1.1 Thesis Overview
T h e  su cce ss o f  the In te rn e t d u rin g  the 9 0 ’ s a lo n g  w ith  the trem endous p o p u la rity  o f  h a n d -h e ld , 
m o b ile  co m m u n icatio n  d e v ice s h a v e  c r u c ia lly  strengthened  the p o sitio n  o f  the 
tele co m m u n icatio n s in d u stry . T o d a y , th is  in d u stry  is  m erg in g  the b u ild in g  b lo c k s  re q u ire d  to 
su p p o rt ad van ced  n e tw o rk  a p p lic a tio n s  an d  se rv ic e s. N e tw o rk  m anagem ent c a p a b ilitie s  co n stitu te  
a n  im p o rtan t b u ild in g  b lo c k , a im in g  to e n su re  the e ffic ie n t o p e ra tio n  o f  a  n e tw o rk  in fra stru ctu re . 
M o re  s p e c ific a lly , n e tw o rk  p e rfo rm a n ce  m anagem ent c a p a b ilitie s  p la y  a  ce n tra l ro le  in  th is  
d ire ctio n , m a in ly  th ro u g h  m ech an ism s fo r p e rfo rm a n ce  m o n ito rin g , th re sh o ld  ch e ck in g  an d  
co n fig u ra tio n  o f  n e tw o rk  Q u a lity  o f  S e rv ic e  (Q o S ) guarantees. In  the m od em  te le co m m u n icatio n s 
en viro n m en t w h e re  ch ang e is  the o n ly  co n stan t, n e tw o rk  m anagem ent h a s to  e ffe c tiv e ly  ad d ress a 
n um ber o f  req u ire m en ts fo r p ro g ra m m ab le  an d  d y n a m ic o p eratio n .
T h is  situ a tio n  h a s h ig h lig h te d  a n u m b e r o f  lim ita tio n s o f  p ro to co l-b a se d  n e tw o rk  m anagem ent as 
e x e m p lifie d  b y  the w id e ly  u se d  S im p le  N e tw o rk  M anag em en t P ro to co l (S N M P ) [C a se 9 0 ]. T h e  
ap p ro ach  has been h e a v ily  c rit ic iz e d  b y  the re se a rch  co m m u n ity  fo r its  ce n tra lize d  natu re, sta tic 
m anagem ent c a p a b ilitie s  an d  sim p le -m in d e d  m o d el. A s  an  a lte rn a tiv e , ap p ro ach es b ased  on 
d istrib u te d  o b je ct fra m e w o rk s w e re  p ro p o se d , a llo w in g  fo r d e ce n tra lize d  an d  sca la b le  n e tw o rk  
m anagem ent system s. E a rly  e x p e rie n ce  w ith  d istrib u te d  o b je ct fra m e w o rk s as the b a sis fo r 
T e le co m m u n ica tio n s M anag em en t N e tw o rk  (T M N ) system s h ig h lig h te d  the m a in  d isad va n tag e  o f  
the ap p ro ach  [P a v l9 6 ]. D istrib u te d  o b je ct fra m e w o rk s la c k  the re q u ire d  su p p o rt that w o u ld  a llo w  
p rog ram m ab le n e tw o rk  m anagem ent c a p a b ilitie s . T h is  h a s le d  m an y re se a rch e rs to stu d y  so ftw a re  
m o b ility  an d  m o b ile  agent te ch n o lo g y  as a  m eans o f  a c h ie v in g  p ro g ra m m a b ility . W h ile  som e 
in it ia l, m o stly  th e o re tic a l w o rk  has b een d o ne in  th is  d ire ctio n , p ro g re ss has been h in d e re d  b y  a 
la c k  o f  stand ard s, in c o n siste n t te rm in o lo g y  an d  lim ite d  e xp e rie n ce  in  p ro g ram m ab le  n e tw o rk  
m anagem ent. G iv e n  these m o tiva tio n s, the th e sis  e xa m in es the p ra c tic a l u se fu ln e ss o f  m o b ile  
agents in  d ie  co n te xt o f  n e tw o rk  p e rfo rm a n ce  m anagem ent.
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A s  a f ir s t  step, th e  th e o re tica l b a ck g ro u n d  o n m o b ile  agents w a s re v ie w e d  an d  enhanced, in  o rd e r 
to la y  a  b a sis  o f  co n siste n t te rm in o lo g y , ty p ic a l m o b ile  agent b e h a v io u r an d  p o te n tia l u se fu ln e ss 
fo r n e tw o rk  m anagem ent. A  s ig n ific a n t re su lt o f  th is  stu d y  w a s the id e n tific a tio n  o f  ‘ C o n stra in e d ’ 
m o b ility , an  agent m ig ra tio n  strateg y that in v o lv e s  a m o b ile  agent au to n o m o u sly  m ig ra tin g  to a 
sin g le  n e tw o rk  elem ent w h e re  its  e x e cu tio n  is  co n fin e d . C o n stra in e d  m o b ility  is  an  e v o lu tio n  o f  an 
e a rlie r m o d el fo r m o b ile  co d e t y p ic a lly  re fe rre d  as R em o te E v a lu a tio n  (R E V ) [S tam 9 0]. A n  
im p o rtan t asp ect o f  C o n stra in e d  m o b ility  is  that a  m o b ile  e n tity  is  no t re stra in e d  to  b e a  rem ote 
se rv ice , as in  th e case o f  R E V , b u t in ste a d  acts as an  autonom ous so ftw a re  ag ent (e .g . ch o o sin g  its  
m ig ra tio n  node, in te llig e n tly  co lla b o ra tin g  w ith  o th e r agents to a ch ie v e  its  ta sk , e tc.). C o n stra in e d  
m o b ility  a llo w s  the e asy  p ro g ra m m a b ility  o f  n e tw o rk  m anagem ent c a p a b ilitie s  th ro u g h  a p ro ce ss 
o f  re m o v a l o f  a n  agent e xe cu tin g  at a  n e tw o rk  elem ent an d  m ig ra tio n  o f  a  rep lacem en t agent 
c a rry in g  up dated  m anagem ent lo g ic . T h is  lo g ic  can  b e s ta tic a lly  p la c e d  in  an up dated  m o b ile  
agent o r it  can  b e  d y n a m ic a lly  an d  a u to n o m o u sly  lo a d e d  b y  a su ita b le  m o b ile  agent d u rin g  
in itia lis a tio n .
A  p ra c tic a l e v a lu a tio n  and assessm ent o f  the u se fu ln e ss o f  m o b ile  agents w a s p e rfo rm e d  in  the 
co n text o f  three case stu d ie s in v o lv in g  m od em  te le co m m u n icatio n s a p p lic a tio n s re ly in g  o n 
ad van ced  p e rfo rm a n ce  m anagem ent c a p a b ilitie s . T h e  ca se  stu d ie s w e re , “ A T M -b a se d  A c tiv e  
V P N  m anagem ent” , “ Q oS C o n fig u ra tio n  an d  S L A  A u d itin g  o f  IP -D iffS e rv  N e tw o rk s”  an d  “ Q oS 
M anagem en t fo r the V irtu a l H o m e  E n v iro n m e n t” . C o n stra in e d  m o b ility  w a s fo u n d  to b e a 
p a rtic u la rly  su ita b le  strateg y fo r n e tw o rk  m anagem ent system s that in v o lv e  lo n g -te rm  ta sk s fo r 
w h ic h  p ro g ra m m a b ility  is  re q u ire d . T h e  strateg y w a s ch o se n  as the m ost su ita b le  fo r a ll the three 
ca se  stu d ie s o f  p e rfo rm a n ce  m anagem ent co n sid e re d . T h ro u g h  a  n u m b e r o f  m easurem ents o f  
system  p e rfo rm a n ce , th e  o ve rh ea d s in c u rre d  b y  m o b ile  ag ent-b ased  system s w e re  com p ared  to 
d istrib u te d  o b je ct and m o b ile  co d e  system s b ased  o n C O R B A , Ja v a -R M I an d  S c rip t-M IB . T h e  
a d d itio n a l c a p a b ilitie s  o ffe re d  b y  m o b ile  agent fra m e w o rk s im p ly  an  in c re a se  in  p e rfo rm a n ce  
o ve rh ea d s and th is  w a s co n firm e d  b y  th e m easurem ent re su lts. G iv e n  th is  w e ak n e ss o f  m o b ile  
agent ap p ro ach es, the w o rk  o f  the th e sis w a s d ire cte d  to w ard s so lu tio n s that re ta in  k e y  m o b ile  
agent c a p a b ilitie s  w h ile  a c h ie v in g  s ig n ific a n t p e rfo rm a n ce  im p ro vem en ts.
A n  im p o rtan t is su e  h ig h lig h te d  th ro u g h  th e ca se  stu d ie s w a s that m od em  m o b ile  agent 
fra m e w o rk s o ffe r a lo t o f  g e n e ric , agent su p p o rtin g  fu n c tio n a lity  that w a s in h e rite d  b y  the 
m anagem ent system s d e ve lo p e d . M o st p a rts o f  th is  fu n c tio n a lity  w e re  t y p ic a lly  no t re q u ire d  but 
n e ve rth e le ss co n trib u te d  to a n  in c re a se  in  p e rfo rm a n ce  o ve rh ea d s. G iv e n  th is  m o tiva tio n , the 
th e sis p resen ts a  n o v e l, lig h tw e ig h t p la tfo rm  fo r C o n stra in e d  m o b ility  (nam ed , the ‘ C o d e S h e ll’ )  
that o ffe rs  o n ly  the m in im u m  su p p o rtin g  fu n c tio n a lity  re q u ire d  b y  a  ty p ic a l n e tw o rk  m anagem ent 
system . T h is  re fle c ts  o n  a m ech an ism  a llo w in g  C o n stra in e d  m o b ility  co m b in e d  w ith  th e f le x ib ilit y  
to in tro d u ce  autonom ous b e h a v io u r.
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A n o th e r im p o rtan t asp ect re v e a le d  th ro u g h  the w o rk  o n  the case stu d ie s is  that m o b ile  agents and 
d istrib u te d  o b je cts, a lth o u g h  on ce th o u g h t as r iv a ls , sh o u ld  id e a lly  c o -e x is t in  a  system  that 
co m b in e s the b est o f  b oth. M o b ile  agent fra m e w o rk s a llo w  the d evelo p m en t o f  m anagem ent 
system s that su p p o rt p ro g ra m m a b ility  an d  autono m o us, fin e -tu n e d  o p e ra tio n  w h ile  d istrib u te d  
o b je ct fra m e w o rk s re s u lt in  system s w ith  lo w  p e rfo n n a n ce  o ve rh ead s. A s  su ch , re a l sy n e rg y  co u ld  
b e  a ch ie ve d  in  a n e tw o rk  m anagem ent system  i f  sta tio n a ry  e n titie s are p ro v id e d  u s in g  sta tic  
o b jects that co lla b o ra te  w ith  m o b ile  ag ents in  b oth d ire ctio n s. T h e  th e sis  p resen ts su ch  a n o v e l 
so lu tio n  fo r n e tw o rk  p e rfo n n a n ce  m anagem ent that is  based  o n  a  ‘h y b rid ’ ap p ro ach  co m b in in g  
m o b ile  agents an d  C O R B A  o b je cts.
A  d etaile d  set o f  p e rfo n n a n ce  m easurem ents w a s taken  o n n e tw o rk  p e rfo rm a n ce  m anagem ent 
system s in  the co n te xt o f  b oth the ‘ C o d e S h e ll’ lig h tw e ig h t p la tfo rm  an d  the ‘ h y b rid ’ ap p ro ach . 
T h e  m easurem ent re su lts  c o n fin n  the p e rfo n n a n ce  im p ro ve m en ts e xp e cted  an d  fu rth e r ju s t ify  the 
v a lu e  o f  the p ro p o sa ls.
1.2 Research Motivation
In  rece n t y e a rs w e  h a ve  w itn e sse d  an  e v o lu tio n  in  n e tw o rk  m anagem ent ap p ro ach es d riv e n  b y  the 
need o f  a d d re ssin g  the re q u ire m e n ts o f  m od em  n e tw o rk s b e co m in g  in c re a s in g ly  la rg e , 
so p h istica te d  an d  co m p le x. T h e  in it ia l p ro to co l-b a se d  n e tw o rk  m anagem ent so lu tio n s, p ro p o sed  in  
the e a rly  9 0 ’ s a s e x e m p lifie d  b y  the w id e ly  u se d  S im p le  N e tw o rk  M an ag em en t P ro to co l (S N M P ) 
[C a se 9 0 ], are to d ay  p a rtic u la rly  lim itin g  due to th e ir ce n tra lize d  an d  sta tic  n atu re. T h e  ap p ro ach  is  
ce n tra lize d  as it  re lie s  on a lim ite d  set o f  c a p a b ilitie s  at n e tw o rk  no d es w h ile  m anagem ent 
p ro ce ssin g  has to be p e rfo rm e d  at d ie  n e tw o rk  m anagem ent statio n . A n y  c a p a b ilitie s  at n e tw o rk  
no des are  fix e d , em bedded b y  the m a n u fa ctu re r at the n e tw o rk  elem ent co n stru c tio n  tim e.
W h ile  a  p ro to co l-b a se d  ap p ro ach  is  s p e c ific  to a  m anagem ent fra m e w o rk , a g e n e ric  ap p ro ach  to 
the c lie n t/se rv e r m o d el can  b e a c h ie v e d  th ro u g h  the u se  o f  a d istrib u te d  o b je ct fra m e w o rk  as 
p ro p o sed  b y  re se a rch e rs in  the m id  9 0 ’ s. T h e se  are  e x e m p lifie d  b y  the C o m m o n  O b je ct R e q u e st 
B ro k e r A rch ite ctu re  (C O R B A ) [O M G 9 5 ] p ro p o se d  b y  the O b je ct M anagem en t G ro u p  (O M G ) an d  
Java -R e m o te  M e th o d  In v o c a tio n  (J a v a -R M I) [J R M I] p ro p o sed  b y  S u n  M icro sy ste m s. D istrib u te d  
o b ject fra m e w o rk s, a llo w  the cre a tio n  o f  d e ce n tra lize d , sta tic system s. D e ce n tra liz a tio n  is  
a ch ie ve d  b y  p la c in g  re q u ire d  m anagem ent lo g ic  in  n e tw o rk  n o des and b y  cre a tin g  in stan ce s o f  
m anagem ent o b je cts s p e c ific  to  in te re ste d  c lie n ts. D e sp ite  th is, d istrib u te d  o b je ct fra m e w o rk s s t ill 
s u ffe r fro m  a la c k  o f  su p p o rt fo r p ro g ra m m a b ility , as the m anagem ent lo g ic  lo ca te d  in  n e tw o rk  
n o des is  sta tic an d  can n o t be e a s ily  a lte re d . T h e  issu e  o f  p ro g ra m m a b ility  o f  m anaged no d es is  
p a rtic u la rly  im p o rtan t fo r n e tw o rk  m anagem ent system s. T h e  co m p le x ity  an d  lo n g  sta n d a rd iza tio n  
cy c le s  asso cia te d  w ith  T M N  system s c r u c ia lly  h in d e re d  th e ir su cce ss [P a v l9 6 ]. N e tw o rk  m anagers
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o f  su ch  system s had  to w a it fo r se v e ra l y e a rs b efo re  a sta n d a rd iza tio n  c y c le  w a s com p lete and the 
re q u ire d  m anagem ent fu n c tio n a lity  w as em bedded in  n e tw o rk  n o des.
In  o rd er to ad d ress th is  p ro b le m , re se a rch  tu rn e d  in to  a m o b ile  agents ap p ro ach , re p re se n tin g  an 
attra ctive  so lu tio n  fo r p ro g ram m ab le  system s that ca n  p o te n tia lly  in flu e n c e  s ig n ific a n tly  the 
n e tw o rk  m anagem ent area. B a c k  in  19 9 8 , em e rg in g  agent p arad ig m s an d  e n a b lin g  te ch n o lo g ie s 
w e re  co n sid e re d  a k e y  fo r the im p lem e n ta tio n  o f  fle x ib le  and sc a la b le  so lu tio n s that ad d  a degree 
o f  openn ess to the te le co m m u n ica tio n s in d u stry . In  retro sp e ct, agent te ch n o lo g y  su ffe re d  fro m  
d iffe re n t te rm in o lo g y  an d  h e te ro g en eity  o f  te c h n ic a l ap p ro ach es due to the la c k  o f  stand ard s. 
F u rth erm o re  the b ro ad  a p p lic a tio n  o f  agent te ch n o lo g ie s to s p e c ific  e n viro n m en ts su ch  as n e tw o rk  
m anagem ent w as s t ill in  its  in fa n c y . T h e se  circu m sta n ce s trig g e re d  in  1 9 9 7 a la rg e  in itia tiv e  
w ith in  th e E u ro p e a n  U n io n  in v o lv in g  14 re se a rch  p ro je cts (g ro u p e d  as the ‘ C lim a te ’ c lu ste r o f  
p ro je cts) [C lim 9 7 ] re se a rch in g  the a p p lic a b ility  o f  M o b ile  A g e n ts to te le co m m u n ica tio n s system s. 
M y  re se a rch  on the ro le  o f  m o b ile  agents fo r n e tw o rk  m anagem ent started in  19 9 8 w h ile  w o rk in g  
w ith in  the ‘ C lim a te ’ c lu ste r an d  s p e c ific a lly  w ith in  the M IA M I p ro je ct [M IA M I].
T h e  m o tiva tio n  fo r th is  re se a rch  w o rk  is  a lso  re fle cte d  as “ fu tu re  w o rk ”  in  re la te d  P h D  theses 
subm itted  b efo re  o r d u rin g  the e a rly  stages o f  th is  th e sis. A  fe w  in d ic a tiv e  e xce rp ts fro m  th e sis 
se ctio n s o n  “ fu tu re  w o rk ”  are  as fo llo w in g :
G . V ig n a , F e b m a ry  1998 [V ig n 9 8 b ]: “Certainly, the framework presented in this thesis needs to 
be incrementally enriched, revised, taking into account experiences, results, and innovations that 
will be progressively achieved. We need to improve our classification by better analysing the 
properties and weaknesses o f the existing design paradigms. ... Finally, we need to further 
explore the relatively unknown world o f  applications and problems that can benefit from the 
adoption o f technologies and methodologies based on the notion o f  code mobility. ”
G . P a v lo u , M a rc h  19 9 8 [P a v l9 8 ]: “The advent o f  languages like Java that can support code 
mobility opens up new possibilities for management. The impact o f  this new paradigm to TMN is 
a whole new area o f interesting research, pointing to “programmable "  network elements with 
very simple native interfaces and an environment that can host mobile software entities. ”
T . P ap aio an n o u , F e b ru a ry  2 0 0 0  [PapaO O b]: “We believe the next stage o f  validation for our 
philosophical argument would be to undertake a course o f research to directly compare Mobile 
Agents with RM-ODP (R e fe re n ce  M o d e l o f  O pen D istrib u te d  P ro c e s s in g )."
A . L io tta , J u ly  2 0 0 1  [L io tO lb ]: "One necessary step towards the realization o f active distributed 
monitoring is its implementation and experimentation on prototype networks or on a real 
networked system. Real measurements will enlighten the actual behaviour o f the proposed 
approach with regard to overheads, stability and complexity. Measurements on the actual agent
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development time as a function o f various scale factors will strengthen even further the motivation 
for integrating agents in monitoring systems”.
1.3 Objectives
A  lo t o f  p ro m ise  h a s su rro u n d e d  the p o te n tia l im p act o f  m o b ile  agents to the area o f  n e tw o rk  
m anagem ent. T h e  th e sis a im s to d e m y stify  th e ir p ra c tic a l u se fu ln e ss fo r n e tw o rk  p e rfo n n a n ce  
m anagem ent. In  th is  d ire c tio n  the m a in  o b je c tiv e s are:
1 . T h e  id e n tific a tio n  o f  agent m ig ra tio n  strateg ie s fo r n e tw o rk  m anagem ent ta sks, p re se n tin g  
a c le a r d ire c tio n  o f  p ra c tic a l e xp lo ita tio n .
2 . T h e  e v a lu a tio n  o f  m o b ile  agents as co m p ared  to a lte rn a tiv e  m odem  ap p ro ach es b ased  on 
sta tic d istrib u te d  o b jects.
3 . T h e  assessm ent o f  the u se fu ln e ss o f  m o b ile  agents w ith in  the co n te xt o f  case  stu d ie s fo r 
p e rfo rm a n ce  m anagem ent.
4 . T h e  p ro p o sa l o f  e ffic ie n t m o b ile  ag ent-b ased  so lu tio n s fo r n e tw o rk  m anagem ent.
1.4 Thesis Statement
T h e  statem ent o f  the th e sis ca n  be fo rm u la te d  as fo llo w s:
Software mobile agents can provide an easy means for programmability o f managed nodes mainly 
by following a ’Constrained' migration strategy to a single destination node. This can influence 
significafitly the capabilities o f  a network performance management system operating within the 
context o f  currently envisioned network applications. Programmability can be effectively retained 
in agent systems that are based on execution environments especially formulated for improved 
network performance.
1.5 Thesis Roadmap
T h e  th e sis is  co m p osed  o f  tw o  p a rts. T h e  fir s t  in v o lv e s  the cu rre n t in tro d u c tio n  a lo n g  w ith  the 
th e sis b a ck g ro u n d  co v e re d  b y  ch ap te rs 2 an d  3 .
C h a p te r 2  d e scrib e s the b a ck g ro u n d  to p ic s  a sso cia te d  w ith  th is  in te rd is c ip lin a ry  th esis. T h e se  
in c lu d e  th e o re tica l asp ects o f  m o b ile  agents, e x istin g  id e a s on so ftw a re  m o b ility , as w e ll as 
ap p ro ach es fo r n e tw o rk  m anagem ent an d  m ech an ism s s p e c ific  to p e rfo n n a n ce  m anagem ent.
C h a p te r 3 com plem ents the p re v io u s  ch a p te r b y  fo c u sin g  o n  the re v ie w  o f  w o rk  rela te d  to the 
th e sis. T h e  state o f  the art in  ap p ro ach es fo r co d e m o b ility  is  p resen ted  a lo n g  w ith  the cu rre n t
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n e tw o rk  m anagem ent s itu a tio n  an d  the em erg ence o f  m o b ile  agents in  the area. T h e se  d e scrip tio n s 
fu rth e r h e lp  to p u t th is  re se a rch  w o rk  in to  co n te xt and d eco u p le  p re v io u s  re se a rch  e ffo rts fro m  the 
a d d itio n a l v a lu e  o f  the th e sis.
T h e  seco n d  th e sis p a rt in v o lv e s  the th e sis  re su lts  co v e re d  b y  ch ap ters 4  to 8.
C h a p te r 4  p resen ts the a u th o r’ s th e o re tica l stu d y and co n trib u tio n s o n ag ent m o b ility  strateg ies 
e x p la in in g  th e ir u se fu ln e ss fo r p e rfo rm a n ce  m anagem ent and th e ir ro le  in  the w id e r n e tw o rk  
m anagem ent co n te xt. A  d eta ile d  d e sc rip tio n  o f  the ap p ro ach  an d  u se fu ln e ss o f  the p ro p o sed  
‘ C o n stra in e d ’ agent m ig ra tio n  strateg y a im s to h ig h lig h t the d iffe re n ce s and added v a lu e  
com p ared  to s im ila r m o d els fo r m o b ile  cod e. D e sc rip tio n s o f  a d d itio n a l agent m ig ra tio n  strateg ie s 
p resen t th e enhancem ents o v e r p re v io u s  p ro p o sa ls, p la c in g  them  in  a  s p e c ific  co n te xt o f  p ra c tic a l 
e x p lo ita tio n  b y  n e tw o rk  m anagem ent system s. T h e  stu d y  o f  m o b ility  is  com p lem ented  b y  a  stu d y 
o n  autonom ous b e h a v io u r that h ig h lig h ts  the c a p a b ilitie s  o f  m o b ile  agents fu rth e r fro m  m o b ile  
o b jects an d  cod e an d  in  the d ire c tio n  o f  p ro v id in g  ‘ in te llig e n t’ , s e lf-c o n fig u ra b le  an d  fa u lt-to le ra n t 
n e tw o rk  m anagem ent system s.
C h a p te r 5 b u ild s  u p o n  the b a s is  o f  the p re v io u s  ch ap te r, w ith  d e scrip tio n s o f  three case stu d ie s 
that a llo w e d  a d e ta ile d  p ra c tic a l assessm ent o f  the u se fu ln e ss o f  m o b ile  agents. T h e  three case 
stu d ie s p resen ted  are “ A T M -b a se d  A c tiv e  V P N  m anagem ent” , “ Q o S  C o n fig u ra tio n  and S L A  
A u d itin g  o f  IP -D iffS e rv  N e tw o rk s”  an d  “ Q oS M anag em en t fo r the V irtu a l H om e E n viro n m e n t” , 
e xa m in ed  b y  the a u th o r w h ile  w o rk in g  w ith in  the A C T S -M IA M I [M IA M I], IS T -M A N T R IP  
[M A N T ] and IS T - V E S P E R  [V E S P E R ] p ro je cts re sp e c tiv e ly . F o r e ach , w e  d e scrib e  the ro le  o f  
p e rfo rm an ce  m anagem ent w ith in  the s p e c ific  e n viro n m e n t, the m o b ile  ag ent ap p ro ach  ch o se n  
a lo n g  w ith  the b e n e fits an d  d ra w b a ck s o f  the u se  o f  m o b ile  agents in  the system . T h e  au th o r 
d esig n e d  and d e v e lo p e d  su ita b le  m o b ile  agent-b ased  p e rfo rm a n ce  m anagem ent c a p a b ilitie s  fo r 
each  o f  the ca se  stu d ie s an d  assessed  them  in  d e ta il th ro u g h  a n u m b e r o f  e xp e rim e n ts and 
m easurem ents, h ig h lig h tin g  the p e rfo rm a n ce  issu e s o f  m o b ile  agents w h e n  com p ared  to 
d istrib u te d  o b jects an d  m o b ile  co d e ap p ro ach es.
C h a p te rs 6 and 7  are m o tiva te d  b y  the s ig n ific a n t p e rfo rm a n ce  o ve rh ea d s id e n tifie d  th ro u g h  the 
p ra c tic a l case  stu d ie s and re la te d  e xp e rim e n ts as the p rim a ry  co n ce rn  fo r m o b ile  agent 
d ep lo ym ent. A s  su ch , in  e ach  ch a p te r th e au th o r p ro p o se s an a lte rn a tiv e  so lu tio n  that p re se rve s 
k e y  b e n e fits o f  agent m o b ility  an d  au to no m y b u t a lso  re su lts  in  an im p o rtan t im p ro vem en t in  
n e tw o rk  p e rfo rm a n ce  o ve rh ead s.
F in a lly , C h a p te r 8 co n clu d e s the th e sis, su m m a rizin g  the m a in  re su lts  an d  co n trib u tio n s. It  
d iscu sse s the w o rk  fro m  a g lo b a l v ie w p o in t, in d ica te s the extent at w h ic h  the o b je ctiv e s w e re  
ad d ressed  and f in a lly , d ra w s the c o n c lu s io n s  an d  p o in ts to fu tu re  re se a rch  d evelo p m en ts 
stem m ing fro m  th is  th e sis.
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2 Background
T h is  ch ap ter p ro v id e s  an o v e rv ie w  o f  the v a rio u s  to p ic s  in v o lv e d  in  th is  in te rd is c ip lin a ry  th e sis. 
T h e se  in c lu d e  th e o re tica l asp ects o f  m o b ile  agents, e x istin g  id ea s o n so ftw a re  m o b ility , as w e ll as 
ap p ro ach es fo r n e tw o rk  m anagem ent an d  m ech an ism s s p e c ific  to p e rfo rm a n ce  m anagem ent. W e  
sh o u ld  note h e re  that the p u rp o se  o f  th is  ch a p te r is  to in tro d u ce  the m a in  co n ce p ts an d  issu e s 
rela te d  to the th e sis an d  id e n tify  som e o f  the g ap s that m o tivate the need  fo r  fu rth e r w o rk . A  
d e ta ile d  and e xte n siv e  re v ie w  o f  the to p ics co ve re d  is  a lre a d y  p resen t in  the lite ra tu re  an d  is , 
hence, b ey o n d  the sco p e o f  th is  th e sis.
2.1 Software Agents
2.1.1 Definition and Characteristics
S o ftw are  agents h a ve  b een in tro d u ce d  in  the e a rly  9 0 ’ s w ith in  the a r t ific ia l in te llig e n c e  re se a rch  
co m m u n ity, as se m i-in te llig e n t co m p u ter p ro g ra m s that a ssist a u se r w ith  la rg e  am ounts o f  
co m p le x in fo rm a tio n  w ith in  a n e tw o rk  e n viro n m e n t. O ne o f  the p io n e e rin g  re se a rch  g ro u p s in  the 
area w a s the M IT  m ed ia la b  head ed  b y  P ro fe sso r P a ttie  M a e s that f irs t  b u ilt  su c c e s s fu l p ro to typ es 
o f  agents fo r ta sk s lik e  p e rso n a lize d  in fo rm a tio n  filte rin g , u se r assista n ce , and o n lin e  tra d in g . 
D u rin g  th e n e x t y e a rs u n til the m id  9 0 ’ s, re se a rch  in  the fie ld  a p p lie d  a la rg e  nu m b er o f  w e ll-  
e sta b lish e d  a rt ific ia l in te llig e n t te ch n iq u e s (n e u ra l n e tw o rk s, fu z z y  lo g ic , g e n e tic a lg o rith m s, e tc) 
in to  so ftw a re  agents [C h a i9 2 ]. T h e  sh ee r n u m b e r an d  d iv e rs ity  o f  these ap p ro ach es re su lte d  in  
so ftw are agent re se a rch  lo o sin g  its  fo c u s an d  id e n tity . It  w as tim e  to step b a ck  and re -c o n sid e r 
w h at has been done an d  attem pt to p la c e  som e stro n g  fo u n d atio n s. In  th is  d ire c tio n  w e  h a ve  seen a  
nu m b er o f  re se a rch  e ffo rts su ch  as in  [S m it9 4 ][O re n 9 4 ][M a e s9 5 j[W o o l9 5 b ][H a y e 9 5 ], a ll 
attem pting to n a rro w  d o w n  a d e fin itio n  o f  a  so ftw a re  ag ent an d  its  ch a ra cte ristics. A  n o tab le  w o rk  
b y  [F ra n 9 6 ] co m b in e d  th is  th e o re tica l w o rk  an d  has fo rm a liz e d  a p o p u la r d e fin itio n  as fo llo w s: 
“ A n  autonomous agent is  a  so ftw a re  e n tity  situ a te d  w ith in  an d  a  p art o f  an  e n viro n m en t that 
sen ses th at e n viro n m e n t an d  acts o n  it , o v e r tim e, in  p u rsu it o f  its  o w n  g o a ls and so  as to e ffe ct 
w h at it  sen ses in  the fu tu re ” . T h e  term  “ so ftw a re  agent”  has b een w id e ly  ad op ted  to re fle c t o n  the
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ab ove d e fin itio n  an d  a lso  in co rp o ra te  the tw o m ost co m m o n ly  d e scrib e d  agent typ e s that 
re se arch e rs h a ve  u se d  to ta c k le  co m p le x  p ro b le m s, n a m e ly  M o b ile  A g e n ts (M A ) an d  c o lla b o ra tiv e  
In te llig e n t A g e n ts ( IA ) . S o ftw are  agents that m ay be d isp a tch e d  fro m  one no de in  a  n e tw o rk  an d  
tran sp o rte d  to a  rem ote no d e fo r e x e cu tio n  are  co m m o n ly  re fe rre d  to  as m o b ile  agents. In te llig e n t 
agents are  ty p ic a lly  d ep end ed  o n  in te n se  c o lla b o ra tio n  w ith  o ther agents o ften  in  a g e n e ric  m ann er 
th ro u g h  a n  agent co m m u n ica tio n  lan g u ag e.
T h e  advantage o f  m o b ile  agents as co m p ared  to sta tic  in te llig e n t agents is  that the fo rm e r a llo w  
fo r  the e a sy  p ro g ra m m a b ility  o f  rem ote n o d e s b y  m ig ra tin g  and tra n sfe rrin g  fu n c tio n a lity  w ere 
re q u ire d . O n d ie  o ther h an d , sta tic  in te llig e n t agents ca n  co lla b o ra te  to d e v ise  o r n eg o tiate fle x ib le  
so lu tio n s fo r co m p le x  a p p lic a tio n  sce n a rio s. A  d isad va n tag e  o f  m o b ile  agents as com p ared  to 
sta tic  in te llig e n t agents is  that th ey ca n  o ften  in c u r s ig n ific a n t p e rfo rm a n ce  o ve rh ead s in  d ie  
n e tw o rk  d u rin g  m ig ra tio n .
S o ftw are  agents are o ften  m o re c le a rly  u n d e rsto o d  th ro u g h  d ie ir  attrib u te s an d  b e h a v io u r. It  is  
co m m o n ly ag reed  am ong re se a rch e rs d ia t e v e ry  agent e x h ib its  se v e ra l (b u t ra re ly  a ll)  o f  the 
fo llo w in g  ch a ra cte ristics  [W o o l9 5 a ]:
• A uto n o m o u s: A g e n ts sh o u ld  op erate w ith o u t the in te rv e n tio n  o f  e xte rn a l e n titie s. T h e y  
ty p ic a lly  h a ve  co n tro l o v e r th e ir a ctio n s an d  in te rn a l state.
• A d a p ta b le : A g e n ts are ch a ra cte rise d  b y  th eft a b ility  to set-up  th e ir o w n  g o a ls an d  strateg y 
to a c h ie v e  them . T h e y  t y p ic a lly  a c q u ire  and p ro ce ss in fo rm a tio n  on d ie ir  e n viro n m en t 
both s p a tia lly  and te m p o ra rily  an d  u se  th is  in fo rm a tio n  to in flu e n c e  th eft fu tu re  
b e h a vio u r.
• G o a l orien ted : A g e n ts sh o u ld  e x h ib it g o a l-o rie n te d  b e h a v io u r su ch  that th e ir p e rfo rm e d  
a ctio n s cause b e n e fic ia l ch a n g e s to the en viro n m en t. In  m ost ca se s an  agent term in ates 
after the co m p le tio n  o f  its  g o a l.
• C o m m u n ica tiv e /co lla b o ra tiv e : N o  agent has a  com p lete p ictu re  o f  the o v e ra ll system  
w ith in  w h ic h  it  op erates. E a c h  ag ent is  a n  exp e rt in  a  s p e c ific  ta sk  an d  it  has to co lla b o ra te  
w ith  o th e r agents in  o rd e r to s o lv e  a  g iv e n  p ro b lem .
• P ro -a c tiv e /A c tiv e : O fte n  agents are re q u ire d  to an tic ip a te  fu tu re  s itu a tio n s a lo n g  w ith  
re sp o n d in g  to chang es w ith in  th e ft en viro n m en t.
T ra d itio n a l A .I. te ch n iq u e s can  e a s ily  re s u lt in  la rg e , p ro ce ssin g  in te n siv e  an d  co m p le x p ro g ra m s 
that w e  o ften  w an t to a v o id  in  the n e tw o rk  e n viro n m e n t w ith in  w h ic h  so ftw a re  agents re sid e . T h is  
is  w h y  in it ia l re se a rch  co n sid e re d  ag ents as se m i-in te llig e n t e n titie s, e x h ib itin g  o n ly  a  ‘w e ig h te d ’ 
le v e l o f  co m p u ta tio n al in te llig e n c e  th ro u g h  a se le ctio n  o f  re q u ire d  ch a ra cte ristics. F ro m  th is  
v ie w p o in t, agents h a ve  b een c la s s ifie d  [W o o l9 5 b ] a c co rd in g  to th e ir d eg ree o f  a g e n cy  (i.e .
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in te llig e n c e ), as “ stro n g ”  an d  “ w e a k ”  agents. “ S tro ng ”  agents are  those w h ic h  rea so n  b ased  on 
m ental n o tio n s lik e  b e lie f, d e sire  an d  in te n tio n . “ W e a k ”  agents (e .g . m ost m o b ile  agents) d o no t 
re ly  o n  m en tal n o tio n s and th e y  are  m o re co n ce rn ed  w ith  the d istrib u tio n  o f  th e ir in te llig e n c e , 
ad aptation issu e s o r co n cu rre n t e xe cu tio n . T h e  co n trib u tio n s p resen ted  th ro u g h o u t th is  th e sis 
relate to w e a k ly  in te llig e n t agents.
2.1.2 Potential Benefits
S o ftw are  agent re se a rch e rs h a ve  fo re se e n  a  n u m b e r o f  s ig n ific a n t p o te n tia l b e n e fits o f  agents. 
H o w e v e r, these are m o stly  b ased  o n  the th e o re tic a l stu d y o f  the p ro p e rtie s o f  the agent and 
a lte rn a tiv e  p arad ig m s, w e a k ly  su p p o rted  b y  lim ite d  p ra c tic a l e xp e rie n ce  an d  assessm ent w ith in  
s p e c ific  a p p lic a tio n  co n te xts. T h e se  b e n e fits, id e n tifie d  an d  w id e ly  su p p o rted  b y  a la rg e  nu m ber 
o f  rese arch ers [L a n g 9 8 ] [B ie s9 8 b ] [PapaOOa] are d e scrib e d  b elo w :
• R e d u ctio n  o f  n e tw o rk  lo a d .
D istrib u te d  system s o ften  re ly  o n  co m m u n icatio n  p ro to co ls in v o lv in g  m u ltip le  
in te ra ctio n s to a c co m p lish  a g iv e n  task. F o r n e tw o rk  m anagem ent o p e ra tio n s th is  
ty p ic a lly  re su lts  in  h ig h  le v e ls  o f  m anagem ent tra ffic . M o b ile  agents a llo w  u se rs to 
p ackag e a co n v e rsa tio n  an d  d isp a tch  it  to a d e stin atio n  h o st w h e re  in te ra ctio n s take p la c e  
lo c a lly . M o b ile  A g e n ts are a lso  u s e fu l w h e n  re d u cin g  the flo w  o f  ra w  data in  the 
n e tw o rk. B y  ra w  data w e m ean b a s ic  in fo rm a tio n  that u s u a lly  needs to be p ro ce sse d  in  
ord er to p ro d u ce  a u s e fu l m ean in g . W h e n  v e ry  la rg e  vo lu m e s o f  ra w  data are k e p t at 
rem ote h o sts, that data sh o u ld  b e p ro ce sse d  in  its  lo c a lity  rath e r than tra n sfe rre d  o v e r the 
netw o rk.
• O v e rco m in g  n e tw o rk  la te n cy .
In  c r it ic a l re a l tim e system s there is  a need  to resp o n d  im m e d ia te ly  to im p o rtan t e ven ts. 
C o n tro llin g  the d e c isio n s o f  su ch  a  system  re m o te ly  th ro u g h  the n e tw o rk  ca n  in v o lv e  
s ig n ific a n t la te n cie s. T h e se  ca n  b e u n a cce p tab le  fo r som e re a l-tim e  system s o r system s 
in v o lv e d  w ith  o n -lin e  p ro c e ssin g  o f  in fo rm a tio n . M o b ile  agents o ffe r a so lu tio n  b ecau se 
they ca n  be d isp a tch e d  fro m  a ce n tra l c o n tro lle r to act lo c a lly  an d  exe cu te  the c o n tro lle r’ s 
d ire ctio n s d ire c tly .
• E a sy  e n ca p su la tio n  o f  p ro to co ls.
W h e n  data is  e xch an g e d  in  a  d istrib u te d  system , each h o st o w n s the co d e  that im p lem en ts 
the p ro to co ls needed to p ro p e rly  co d e  o u tg o in g  data and in te rp re t in co m in g  data. 
H o w e v e r, as p ro to co ls  e v o lv e  to accom m odate n e w  req u ire m en ts o f  e ffic ie n c y  o r 
se cu rity , it  is  cum bersom e i f  n o t im p o ssib le  to u p g rad e  p ro to co l co d e  p ro p e rly . A s  a
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re su lt, p ro to co ls o ften  b eco m e a le g a cy  p ro b lem . M o b ile  agents, o n  th e o th e r h an d , can  
m o ve to rem ote h o sts to e sta b lish  “ ch a n n e ls”  b ased  o n  p ro p rie ta ry  p ro to co ls.
• A sy n c h ro n o u s an d  autono m o us e xe cu tio n .
M o b ile  d e v ice s o ften re ly  o n  e x p e n siv e  o r fra g ile  n e tw o rk  co n n e ctio n s. T a sk s  re q u irin g  a 
c o n tin u o u sly  open co n n e ctio n  b etw een a m o b ile  d e v ice  and a fix e d  n e tw o rk  are p ro b a b ly  
not e c o n o m ic a lly  o r te c h n ic a lly  fe a sib le . T o  so lv e  th is  p ro b le m , ta sk s ca n  be em bedded 
in to  m o b ile  agents, w h ic h  can  then be d isp a tch ed  in to  the n e tw o rk . A fte r b e in g  
d isp atch ed , the agents b eco m e in d ep en d en t o f  the p ro ce ss that created  them  and can  
operate a sy n ch ro n o u sly  and au to n o m o u sly . T h e  m o b ile  d e v ice  ca n  reco n n e ct at a la te r 
tim e to c o lle c t the agent.
• D y n a m ic  ad ap tation .
M o b ile  agents ca n  sen se th e ir e n viro n m e n t and rea ct au to n o m o u sly  to changes. W h e n  a 
nu m b er o f  m o b ile  agents are  a ssig n e d  to w o rk  w ith  a com m on g o a l th e y  can  d istrib u te  
th em selves am ong h o sts in  the n e tw o rk  to m a in ta in  the o p tim a l c o n fig u ra tio n  fo r s o lv in g  
the p ro b lem . In  the ca se  o f  a  m o b ile  agent m o v in g  acro ss a  n u m b er o f  h o st n o d e s, it  can  
adapt its  fu tu re  b e h a v io u r a c co rd in g  to in fo rm a tio n  that it  has a lre a d y  co lle cte d  and sto red  
in  its state.
•  D e a lin g  w ith  h e terogen eo us e n viro n m en ts.
N e tw o rk  co m p u tin g  is  fu n d a m e n ta lly  heterog en eo us, o ften  fro m  b oth hard w are and 
so ftw a re  p e rsp e ctiv e s. M o b ile  ag ents are  o n ly  dependent to th e ir e xe cu tio n  en viro n m en t. 
A ls o , m o b ile  agents are  n o t co u p le d  w ith  o ther o b je cts; in ste a d  th e y  co lla b o ra te  w ith  
other lo c a l agents and u se  the fu n c tio n a lity  th ey d is c o v e r in  each  host.
• N e tw o rk  fa u lt to le ra n ce .
In  a sce n a rio  o f  fix e d  no d es co n n e cted  to a n e tw o rk , b y  p la c in g  m o b ile  agents to execu te 
lo c a lly , th e ir o p e ra tio n  co n tin u e s e ve n  i f  a n e tw o rk  fa u lt o cc u rs that m akes rem ote 
co m m u n ica tio n  u n a v a ila b le .
T h e  w o rk  d e scrib e d  in  th is  th e sis in te n ts to dem onstrate an d  assess the com p etence o f  m o b ile  
agents in  p ro v id in g  su ch  ad van tag es w ith in  the co n te xt o f  n e tw o rk  m anagem ent. A lth o u g h  the 
p o te n tia l b e n e fits fro m  the u se  o f  m o b ile  agents are  p a rtic u la rly  a p p e a lin g , the tra n sitio n  to agent- 
b ased  system s w a s h in d e re d  b y  a n u m b e r o f  se rio u s o b sta cle s d e ta ile d  b e lo w .
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2.1.3 Associated Issues
D u rin g  the la st decad e agent te ch n o lo g y  w a s m o stly  u se d  w ith in  the a cad em ic an d  re se arch  
co m m u n ities, w ith  no im p a ct to the te le co m m u n ica tio n s in d u stry . R e se a rch e rs h a ve  id e n tifie d  a 
num ber o f  p ro b le m s an d  issu e s [K o tz 9 9 ] [H a ri9 5 ] [PapaOOa] a sso cia te d  w ith  so ftw a re  agents as 
d e scrib e d  b e lo w :
® S ta n d a rd iza tio n  and In te ro p e ra b ility : In c o n siste n c y  h a s g re a tly  h in d e re d  the ad o p tio n  o f
m o b ile  agent te ch n o lo g y  w ith  lim ite d  sta n d a rd iza tio n  so  fa r. E v e n  the fe w  sta n d a rd iza tio n  
e ffo rts m ade are y e t to be w id e ly  adopted. In  the d ire ctio n  o f  stand ards, the O b je ct 
M anagem ent G ro u p  (O M G ) h a s p ro d u ce d  the M o b ile  A g e n t S ystem  In te ro p e ra b ility  
F a c ility  (M A S IF ) [M A S I9 8 ] that c r u c ia lly  ad d resses the issu e  o f  in te ro p e ra b ility  b etw een 
m o b ile  agent p la tfo rm s. In  a d d itio n , the F o u n d a tio n  fo r In te llig e n t P h y s ic a l A g e n ts 
(F IP A ) has p ro d u ce d  sp e c ific a tio n s  fo r the “ in te llig e n t”  co m m u n ica tio n  betw een agents 
[F IP A 0 1 ] [F IP A 0 2 ].
• S e cu rity  an d  S a fety: A lth o u g h  it  is  n o w  p o ssib le  to d e p lo y  a m o b ile  agent system  that 
ad e q u ate ly p ro tects a  no d e a g a in st m a lic io u s  agents [V ig n 9 8 a ], nu m ero u s ch a lle n g e s 
rem ain . T h e se  in v o lv e  the p ro te ctio n  o f  n o d e s w ith o u t a r t if ic ia lly  lim itin g  agent access 
rig h ts, p ro te ctin g  an agent fro m  m a lic io u s  no des as w e ll as p ro te ctin g  g ro u p s o f  no d es 
that are n o t u n d e r s in g le  a d m in istra tiv e  co n tro l.
• L a c k  o f  k ille r  a p p lic a tio n : T h e  cu rre n t n e tw o rk  e n viro n m en t, its  u sag e an d  re la te d  
m anagem ent tasks h a ve  no t re v e a le d  so  fa r an  a p p lic a tio n  that ca n  be o n ly  a ch ie v e d  
th ro ug h  the u se  o f  m o b ile  agents.
• L im ite d  p ra c tic a l e xp e rie n ce : W h ile  a th e o re tica l base fo r m o b ile  agents e x ists  there is  
lim ite d  w o rk  on the a p p lic a tio n  an d  p ra c tic a l assessm ent o f  agent te ch n o lo g ie s to s p e c ific  
co n te xts su ch  as n e tw o rk  m anagem ent. T h is  is  an im p o rtan t req u ire m en t fo r agent 
te ch n o lo g y  to re a ch  m a tu rity.
• P e rfo rm an ce  O verh ead s: M o b ile  ag ent-b ased  system s ca n  h e lp  re d u ce  n e tw o rk  la te n cy  
and b an d w id th  u tiliz a tio n , b ut th is  o ften  com es at the e xp e n se  o f  h ig h e r u tiliz a tio n  o f  
re so u rce s at n e tw o rk  n o d e s. F u rth e rm o re , attention is  needed  re g a rd in g  a n y  agent 
m ig ra tio n  o ve rh ead s e s p e c ia lly  in  sce n a rio s in v o lv in g  m u lti-h o p  m o b ility .
• G e ttin g  ahead o f  the e v o lu tio n a ry  p ath: It  w as u n lik e ly  th at the cu rre n t ce n tra lize d  
c lie n t/s e rv e r ap p ro ach  to m anagem ent w o u ld  m o ve d ire c tly  to m o b ile  agent-b ased  
ap p ro ach . T h e  e v o lu tio n a ry  p ath  takes tu n e  and it  w ill p ro b a b ly  m o ve  g ra c e fu lly  fro m  
ce n tra lize d  p ro to co ls, to d istrib u te d  o b je ct fra m e w o rk s, fo llo w e d  b y  m o b ile  co d e 
so lu tio n s and la te r b y  m o b ile  agents.
11
Chapter 2. Background
T h is  th e sis  ta ck le s m a in ly  the la st th re e  issu e s  d e scrib e d , w ith  d e ta ile d  p ra c tic a l w o rk , e v a lu a tio n  
an d  assessm ent o n  the u se fu ln e ss an d  d ra w b a ck s o f  m o b ile  agents w ith in  the n e tw o rk  
m anagem ent co n te xt. F u rth e rm o re , the th e sis  p resen ts p ro p o sa ls o n  ‘ lig h tw e ig h t’ m o b ile  agent 
so lu tio n s that im p ro ve  p e rfo rm a n ce  o ve rh e a d s an d  sm ooth the tra n sitio n  in to  agents th ro u g h  the 
enhancem ent o f  e m e rg in g  d istrib u te d  o b je ct te ch n o lo g ie s.
2.1.4 Intelligent Agents
In te llig e n t agents ty p ic a lly  re ly  o n  h e a v y  c o lla b o ra tio n . T h is  is  done in  a  g e n e ric  m aim er u sin g  
m essages d e scrib e d  in  a  sp e c ia l A g e n t C o m m u n ica tio n  L a n g u ag e  (A C L ). A  d e fin itio n  o f  the 
co n text w ith in  w h ic h  a  m essage h a s a u s e fu l m ea n in g  is  p ro v id e d  b y  an  agent o n to lo g y . T h e  
F o u n d a tio n  o f  In te llig e n t P h y s ic a l A g e n ts (F IP A ) has re ce n tly  sta n d ard ized  an A C L  that e n jo y s 
g ro w in g  su p p o rt an d  is  b ased  o n  e a rlie r re su lts  in  the fo rm  o f  the K n o w le d g e -b a se d  Q u e ry  M a rk ­
u p  L a n g u ag e  (K Q M L ) [K Q M L ]. T h is  F IP A - A C L  [A C L 9 8 ] has a  p re c is e ly  d e fin e d  sy n ta x  that 
fo rm s th e b a sis o f  co m m u n ica tio n  b etw een in d e p e n d e n tly  d esig n e d  an d  d e ve lo p e d  so ftw a re  
agents.
| Communicative act type
1  Message content expression
( i n f o r m
:sender WeatherStationAgent 
:receiver WeatherClientAgent ▼
: c o n t e n t  “<weather date="today'‘>raining</weather>“
:language xml
:o n t o l o g y  weather-forecast)
t IMessage parameter Parameter expression
Figure 2-1: An example FIPA ACL message
A s  d e fin e d  in  the F IP A - A C L  s p e c ific a tio n , an agent can  be d e scrib e d  as th o u g h  it  h a s m en tal 
attrib u tes o f:
• Belief, d e n o tin g  the set o f  p ro p o sitio n s w h ic h  the agent accep ts are c u rre n tly  tru e. 
P ro p o sitio n s w h ic h  are b e lie v e d  fa lse  are rep resented  b y  b e lie v in g  the n e g atio n  o f  the 
p ro p o sitio n .
• Uncertainty, d e n o tin g  the set o f  p ro p o sitio n s w h ic h  the agent accep ts are  no t k n o w n  to be 
c e rta in ly  tru e  o r fa lse , b u t w h ic h  are h e ld  to  be m ore lik e ly  to be tru e  th an fa lse . 
P ro p o sitio n s w h ic h  are  u n ce rta in  b u t m ore lik e ly  to be fa lse  are presen ted  b y  b e in g  
u n ce rta in  o f  the n e g atio n  o f  the p ro p o sitio n .
• Intention, d en o tin g  a c h o ice , o r p ro p e rty , o r set o f  p ro p e rtie s o f  the w o rld  w h ic h  the agent 
d e sire s to b e tru e  and w h ic h  are  no t c u rre n tly  b e lie v e d  to be tru e. A n  agent w h ic h  adopts
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an in te n tio n  w ill fo rm  a p la n  o f  a c  tio n  to b rin g  ab o u t the state o f  the w o rld  in d ica te d  b y  its  
ch o ice .
F IP A -A C L  M e ssa g e s are b ased  on the sp eech  act th e o ry , w h ic h  re su lte d  fro m  the lin g u is t ic  
a n a ly sis  o f  the hum an co m m u n icatio n . A  k e y  id e a  in  the sp eech act th e o ry  is  that p ro d u c in g  
lan g u ag e is  a n  a c tio n . T h e  a c tio n  is  p e rfo rm e d  b y  a  sp e a ke r in te n d in g  to ch a n g e  the m en tal state 
o f  d ie  liste n e r. T h e  stru ctu re  o f  a ty p ic a l F IP A -A C L  m essage ca n  be seen in  the fig u re  (F ig u re  
2- 1).
A n  im p o rtan t a d van ta g e  o f  d e p lo y in g  in te llig e n t c o lla b o ra tiv e  agents is  the u se  o f  co m m u n icatio n  
m essages to d eco u p le  e n titie s fro m  in te rfa ce  d ep en d en cies that ca n  b e lim itin g  and in e ffe c tiv e  
w h en  w e  h a ve  co m p le x  data p ro ce ssin g , in v o lv in g  d y n a m ic a lly  ch a n g in g  data (e .g . W h e n  
co n tracts a re  n egotiated , e tc).
2.1.5 Relationship to Active Networks
T h e  co n ce p t o f  a c tiv e  n e tw o rk in g  em erged fro m  d isc u ssio n s w ith in  the D e fe n ce  A d v a n ce d  
R e se a rch  P ro je cts A g e n c y  (D A R P A ) re se a rch  co m m u n ity  betw een 19 9 4  an d  19 9 5 on the fu tu re  
d ire ctio n s o f  n e tw o rk in g  system s. T h e  p ro b le m s id e n tifie d  in c lu d e d  the cu rre n t d iffic u lty  o f  
in te g ra tin g  n e w  te ch n o lo g ie s an d  sta n d ard s in to  th e sh are d  n e tw o rk  in fra stru c tu re  as w e ll a s  the 
d iffic u lty  o f  acco m m o d atin g  fo r n e w  se rv ic e s. S e v e ra l strateg ie s, c o lle c tiv e ly  re fe rre d  to as 
“ a ctive  n e tw o rk in g ” , em erged to ad d re ss these p ro b le m s. C o m m o n ly , A c tiv e  N e tw o rk s (A N ) 
[Teim 9.6] a llo w  th e ir u se rs to p u sh  cu sto m ize d  p ro g ra m s in  n e tw o rk  n o d e s fo r e x e cu tio n . W h ile  
m o b ile  agents are  one A N  e n a b lin g  te ch n o lo g y , a c tiv e  n e tw o rk s re se a rch  a lso  co n sid e rs a m ore 
extrem e case  in  w h ic h  p a ck e ts are re p la ce d  b y  w h at is  re fe rre d  as “ ca p su le s”  o r “ a c tiv e  p a ck e ts” . 
T h e se  co n ta in  data a n d  a  p ro g ra m  frag m e n t that e xe cu tes w ith in  e v e ry  ro u te r o r s w itc h  a lo n g  its  
p ath. T h e  n e tw o rk s are a c tiv e  in  the sen se  that n o des ca n  p e rfo rm  co m p u ta tio n s, w h ic h  m o d ify  the 
p ack e t’ s content. S u ita b le  a p p lic a tio n s fo r th is  p arad ig m  in c lu d e  p ack e t filte rin g , co n g e stio n  
co n tro l a n d  s e rv ic e -s p e c ific  ro u tin g  [T e n n 9 7].
W h ile  the use o f  M o b ile  agents in  n e tw o rk in g  h a s g e n e ra lly  been re stricte d  to the m anagem ent 
p la n e , A N s  m a in ly  fo cu s o n p a ck e t p ro ce ssin g  in  the data path, in  the u se r p la n e  an d  som etim es 
the co n tro l p la n e . R e c e n tly , A N  co n ce p ts h a ve  been a p p lie d  to the m anagem ent p la n e  
pCawaO O ][Schw O O ][RazO O ], re s u ltin g  in  a n  o v e rla p  w ith  m o b ile  agent ap p ro ach e s. T h e  rea so n  is  
that an a c tiv e  p ack e t ca n  be p e rc e iv e d  as a  s im p le  m o b ile  agent that e xe cu tes o n  e v e ry  no d e a lo n g  
its  path th ro u g h  the n e tw o rk . S im ila rly , a m ig ra tin g  m o b ile  agent ca n  be p e rce iv e d  as an a c tiv e  
p ack e t co n ta in in g  data a n d  a  p ro g ra m . In  th is  d ire c tio n , K a w a m u ra  et a l [Kaw aO O ] in tro d u ce d  a n  
a c tiv e  d istrib u te d  m anagem ent a rch ite ctu re  ch a ra cte rise d  b y  a p ro g ram m ab le  m id d le w a re  
p la tfo rm  (o rg a n ise d  in  d iffe re n t la y e rs  o f  a b stra ctio n ), w h o se  a c tiv e  p ro p e rtie s are d ra w n  fro m  the
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A N  an d  M A  p arad ig m s. F u rth e rm o re , R a z  et a l [RazOO ] d e scrib e d  a p ro to typ e  system  w h ere 
le g a cy  ro u te rs are  enhanced  w ith  an  ‘ a c tiv e ’ e n g in e , a  u se r le v e l e xe cu tio n  e n viro n m e n t a d ju n ct to 
the stand ard  fo rw a rd in g  m ech an ism . In  th is  d ire c tio n  o f  a c tiv e  n e tw o rk in g  a  n u m b e r o f  su ita b le  
a p p lic a tio n s are p ro p o sed  su ch  as m o n ito rin g /co n tro l, b o ttle n e ck  d etectio n  and to p o lo g y  
detectio n.
2.1.6 Relationship to Open Signalling
In  a d d itio n , to a c tiv e  n e tw o rk s a m o re  m od est ap p ro ach  to a c h ie v in g  n e tw o rk  p ro g ra m m a b ility  
w as p ro p o sed  b y  the O p en S ig n a llin g  (O P E N S IG ) re se a rch  co m m u n ity. T h e ir  p ro p o sa l is  to 
p ro v id e  op en a cce ss to sw itch e s an d  ro u te rs b y  u sin g  a set o f  open, p ro g ram m ab le  in te rfa ce s that 
m o d el the co m m u n icatio n  h a rd w are. N e tw o rk  elem ents are  ab stracted  as d istrib u te d  o b jects w ith  a 
c le a r d is tin c tio n  betw een tra n sp o rt, co n tro l an d  m anagem ent asp ects. B y  o p e n in g  u p  the n e tw o rk  
elem ents s e rv ic e  p ro v id e rs  ca n  m a n ip u la te  the states o f  the n e tw o rk  u s in g  d istrib u te d  o b je ct 
fra m e w o rk s to co n stru ct and m anage n e w  n e tw o rk  se rv ice s. A s  w e ca n  see an  A c tiv e  N e tw o rk s o r 
m o b ile  agents ap p ro ach  is  fa r m ore d y n a m ic than O P E N S IG  n e tw o rk  p ro g ra m m in g  in te rfa ce s.
W h ile , O P E N S IG  a llo w s p ro g ra m m a b ility , an update in  fu n c tio n a lity  o f  a la rg e  n u m b er o f  
n e tw o rk  elem ents p la c e s a b u rd e n  to  a  n e tw o rk  ad m in istra to r to m a n u a lly  in s ta ll the re q u ire d  
se rve rs (e .g . b ased  o n  C O R B A ) at e ach  one. In  co n trast, an a c tiv e  n e tw o rk s ap p ro ach  based on 
m o b ile  co d e  o r ca p su le s w o u ld  m ean th at the n e tw o rk  ad m in istra to r s p e c ifie s  the fu n c tio n a lity  
m o d u les re q u ire d  and these are d e liv e re d  to the n e tw o rk  no d es. In  a  fu rth e r enhancem ent o f  
c a p a b ilitie s  a m o b ile  ag ent-b ased  ap p ro ach  to p ro g ra m m a b ility , ca n  act o n  b e h a lf o f  the n e tw o rk  
a d m in istra to r, au to n o m o u sly  se le ctin g  the a p p ro p ria te  fu n c tio n a lity  m o d u les an d  d e liv e rin g  them  
w ith in  su ita b ly  e q u ip p e d  agents.
2.1.7 Mobile Agent Platforms
M o b ile  agent p la tfo rm s are co m p rise d  o f  tw o  m a in  im p o rtan t b u ild in g  b lo c k s , a n a m in g  s e rv ic e  
s im ila r to that o f  C O R B A  as w e ll as an agent e xe cu tio n  e n viro n m en t. A  n a m in g  s e rv ic e  fo r 
m o b ile  agents cate rs no t o n ly  fo r  m ig ra tin g  agents b u t a lso  fo r the n a m in g  an d  lo o k u p  o f  the agent 
e xe cu tio n  e n viro n m en ts h o stin g  those agents. B e ca u se  o f  the d y n a m ic n a tu re  o f  m o b ile  agents, 
so p h istica te d  m ech an ism s (e .g . co m p o n en t fra m e w o rk s m ech anism s su ch  as re fle c tio n  an d  
in tro sp e ctio n ) are  re q u ire d  fo r the b in d in g  an d  rem ote co m m u n icatio n  o f  agents. S u ch  
co m m u n icatio n  is  ty p ic a lly  su p p o rted  b y  a p ro p rie ta ry  A g e n t C o m m u n ica tio n  an d  T ra n sfe r 
P ro to co l (A C T P ). A C T P s  are b ased  o n  a n u m b e r o f  p ro to co ls su ch  as the Ja v a  R em ote M e th o d  
P ro to co l (J R M P ), the In te rn e t In te r-O R B  P ro to co l (H O P ) o r so ck e ts re ly in g  o n  T C P  o r XJD P 
transpo rt.
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A  la rg e  n u m b er o f  m o b ile  agent p la tfo rm s are a v a ila b le  to d ay, o ffe rin g  a su ita b le  ru n tim e  
e n viro m n en t fo r m o b ile  agents as w e ll as a h ig h -le v e l p ro g ram m in g  A P I su p p o rtin g  ty p ic a l 
m o b ile  agent c a p a b ilitie s. T h e  w o rk  p resen ted  in  th is  th e sis w a s d one u s in g  the G ra ssh o p p e r 
m o b ile  agent p la tfo rm  d eve lo p e d  b y  IK V -H - [B re u 9 8 ]. G ra ssh o p p e r w as ch o se n  fo r a co m b in a tio n  
o f  b e n e fits o ffe re d  su ch  as: extend ed  su p p o rt fo r agent c a p a b ilitie s, s im p lic ity  in  u sag e an d  agent 
p ro g ram m in g , g o o d  su p p o rt an d  d o cu m en tatio n , su p p o rt fo r the M A S IF  an d  F IP A  stand ard s, etc. 
T h e  G ra ssh o p p e r ru n tim e  is  co m p rise d  o f  a su ita b le  e xe cu tio n  e n viro n m e n t fo r agents as w e ll as a 
nam in g  se rv ic e  ca te rin g  fo r m o b ile  agents and an y  e xe cu tio n  e n viro m n e n ts presen t. A  
G ra ssh o p p e r n a m in g  s e rv ic e  is  term ed a “ re g istry ”  w h ile  an agent e x e cu tio n  e n viro n m en t is  
t y p ic a lly  re fe rre d  to as an “ a g e n cy ” . S u ch  fa c ilit ie s  are o ffe re d  b y  a ll m o b ile  ag ent p la tfo rm s, 
t y p ic a lly  in  a n o n -sta n d a rd ize d  m ann er, a lth o u g h  som e firs t  e ffo rts h ave  ap p eared  o n  M A S IF  
co m p lia n ce .
2.2 Technologies for Network Management
2.2.1 Protocol-Based
2.2.1.1 SNMP Management
T h e  S im p le  N e tw o rk  M anagem en t P ro to co l (S N M P ) is  c u rre n tly  the m ost w id e ly  adopted 
ap p ro ach  fo r the m anagem ent o f  data n e tw o rk s. T h e  p ro to co l firs t  a p p e ale d  in  the late  8 0 ’ s and 
ad d ressed  w hat w as then p e rce iv e d  as the m ost c r it ic a l feature la c k in g  in  n e tw o rk  m anagem ent 
system s: in te ro p e ra b ility  b etw een m u ltip le  ve n d o rs.
S N M P  fo llo w s  a m anag er/agent m o d el o f  o p e ra tio n , in v o lv in g  a m anagem ent sta tio n  that in te ra cts 
w ith  agents e xe cu tin g  in  n e tw o rk  elem ents. In  th is co n te xt, the m ean in g  o f  the w o rd  agent re fle cts  
o n  co m p u tatio n al e n titie s w h o se  p u rp o se  is  to p ro v id e  a  sta n d ard ized  in te rfa ce  fo r a cce ssin g  
in fo rm a tio n  about the n e tw o rk  d e v ice  o n  w h ic h  th e y  re sid e  (i.e . s im ila r to U n ix  daem ons, o r 
W in d o w s se rv ic e s). E a c h  agent sto res in fo rm a tio n  in  a lo c a l in fo rm a tio n  b ase, nam ed 
m anagem ent in fo rm a tio n  base (M IB ). M anag em en t lo g ic  lo cate d  at the m anagem ent statio n  
p ro ce sse s the ‘ ra w ’ n e tw o rk  in fo rm a tio n  o b tain e d  th ro u g h  the rem ote p o llin g  o f  agents. T h is  fin e ­
g rain e d  c lie n t /  se rv e r in te ra ctio n  is  som etim es c a lle d  m icro -m anag em en t an d  le ad s to a 
s ig n ific a n t in cre a se  in  tra ffic  an d  lo a d  at the m anagem ent statio n. A ll rem ote in te ra ctio n s in v o lv e  
stand ard  m essag es sent w ith in  p ack e ts c a lle d  P ro to co l D ata U n its  (P D U s ). T h e se  p acke ts are 
tra n sfe rre d  u sin g  the co n n e ctio n le ss U s e r D atag ram  P ro to co l (U D P ). S N M P  su p p o rts the 
fo llo w in g  fiv e  m essage typ e s:
• G et R e q u e st: a llo w s  a cce ss to the agent in  o rd e r to o b tain  m anaged o b je cts v a lu e s.
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•  G e t N e x t R e q u e st: s im ila r to G e t R e q u e st b ut a llo w in g  the re trie v a l o f  v a lu e s  
co rre sp o n d in g  to the n e xt lo g ic a l id e n tifie r in  an M IB  tree.
• Set R e q u e st: a llo w s the m o d ific a tio n  o f  the v a lu e  o f  a  m anaged o b ject.
• R e sp o n se : a  resp o n d  to the G e t, G et N e x t an d  Set R e q u e st P D U s. C o n ta in s in fo rm a tio n  
about the status o f  the resp o n se  (e .g . e rro r co d e s, e tc)
• T ra p : a llo w s S N M P  agents to re p o rt the o ccu rre n ce  o f  a s p e c ific  even t.
O ne im p o rtan t fa cto r that co n trib u te d  to the in it ia l su cce ss o f  S N M P  m anagem ent is  the s im p lic ity  
o f  the p ro to co l. R e c e n tly  h o w e v e r, th is sam e fa ct h a s com e to the ce n tre  o f  a n u m b e r o f  
lim ita tio n s and d isad va n tag e s:
• L a c k  o f  S c a la b ility :
o  T h e re  is  on e agent fo r e v e ry  n e tw o rk  elem ent a fa c t that ca n  e a s ily  re su lt in to  
p ro b le m s w h e n  the agent se rv e s a n u m b er o f  c lie n ts.
o  A ll m anagem ent p ro ce ssin g  is  p e rfo rm e d  in  a ce n tra lize d  m ann er at the n e tw o rk  
m anagem ent sta tio n  (se e  F ig u re  2 -2 ). L a te r e ffo rts in  the d ire c tio n  o f  ad d re ssin g  
th is p ro b le m  re su lte d  in  the R em o te M o n ito rin g  (R M O N ) M anagem ent 
In fo rm a tio n  B a se  (M IB )  [W a ld 9 5 ] in  an  attem pt to d e ce n tra lize  m anagem ent 
tasks b y  p e rfo rm in g  som e data p re -p ro ce ssin g  in  m anaged no des.
o  P o llin g -b a se d  S N M P  o p e ra tio n  re su lts  in  h ig h  am ounts o f  tra ffic  an d  n e tw o rk  
la te n cie s. L a rg e  p o rtio n s o f  red u n d an t m anaged o b je ct id e n tifie rs  an d  the la c k  o f  
a  co m p re ssio n  m ech an ism  fo r tra n sfe rre d  data
• U n re lia b le  tra n sp o rt p ro to co l: S N M P  re lie s  011 th e  U D P  co n n e ctio n le ss tra n sp o rt p ro to co l 
that ca n  be u n re lia b le  d ue to its  la c k  o f  ackn o w led g em en ts. T h is  in tro d u ce s the r is k  o f  
lo s in g  c r it ic a l m anagem ent in fo rm a tio n  e ve n  fo r t r iv ia l rea so n s su ch  as b u ffe r o v e rflo w s 
in  IP  ro u te rs.
• S e cu rity : S N M P  v e rs io n s  1 an d  2  ad op t a w e a k  s e c u rity  schem e w ith  p assw o rd s fo r 
acce ss to n e tw o rk  elem ents tra n sfe rre d  a cro ss the n e tw o rk  as c le a r te xt in  unp ro tected  
p acke ts. T h e  late st S N M P  v e rs io n  3  h a s b ro ug h t m a jo r ad van cem ents in  su ch  se cu rity  
issu e s b u t so  fa r the su p p o rt o f  th is  v e rs io n  b y  m a jo r v e n d o rs has b e e n  slo w .
• L im itin g  lo w  le v e l sem an tics: M a jo r sh o rtco m in g s in c lu d e  the ab sen ce o f  h ig h -le v e l 
M IB s , lim ite d  set o f  S N M P  p ro to co l p rim itiv e s  and the d ata-o rien ted  n a tu re  o f  the S N M P  
in fo rm a tio n  m o d el.
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•  L a c k : o f  p ro g ra m m a b ility r S N M P  c a p a b ilitie s  a t  n e tw o rk  n o d e s a re  fix e d , em bedded b y  
the m an u factu re r d u rin g  n e tw o rk  elem ent co n stru ctio n . R e c e n tly , lE T F ’ s S c rip t M IB  
[L e v i9 9 ] p ro p o sa l in tro d u ce s som e le v e l o f  p ro g ra m m a b ility  w ith in  the S N M P  co n text 
thro ugh the u se  o f  m o b ile  co d e  se rv e rs.
2.2.1.2 CMIP Management
T h e  In te rn a tio n a l S tan d a rd s O rg a n isa tio n  ( IS O ) sta n d a rd ize d  it s  o w n  ap p ro ach  to p ro to co l-b a se d  
m anagem ent in  term s o f  the C o m m o n  M anag em en t In fo rm a tio n  P ro to co l (C M IP ). T h e  p ro to co l 
fo llo w s  a  m anag er/ag ent m o d el s im ila r  to S N M P  w ith  a c lie n t n e tw o rk  m anagem ent sta tio n  
re m o te ly  p o llin g  an a g e n t a t the n e tw o rk  elem ent. T h e  C M IP  p ro to co l is  u se d  to im p le m e n t a 
n u m b er o f  n e tw o rk  m anagem ent c a p a b ilitie s , re fe rre d  as the C o m m on M anag em en t In fo rm a tio n  
S e rv ice s (C M IS ). In  co n trast to S N M P , C M IP  agents are m uch m ore so p h istica te d  and ca p a b le , 
b u t on th e d o w n sid e  th e y  are  a lso  m o re d iff ic u lt  to p ro g ram  an d  re q u ire  a  g re a te r am ount o f  
co m p u ta tio n al re so u rce s. B e lo w  w e  g iv e  a su m m ary o f  the m a in  ad van tag es o f  C M IP  o v e r 
S N M P :
• C M IP  v a ria b le s  n o t o n ly  re la y  in fo rm a tio n , b u t a lso  ca n  be u sed  to p e rfo rm  tasks.
•  C M IP  is  a s a fe r system  a s it  h a s b u ilt  in  se c u rity  that su p p o rts a u th o riza tio n , a cce ss 
co n tro l and s e c u rity  lo g s.
• C M IP  p ro v id e s  p o w e rfu l c a p a b ilitie s  that a llo w  m anagem ent a p p lic a tio n s to a c co m p lish  
m ore w ith  a s in g le  req u est,
•  C M IP  p ro v id e s  b ette r re p o rtin g  o f  u n u su a l n e tw o rk  co n d itio n s.
D e sp ite  th ese  b e n e fits, C M IP  fa ile d  to  g a in  p o p u la rity  m a in ly  d u e  to  a co m b in a tio n  o f  lo n g  
sta n d ard izatio n  c y c le s , the need  fo r la rg e  am ounts o f  n e tw o rk  elem ent re so u rce s and its  
p ro g ra m m in g  co m p le x ity .
2.2.1.3 DEN Management
D ire c to ry -E n a b le d  N e tw o rk in g  (D E N ) is  an  in d u stry -sta n d a rd  fo r  th e  co n stru c tio n  and sto rage in  
a ce n tra l d ire cto ry  o f  in fo rm a tio n  ab ou t u se rs, a p p lic a tio n s, m anagem ent se rv ic e s, n e tw o rk  
re so u rce s and the re la tio n sh ip s am ong them . In  co n trast to S N M P , D E N  d e fin e s an  o b je ct- 
o rie n ted  in fo rm a tio n  m o d el. T h e  m o d el is  m apped in to  a d ire c to ry  d e fin e d  as p art o f  the 
L ig h tw e ig h t D ire c to ry  A c c e ss  P ro to co l (L D A P ). W h e n e v e r a n e tw o rk , u se r o r a p p lic a tio n  change 
takes p la c e  a n u m b er o f  affe cte d  d ire c to rie s  are  a u to m a tica lly  up dated th ro u g h  a  p ro ce ss c a lle d  
d ire c to ry  re p lic a tio n : T h e  ap p ro ach  o f  h a v in g  ce n tra l d ire c to rie s o f  in fo rm a tio n  a llo w s  the 
in te g ra tio n  o f  m anagem ent in fo rm a tio n  fro m  a v a rie ty  o f  so u rce s an d  p ro v id e s  e sse n tia l 
u n d e rp in n in g s fo r p o lic y -b a se d  m anagem ent.
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2.2.2 Distributed Objects-based
2.2.2.1 CORBA
W h ile  a  p ro to co l-b a se d  ap p ro ach  to m anagem ent is  s p e c ific  to a p a rtic u la r m anagem ent 
fra m e w o rk , a g e n e ric  ap p ro ach  to the c lie n t/s e rv e r m o d el can  b e p ro v id e d  th ro u g h  the u se  o f  a 
d istrib u te d  o b je ct fra m e w o rk . A  d istrib u te d  o b je ct fra m e w o rk , w ith  p a rtic u la r in flu e n c e  o n the 
n e tw o rk  m anagem ent area, is  the C o m m o n  O b je ct R e q u e st B ro k e r A rc h ite c tu re  (C O R B A ) 
[C O R B 9 5 ] p ro p o se d  b y  the O b je ct M an ag em en t G ro u p  (O M G ).
A n y  re la tio n sh ip  b etw een d istrib u te d  o b je cts has tw o sid e s, a c lie n t an d  a  se rv e r. T h e  se rv e r 
p ro v id e s a rem ote in te rfa ce , an d  the c lie n t c a lls  a  rem ote in te rfa ce . In  C O R B A  rem ote in te rfa ce s 
are sp e cifie d  in  a sp e c ia l lan g u ag e  c a lle d  the In te rfa ce  D e fin itio n  L a n g u a g e  ( ID L ). A n y  m ethods 
in c lu d e d  in  ID L  in te rfa ce s ca n  in v o lv e  param eters an d  re tu rn s in  the fo rm  o f  b a sic  data typ es (e .g . 
in t, d o u b le , ch a r, e tc.), a rra y s an d  stru ctu re s o n ly . ID L  is  a  v e ry  s ig n ific a n t p a rt o f  C O R B A , 
p ro v id in g  a b rid g e  b etw een d iffe re n t p ro g ra m m in g  la n g u ag e s, o p e ra tin g  system s, n e tw o rk s and 
o b ject system s. T h e  in te rfa ce s fo llo w  the o b je ct-o rie n te d  m eth o d o lo g y m a k in g  them  e asy  to 
m ain tain . ID L  is  a lso  m apped in  a  la rg e  n u m b er o f  p ro g ra m m in g  lan g u ag e s that ca n  be u se d  to 
w rite  C O R B A  system s.
In  the co n te xt o f  d istrib u te d  o b je cts, the term s c lie n t and se rv e r d e fin e  o b je c t-le v e l rath e r than 
a p p lic a tio n -le v e l in te ra ctio n , a n y  a p p lic a tio n  co u ld  be a se rv e r fo r som e o b je cts and a c lie n t o f  
o thers. In  fact, a s in g le  o b je ct c o u ld  be the c lie n t o f  an in te rfa ce  p ro v id e d  b y  a rem ote o b je ct and 
at the sam e tim e im p lem e n t a n  in te rfa ce  to be c a lle d  re m o te ly  b y  o th er o b je cts. In  o rd e r to su p p o rt 
in te ra ctio n  b etw een rem ote o b je cts, C O R B A  d e p lo y s an  O b je ct R e q u e st B ro k e r, a c la ss  lib ra ry  
that p ro v id e s the lo w -le v e l co m m u n ica tio n  m ech an ism s. B e tw e en  the O R B s , co m m u n icatio n  
p ro ce ed s b y  m eans o f  a sh ared  p ro to co l, the In te rn e t In te r-O R B  P ro to co l (H O P ). H O P , w h ic h  is  
b ased  o n  the stand ard  T C P /IP  In te rn e t p ro to co l, d e fin e s h o w  C O R B A -c o m p lia n t O R B s  e xch an g e 
in fo rm a tio n . In  a d d itio n , to sim p le  d istrib u te d  co m m u n icatio n  c a p a b ilitie s, O R B s  can  p ro v id e  a 
n um ber o f  o p tio n a l s e rv ic e s  d e fin e d  b y  the O M G . F o r in sta n ce  w e ca n  h a ve  se rv ic e s  fo r lo o k in g  
u p  o b jects b y  nam e, m a in ta in in g  p e rsiste n t o b je cts, su p p o rtin g  tra n sactio n  p ro ce ssin g , etc.
A  ty p ic a l sce n a rio  o f  d istrib u te d  co m m u n ica tio n  betw een C O R B A  o b je cts is  as fo llo w s. O n  the 
c lie n t sid e , the a p p lic a tio n  o w n s a re fe re n ce  o f  a rem ote C O R B A  se rve r. T h e  o b je ct re fe re n ce  has 
a  stub m ethod, w h ic h  is  a sta n d -in  fo r the m ethod b e in g  c a lle d  re m o te ly . T h e  stub  is  a c tu a lly  
w ire d  in to  the O R B , so  that c a llin g  it  in v o k e s the O R B ’ s co n n e ctio n  c a p a b ilitie s , w h ic h  fo rw a rd s 
th e in v o ca tio n  to the se rv e r. O n  the se rv e r sid e , the O R B  u se s sk e le to n  cod e to tran slate  the
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rem ote in v o c a tio n  in to  a  m ethod c a ll o n  the lo c a l o b ject, T h e  sk e le to n  tra n slates the c a ll an d  an y 
p aram eters to th e ir im p le m e n ta tio n -sp e cific  form at an d  c a lls  the m ethod b e in g  in v o k e d . W h e n  the 
m ethod re tu rn s, the sk e le to n  co d e  tra n sfo rm s re su lts  o r e rro rs, an d  sen ds them  b a ck  to  the c lie n t 
v ia  the O R B s.
In  the n e tw o rk  m anagem ent co n te xt, d istrib u te d  o b je ct fra m e w o rk s su ch  as C O R B A , a llo w  the 
cre a tio n  o f  d e ce n tra lize d , sta tic  system s (see  F ig u re  2 -2 ). D e ce n tra liz a tio n  is  a ch ie v e d  in  a 
sc a la b le  m ann er b y  p la c in g  re q u ire d  m anagem ent lo g ic  in  n e tw o rk  n o d e s an d  b y  cre a tin g  
in stan ces o f  m anagem ent o b je cts s p e c ific  to in te re ste d  c lie n ts. A lth o u g h  d istrib u te d  o b je ct 
fra m e w o rk s su ch  as C O R B A  h a ve  su ccee d ed  in  a llo w in g  the d evelo p m en t o f  d e ce n tra lize d  
system s, th e y  s t ill s u ffe r fro m  a la c k  o f  su p p o rt fo r p ro g ra m m a b ility , as the m anagem ent lo g ic  
lo cated  in  n e tw o rk  no d es is  sta tic  an d  ca n n o t be e a s ily  altered .
2.2.2.2 Java-RMI
T h e  Ja v a  R em ote M e th o d  In v o c a tio n  (J a v a -R M I) is  a d istrib u te d  o b je ct fra m e w o rk  p ro p o sed  b y  
S u n  M icro sy ste m s in  the m id  9 0 ’ s. T h e  fra m e w o rk  fo llo w s  a ty p ic a l d istrib u te d  o b je cts m o d el, 
s im ila r to  C O R B A . U n lik e  C O R B A ’ s  su p p o rt fo r m u ltip le  p ro g ra m m in g  la n g u ag e s, J a v a -R M I is  
co u p le d  w ith  the Ja v a  p ro g ra m m in g  lan g u ag e . W h ile  th is  is  seen b y  m an y a s a d ra w b a ck , it  is  th is  
assu m p tio n  that en ab le s en h an ced  in te ra ctio n s b etw een Ja v a -R M I d istrib u te d  o b je cts. A s  su ch , 
Ja v a -R M I rem ote in te rfa ce s co n ta in  m ethod s w ith  p aram eters and re tu rn s that m ay in v o lv e  an y  
k n o w n  Ja v a  o b ject. In  th is  m an n er, Ja v a -R M I enh ances the ty p ic a l m o d el o f  d istrib u te d  o b je cts 
e xc h a n g in g  data w ith  d ie  in tro d u c tio n  o f  o b je ct m o b ility . O b je ct m o b ility  in  Ja v a -R M I is  p ro v id e d  
a s  a co n v e n ie n ce  enhancem ent to  the d istrib u te d  o b je cts ap p ro ach . A s  su ch , Ja v a -R M I does no t 
su p p o rt the n o tio n  o f  a  g e n e ric  o b je ct e xe cu tio n  e n viro n m e n t, w h ic h  is  a b a s ic  req u ire m en t o f  a 
m o b ile  agent p la tfo rm . In ste a d , o b je cts ca n  be e xch an g e d  in  a  co n te xt s p e c ific  m ann er, as 
su p p o rted  b y  a s p e c ific  Ja v a -R M I se rv e r. A ll  rem ote co m m u n icatio n  is  fa c ilita te d  b y  J a v a -R M F s  
o w n  tra n sp o rt p ro to co l, c a lle d  the Ja v a  R em ote M e th o d  P ro to co l (J R M P ). In  the co n te xt o f  
n e tw o rk  m anagem ent Ja v a -R M I is  u se d  b y  the Ja v a  M anagem ent E x te n sio n s  (J M X ) in itia tiv e  
[J M X ] o f  S u n  M icro sy ste m s.
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Figure 2-2: Evolution of network management approaches
2.3 Network Architectures
T h is  se ctio n  d e scrib e s the m ain  ch a ra cte ristics  o f  a rch ite ctu ra l fra m e w o rk s that in flu e n ce d  the 
case stu d ie s o f  n e tw o rk  p e rfo rm a n ce  m anagem ent d e scrib e d  la te r in  ch ap te r 5.
2.3.1 Telecommunications Management Network (TMN)
T h e  IT U - T  refe re n ce  m odel fo r the T M N  represents a m anagem ent arch ite ctu re  that is  ta ilo re d  to 
the s p e c ific  needs o f  o p e rato rs o f  p u b lic  n e tw o rk s and is  aim ed  at su p p o rtin g  an integ rated  
m anagem ent o f  these n e tw o rk s [M 3 0 1 0 ], T h e  T M N  o b je ctiv e s w e re  as fo llo w s:
• It  sh o u ld  take o n ly  one m anagem ent n e tw o rk  w ith  d istrib u te d  m anagem ent fu n c tio n a lity  
to m anage d iffe re n t b a sic  n e tw o rk s.
• A ll fiv e  O S I fu n ctio n a l areas (F C A P S , i.e . F a u lt, C o n fig u ra tio n , A c co u n tin g , P erfo rm an ce 
and S e cu rity  m anagem ent) sh o u ld  be taken in to  acco u nt.
• T h e  e n tire  m anagem ent p y ra m id  in v o lv in g  B u sin e ss, S e rv ic e , N e tw o rk  and N e tw o rk  
E le m en t m anagem ent sh o u ld  be taken in to  acco u nt.
• M a n u fa ctu re r s p e c ific  F C A P S  co n ce p ts sh o u ld  be supp o rted  (ca te rin g  fo r h ete ro g en eity).
• In te rfa ce s sh o u ld  be d e fin e d  betw een the d o m ain s o f  the c a rrie r, betw een p ro v id e r and 
custo m er, as w e ll as betw een the d iffe re n t system s fo r the p u rp o se s o f  m anagem ent 
in fo rm a tio n  flo w .
Dynamic Decentralized 
(Mobile Agents, Script-MIB)
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Figure 2-3: TMN management dimensions
T h e  T M N  re fe re n ce  m o d el in co rp o ra te s a  lo g ic a lly  separate m anagem ent n e tw o rk  (the T M N  
o v e rla y  n e tw o rk ) fo r the in te ra ctio n  b etw een d iffe re n t m anag em en t-relevant com ponents as 
sh o w n  in  F ig u re  2 -3 . Its  a rch ite ctu re  and m anagem ent a c tiv itie s  are b ased  o n  the so -c a lle d  
fu n c tio n a l b lo c k s  d e scrib e d  b e lo w  (F ig u re  2 -4 ):
• T e le co m m u n ica tio n s N e tw o rk  (T N ): In d iv id u a l su b -n e tw o rk  o ffe re d  b y  a c a rrie r (e .g . 
IS D N , P S T N , X .2 5 , e tc). A  T N  is  lo ca te d  o u tsid e  the T M N .
• N e tw o rk  E le m e n t (N E ): A  com p on en t that p ro v id e s T N  u se rs w ith  d ie  n e tw o rk  
fu n c tio n a lity  needed an d  w ith  in te rfa c e s to T M N  (E x a m p le s in c lu d e , sw itc h in g  n o d es, 
ro u te rs, m u ltip le x e rs, e tc.)
• O p eratio n s S ystem  (O S ): A  co m p o n en t that p ro ce sse s m anagem ent in fo rm a tio n  fo r the 
p u rp o se s o f  c o n tro llin g  o r m o n ito rin g  a  T N  (i.e . the a ctu a l m anagem ent system ).
• M e d ia tio n  D e v ic e  (M D ), Q -A d a p to r: T h e se  T M N  com p on en ts su p p o rt the fo rw a rd in g  o f  
m anagem ent in fo rm a tio n  b etw een N E s  an d  the O S an d  are d ie re fo re  m anagem ent 
gatew ays betw een the Q 3 an d  Q x  in te rfa ce s.
• W o rk sta tio n  (W S ): A  com pon en t that e n ab le s hum an u se rs to a cce ss the T M N .
• D a ta  C o m m u n ica tio n  N e tw o rk  (D C N ), L o c a l C o m m u n ica tio n s N e tw o rk  (L C N ): T h e se  
com p on en ts a llo w  co m m u n ica tio n  to take p la c e  b etw een o th er T M  e n titie s. T h e se  are 
th ere fo re  the tra n sp o rt n e tw o rk s fo r m anagem ent in fo rm a tio n .
A d d itio n a lly , the T M N  re fe re n ce  p o in ts o f  in te ra ctio n s betw een the fu n c tio n a l b lo c k s  are as 
fo llo w s  (F ig u re  2 -4 ):
• F : In te rfa c e  to W S .
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• X : In te rfa ce  to other T M N s.
• Q x: In te rfa ce  fo r the co n n e ctio n  o f  s im p le  tra n sm issio n  and sw itc h in g  e qu ipm en t v ia  n o n ­
standard p ro to co ls.
• Q 3: In te rfa ce  fo r the co n n e ctio n  o f  co m p le x equip m en t (o r e n tire  sw itc h in g  n o d e s) and 
O Ss.
Figure 2-4: The TMN reference model
T h e  T M N  stand ards im p o rta n tly  p ro v id e d  the fo u n d atio n  fo r a fu n ctio n a l n e tw o rk  m anagem ent 
arch ite ctu re. A  n um ber o f  m e ch an ism s and te ch n iq u e s w ere sp e c ifie d  in  o rd e r to d e liv e r a base o f  
m anagem ent c a p a b ilitie s  fo r a ll f iv e  O S I fu n ctio n a l areas. T h e  m o b ile  agent-b ased  p e rfo rm an ce  
m o n ito rin g  c a p a b ilitie s  d e ve lo p e d  d u rin g  th is  th e sis w o rk  are based on re le v a n t T M N  stand ards. 
In  T M N  these c a p a b ilitie s  are o ffe re d  in  a sta tic m anner (i.e . th ey are fix e d  w ith in  n e tw o rk 
elem ents and canno t be ch a n g e d ), a fact the c ru c ia lly  h in d e red  its  su cce ss. In  co n trast, the w o rk  
p resented  in  th is th e sis attem pts to su ita b ly  e x p lo it m o b ile  agent attrib u te s in  o rd e r to d e liv e r 
fu n c tio n a lity  fo r p e rfo rm a n ce  m o n ito rin g  in  a p ro g ram m ab le and autono m o us m anner.
2.3.2 Telecommunications Information Networking Architecture (TINA)
T h e  T IN A  a rch ite ctu re  attem pts to d e fin e  an a ll-e n co m p a ssin g , d istrib u te d  so ftw a re  arch ite ctu re  
fo r fu tu re  te le co m m u n icatio n  system s. T IN A  w as d esig n e d  to in su re  in te ro p e ra b ility , p o rta b ility  
and re u s a b ility  o f  so ftw a re  com p on en ts and in d ep en d en ce fro m  s p e c ific  te ch n o lo g ie s. T h e  
a rch ite ctu re  a llo w s  the ra p id  in tro d u c tio n  o f  n ew  se rv ic e s  b y  sh a rin g  the b u rd en  o f  cre a tin g  and 
m anag ing  a co m p le x system  am ong d iffe re n t b u sin e ss sta ke h o ld e rs, su ch  as co n su m e rs, se rv ic e  
p ro v id e rs, and c o n n e c tiv ity  p ro v id e rs [T IN A 9 5 ]. F u rth erm o re, the T IN A  s p e c ific a tio n s  d e scrib e
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“ how ”  rath er th an “ w h at”  and ca n  th u s com plem ent o th er fu n c tio n a l arch ite ctu re s su ch  as 
In te llig e n t N e tw o rk s ( IN ) an d  T M N .
A n  im p o rtan t b u ild in g  b lo c k  in  T IN A  is  the D istrib u te d  P ro ce ssin g  E n v iro n m e n t (D P E ), a g e n e ric  
p la tfo rm  fo r the d ep lo ym e n t an d  e xe cu tio n  o f  so ftw a re  com ponents. B a se d  o n th is, tw o im p o rtan t 
sep a ra tio n s are  m ade. F irs t, T IN A  co n sid e rs a se p a ra tio n  betw een the a p p lic a tio n  and the D P E . 
S eco n d , it  co n sid e rs a  fu rth e r se p a ra tio n  b etw een a p p lic a tio n s in to  a  s e rv ic e  s p e c ific  p art an d  a 
g e n e ric m anagem ent an d  co n tro l p art. A c c o rd in g  to these sep a ra tio n  p rin c ip le s  the arch ite ctu re  is  
d iv id e d  in to  the fo llo w in g  three su b -a rch ite ctu re s:
• C o m p u tin g  A rch ite ctu re : D e fin e s  the co n cep ts and p rin c ip le s  fo r the d evelo p m en t o f  
so ftw a re  com pon en ts an d  a  su p p o rtin g  D P E .
• S e rv ic e  A rch ite ctu re : D e fin e s  the co n ce p ts and p rin c ip le s  fo r p ro v id in g  se rv ice s.
• N e tw o rk  A rch ite ctu re : D e fin e s  the co n ce p ts and p rin c ip le s  fo r a g e n e ric  an d  te ch n o lo g y 
ind ep en dent m o d el o f  se ttin g  u p  co n n e ctio n s and m an a g in g  te le co m m u n icatio n s 
n e tw o rks.
A n o th e r im p o rtan t asp ect o f  the T IN A  arch ite ctu re  is  its  b u sin e ss m o d el. T h is  d e fin e s the d iffe re n t 
p artie s in v o lv e d  in  s e rv ic e  p ro v is io n in g  an d  the re la tio n sh ip  w ith  each other. A  sm a ll n u m b er o f  
ro le s  are  d e fin e d  in  the b u sin e ss m o d e l, w h ic h  re fle c t the m a jo r b u sin e ss se p a ra tio n s o f  a co m p le x 
te le co m m u n icatio n s and in fo rm a tio n  m arket. B e tw e en  the d iffe re n t ro le s, w e  h a ve  re fe re n ce  
p o in ts co m p risin g  o f  a  set o f  in te rfa c e s that d e scrib e  the in te ra ctio n s ta k in g  p la c e  betw een these
ro le s  [T IN A 9 7 ]. T h e  f iv e  b u sin e ss ro le s  id e n tifie d  are (a ls o  see F ig u re  2 -5 ):
• C o n su m e r: A  sta k e h o ld e r that tak es ad van tag e o f  the se rv ic e s  p ro v id e d  in  a T IN A  system .
• R e ta ile r: A  sta k e h o ld e r that se rv e s the co n su m e r b u sin e ss ro le .
• B ro k e r: P ro v id e s  o th e r sta k e h o ld e r w ith  in fo rm a tio n  that e n ab le s them  to fin d  o ther
sta ke h o ld e rs and se rv ic e s  in  the T IN A  system .
• 3 rd P a rty  P ro v id e r: S u p p o rts re ta ile rs  o r o th e r th ird  p a rty  p ro v id e rs  w ith  se rv ice s.
• C o n n e c tiv ity  P ro v id e r: T h is  sta k e h o ld e r o w n s (m an ag es) a n e tw o rk  (sw itch e s, cro ss­
co n n e cts, ro u te s an d  tru n k s).
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Figure 2-5: The TINA business model
T h e  refe re n ce  p o in ts id e n tifie d  are as fo llo w s  (a lso  see F ig u re  2 -5 ):
• C lie n t-s e rv e r la y e r n e tw o rk  re la tio n sh ip  (C S L N ): P ro v id e s the u se o f  la y e r n e tw o rk s 
betw een b u sin e ss a d m in istra tiv e  d o m ain s p e rfo rm in g  the c o n n e c tiv ity  p ro v id e r b u sin e ss 
ro le.
• L a y e r n e tw o rk fed e ra tio n  b u sin e ss re la tio n sh ip  (L N F e d ): A  fed e ra tio n  re la tio n sh ip
betw een c o n n e c tiv ity  p ro v id e rs, a llo w in g  the p ro v is io n in g  o f  a c o n n e c tiv ity  se rv ic e
sp an n in g  m u ltip le  b u sin e ss a d m in istra tiv e  d om ains im p lem e n tin g  the c o n n e ctiv ity  
p ro v id e r ro le .
• T e rm in a l co n n e ctio n  b u sin e ss re la tio n sh ip  (T C o n ): P ro v id e s the lin k  m anagem ent
betw een the c o n n e c tiv ity  p ro v id e r b u sin e ss ro le  and the b u sin e ss ro le s o f  the co n sum e r o r 
3 rd p arty  p ro v id e r.
• C o n n e c tiv ity  se rv ic e  b u sin e ss re la tio n sh ip  (C o n S ): P ro v id e s the n e tw o rk transpo rt
se rv ice s (p o in t-to -p o in t and p o in t-to  m u lti-p o in t) and the b u sin e ss ro le s (ty p ic a lly  the 
re ta ile r and th ird  p a rty  s e rv ic e  p ro v id e r) u sin g  the tra n sp o rt c o n n e c tiv ity  se rv ic e s  (o n  
b e h a lf o f  th e ir cu sto m e rs).
• R e ta ile r-to -R e ta ile r b u sin e ss re la tio n sh ip  (R e t2 R e t): R e -u se s the fu n c tio n a lity  fro m  the 
3 P ty  and the R e t b u sin e ss re la tio n sh ip s co n sid e rin g  the fact that the in fo rm a tio n  passed  
o ve r the re fe re n ce  p o in t m ay be d iffe re n t, but the actu a l in te ra ctio n s are not.
• T h ird  p a rty  b u sin e ss re la tio n sh ip  (3 P ty ): In te ra ctio n  w ith  a sta ke h o ld e r in  the th ird -p a rty  
se rv ic e  p ro v id e r b u sin e ss ro le  to p ro v id e  a b ro ad er range o f  se rv ic e s  to its co n sum ers 
w ith o u t a c tu a lly  p o sse ssin g  the se rv ice s.
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• B ro k e r b u sin e ss re la tio n sh ip  (B k r): A llo w s  the acce ss and m anagem ent o f  b ro k e r 
in fo rm a tio n  b y a n y  o f  o ther T IN A  b u sin e ss ro le s.
• R e ta ile r b u sin e ss re la tio n sh ip  (R e t): U se d  betw een sta ke h o ld e rs in  the co n su m e r b u sin e ss 
ro le  an d  sta ke h o ld e rs in  the re ta ile r b u sin e ss ro le .
W ith in  the co n te xt o f  th is th e sis, the T IN A  b u sin e ss m od el w as adopted as a b a sis  fo r the e ffe ctiv e  
sep a ra tio n  o f  ro le s and re s p o n sib ilitie s  in  the co n te xt o f  the three case stu d ie s d e scrib e d  la te r in  
C h a p te r 5.
2 3 3  3GPP OSA and Parlay
T o d a y , there is  a  lo t o f  a c tiv ity  on the p re p aratio n  o f  the so -ca lle d  3 rd G e n e ra tio n  co m m u n icatio n s 
system s and asso cia te d  se rv ic e s. T h e  cu rre n t v is io n  in v o lv e s  the fo llo w in g  m ain  id ea s:
• A b stra ctio n : a llo w  the hom ogeneous o p e n in g  o f  the n e tw o rk fo r a p p lic a tio n  d evelop m en t
• A llo w in g  m ore co m b in a tio n s: A n  a p p lic a tio n  can  co m b in e d iffe re n t n e tw o rk  c a p a b ilitie s
• A p p lic a tio n  co n ve rg e n ce : fix e d /m o b ile /IP  m ig ra tio n  and co n ve rg e n ce , a p p lic a tio n  
co n ve rg e n ce /in te g ra tio n  betw een p u b lic  and e n terp rise  d om ain
Figure 2-6: The role of OSA/Parlay Interfaces
C u rre n tly , la rg e  in d u s tria l co n so rtia , m ost im p o rta n tly  the 3 rd G en eratio n  P a rtn e rsh ip  P ro je ct 
(3 G P P ) (w ith  its  O pen S e rv ice  A c c e ss  (O S A ) A P Is ) as w e ll as the P a rla y  g ro u p  [P A R L A Y ], are 
w o rk in g  in  a m erg in g  d ire c tio n  to w ard s the sp e c ific a tio n  o f  open in te rfa ce s fo r se rv ic e s  that can 
operate acro ss m u ltip le  n e tw o rk in g  p la tfo rm  e n viro n m en ts. T h e  co m b in a tio n  o f  O S A /P a rla y , 
c ru c ia lly  o ffe rs  fu n c tio n a lity  that a llo w s  co n n e ctio n  estab lish m en t and m anagem ent fo r both
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m o b ile  and fix e d  u n d e rly in g  n e tw o rk  in fra stru ctu re s. T h e  ap p ro ach  p ro v id e d  is  g uaranteed to be 
secu re, in d ep en d en t o f  v e n d o r s p e c ific  so lu tio n s an d  a lso  ind ep en d ent o f  p ro g ra m m in g  lan g u ag e 
b y  u se o f  g e n e ric O b je ct-O rie n te d  te ch n iq u e s.
T h e  3 G P P  e ffo rts on O S A /P a rla y  p ro v id e  an  im p o rtan t attem pt to open u p  n e tw o rk  c a p a b ilitie s  o f  
a  n e tw o rk  p ro v id e r to se rv ic e  p ro v id e rs. T h e  w o rk  is  s t ill in  p ro g re ss an d  in  p a rtic u la r re g a rd in g  
n e tw o rk  m anagem ent c a p a b ilitie s  there are m an y p la n s  that s t ill need  to  be d e liv e re d . T h e  
in flu e n c e  and e ffe ct o f  O S A /P a rla y  sp e c ific a tio n s  in  re la tio n  to th is  w o rk  o n  m o b ile  agent-b ased  
p e rfo rm a n ce  m anagem ent are d e scrib e d  in  C h a p te r 5 w ith in  the co n te xt o f  the case stu d y o n  the 
V irtu a l H o m e  E n v iro n m e n t (V H E ).
2.4 Performance Management
P e rfo rm an ce  m anagem ent a im s to p ro v id e  aw aren ess o f  n e tw o rk  co n d itio n s and e n su re  that the 
n e tw o rk  p e rfo rm s w e ll. A  n u m b e r o f  m ech an ism s an d  te ch n iq u e s are ty p ic a lly  u se d , o ften in  a 
co lla b o ra tin g  m aim er, in  o rd e r to a c h ie v e  th is  g o a l. P e rfo rm an ce  m o n ito rin g , in v o lv in g  the 
system atic m o n ito rin g  o f  n e tw o rk  re so u rce s is  o ften  co n sid e re d  a k e y  com ponent. A ls o  o ften  
im p o rtan t are Q oS m anagem ent c a p a b ilitie s  that a llo w  the c o n fig u ra tio n  o f  q u a lita tiv e  o r 
q u a n tita tive  guarantees o f  n e tw o rk  p e rfo rm a n ce . T h e  m ost im p o rtan t m ech an ism s an d  ap p ro ach es 
u sed  to d e liv e r these c a p a b ilitie s  are d e scrib e d  in  d ie  se ctio n s that fo llo w .
2.4.1 Metric Monitoring and Summarization
M e tric  M o n ito rin g  [X 7 3 9 ] and su m m a riza tio n  [X 7 3 8 ] fu n ctio n s w e re  sta n d ard ize d  b y  IT U - T  in  
the co n te xt o f  the T M N  s p e c ific a tio n  w o rk . T h e  sp e c ific a tio n s  d e scrib e  im p o rtan t m ech an ism s 
that w e re  a p p lie d  in  the w o rk  o f  th is  th e sis, as the b a sic  fu n c tio n a lity  exp ected  fro m  a 
p e rfo rm a n ce  m o n ito rin g  system . M e tric  m o n ito rin g  in v o lv e s  the o b se rv a tio n  o f  a co u n te r o r gauge 
attrib u te, co n verted  in to  a d e riv e d  g au g e attrib u te  after e v e ry  o b se rva tio n . W ith in  th is  co n te xt d ie  
tim e betw een tw o  su cce ssiv e  o b se rv a tio n s is  term ed “ g ra n u la rity  p e rio d ” . I f  a co u n te r is  o b served , 
the m e tric m o n ito rin g  p ro ce ss d e riv e s  a gauge v a lu e  e q u a l to the d iffe re n ce  betw een su cc e ssiv e  
o b se rva tio n s o f  the co u n te r. I f  a g aug e is  o b served , the d e riv e d  g auge v a lu e  is  e q u a l to the 
o b served  attrib u te at the tim e o f  o b se rv a tio n . A  m o v in g  averag e o r o th e r sta tistic a l sm o o th in g  
a lg o rith m  can  b e a p p lie d  o n  the d e riv e d  gau g es o b se rve d  in  o rd e r to e lim in a te  issu e s asso cia te d  
w ith  rand o m  b u rsts. A  d e riv e d  gauge ca n  be asso cia te d  w ith  a n u m b e r o f  u p p e r o r lo w e r 
th re sh o ld s ch e cke d  u sin g  a m ech an ism  c a lle d  “ S e v e rity  in d ic a tin g  g a u g e -th re sh o ld ” , illu stra te d  in  
F ig u re  2 -7 . In  th is  fig u re  w e  ca n  see the v a lu e  o f  the d e riv e d  gauge as w e ll a s tw o  th re sh o ld s, an  
u p p e r tiire sh o ld  1 an d  a lo w e r tiire s h o ld  2. E a c h  tiire sh o ld  has an  asso cia te d  le v e l v a lu e , as w e ll as 
a  c le a r v a lu e . I f  the th re sh o ld  le v e l is  cro sse d  b y  the d e riv e d  gauge, a th re sh o ld  n o tific a tio n  is
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send. A n y  rip p le  an d  su b se q u e n t c ro ssin g  o f  the th re sh o ld  le v e l does n o t re su lt in  fu rth e r 
n o tific a tio n s sent u n til the d e riv e d  g aug e cro sse s d ie  th re sh o ld  c le a r v a lu e .
Gauge Value
Figure 2-7: Severity Indicating gauge-threshold
A d d itio n a lly , the su m m arizatio n  p ro ce ss a llo w s  req u ests o f  a n u m b e r o f  d e riv e d  g auge attrib u tes 
that are rep o rted  p e rio d ic a lly  in  a sch e d u le d  m ann er. T h is  fu n ctio n  is  p a rtic u la rly  im p o rtan t fo r 
g a th e rin g  h is to ric a l p e rfo rm a n ce  data fo r  ca p a city  p la n n in g , tren d  a n a ly s is  an d  lo g g in g . F in a lly , It  
is  im p o rtan t to no te that b oth M e tric  M o n ito rin g  and S u m m a riza tio n  c a p a b ilitie s  are  no t lin k e d  to 
a n y  s p e c ific  n e tw o rk  te ch n o lo g y  and tiiu s  h a ve  a  w id e  scope. A s  su ch  th e y  w e re  co n v e n ie n tly  
u sed  as th e b a sis o f  p e rfo rm a n ce  m o n ito rin g  c a p a b ilitie s  w ith in  a ll three ca se  stu d ie s d e taile d  in  
C h ap ter 5.
2.4.2 IP Networks
2.4.2.1 Performance Monitoring
In  the IP  w o rld  th ere are  t y p ic a lly  tw o  w a y s to g ather p e rfo rm a n ce  m o n ito rin g  in fo rm a tio n :
• P a ssiv e  M e asu rem en ts: In fo rm a tio n  is  g ain ed  as a re su lt o f  the a n a ly s is  o f  the tra ffic  
p a ssin g  in  a  n e tw o rk  elem ent (e .g . fo r m easurem ents o f  u se d  b an d w id th , lo ss, etc).
* A c tiv e  M easu rem en ts: In fo rm a tio n  is  gam ed b y  in se rtin g  (lo w -im p a c t) test stream s (e .g . 
fo r m easurem ents o f  d e la y , jitte r, e tc).
T h e re  are ty p ic a lly  a  nu m b er o f  d iffe re n t p e rfo rm a n ce  p aram eters w e  are in te re ste d  to o b tain  w ith  
p a ssiv e  an d  a c tiv e  m easurem ents [P a x s9 8 ]. F o r e xa m p le , in  a  ro u te r, u tiliz a tio n  ca n  be m easured  
b y  p acke t fo rw a rd in g  rate, the p ro ce sso r lo a d , p ercentag e o f  d ro p ped  fram es on each  in te rfa ce  an d  
num ber o f  p acke ts b e in g  h e ld  in  a  q u eu e. S u ch  a n e tw o rk  elem ent is  b est m o n ito red  b y  e xa m in in g  
its  fo rw a rd in g  rate  v e rsu s its  fo rw a rd in g  c a p a b ility  in  a g iv e n  n e tw o rk  sce n a rio , b ecau se th ey 
t y p ic a lly  ca n  p ro ce ss fram e s m o re q u ic k ly  th an th e ir asso cia te d  lin k s  ca n  d e liv e r them . A  h ig h  
p ro ce sso r lo a d  te lls  y o u  that the d e v ic e  has litt le  id le  tim e . T h is  u s u a lly  is  n o t a p ro b le m  u n le ss the 
n e tw o rk  elem ent becom es b u sy  1 0 0 %  o f  the tim e an d  can n o t co n tin u e  to p ro ce ss n e tw o rk  tra ffic . 
In  th is ca se  the h ig h  u tiliz a tio n  o f  the d e v ic e  m ay  re su lt in  p a ck e ts b e in g  d isca rd e d , fo rc in g  the
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so u rce  system  to re tra n sm it them . I f  the ro u te r ca n  p ro ce ss the p ack e ts b ut needs to q ueue them , 
th is  ca n  a lso  a ffe ct the o v e ra ll n e tw o rk  p e rfo n n a n ce . T h e  d e v ic e  m ay b e w a itin g  o n a  h e a v ily  
u tiliz e d  n e tw o rk  lin k , a  lin k  w ith  m an y e rro rs, o r an other n e tw o rk  d e v ic e  that m ay be 
e xp e rie n c in g  p e rfo rm a n ce  p ro b le m s. M e a su rin g  the lin k  u tiliz a tio n  is  a c r it ic a l ta sk  fo r 
p e rfo rm a n ce  m anagem ent. T y p ic a lly , lin k  u tiliz a tio n  is  the am ount o f  b its  p e r seco n d  sent and b its  
p e r seco n d  re ce iv e d , d iv id e d  b y  the to ta l a v a ila b le  b an d w id th  (a ls o  m easu red  in  b its  p e r seco n d ). 
A  s ig n ific a n t m a n ife sta tio n  o f  o v e r-u tiliz a tio n  o n n e tw o rk  d e v ice s an d  lin k s  is  a n o tice a b le  
d ecrease in  the le v e l o f  s e rv ic e  to  u se rs. T o  m easu re the le v e l o f  se rv ic e , one needs to d eterm ine 
the fo llo w in g .
• T o ta l R esp o n se  T im e : T h e  am ount o f  tim e it  tak es a  datum  to enter the n e tw o rk  and be
p ro ce sse d  an d  fo r a re sp o n se  to le a v e  the n e tw o rk . T h e  IE T F  IP P M  w o rk in g  g ro u p  has
p ro v id e d  a d e ta ile d  d e sc rip tio n  re g a rd in g  the ro u n d -trip  [A lm e 9 9 b ] as w e ll as the on e­
w a y  d e la y s [A lm e 9 9 a ],
• R e je c tio n  R a te : T h e  p ercen tag e o f  tim e  the n e tw o rk  canno t tra n sfe r in fo rm a tio n  b ecau se 
o f  la c k  o f  re so u rce s an d  p e rfo rm a n ce . M o st d e v ice s p ro v id e  the in fo rm a tio n  o n  the 
nu m b er o f  fram e s that h a ve  b een  re je cte d  o n  a s p e c ific  in te rfa ce .
• A v a ila b ility : T h e  p ercentag e o f  tim e  the n e tw o rk  is  a c ce ssib le  fo r u se . T h is  is  o ften
m easu red  as m ean tim e b etw een fa ilu re  (M T B F ). A v a ila b ility  ca n  b e m easured  on a
th e o re tica l le v e l, and m ost d e v ic e  v e n d o rs ca n  p ro v id e  those nu m b ers. O n a p ra c tic a l le v e l 
m ost d e v ice s an d  lin k s  ca n  p ro v id e  the in fo rm a tio n  o n  h o w  lo n g  th ey h a ve  been 
o p e ra tio n a l.
T o d a y , the IE T F -p ro p o s e d  S N M P  p ro to c o l is  the m ost p o p u la r te ch n o lo g y  u sed  to c o lle c t 
m anagem ent in fo rm a tio n  fro m  n e tw o rk  elem ents. T h is  ty p ic a lly  in v o lv e s  the rem ote p o llin g  fo r 
the v a lu e s o f  o b jects d e fin e d  in  a M an ag em en t In fo rm a tio n  B a se  (M IB ) su p p o rted  b y  the n e tw o rk  
elem ent. W id e ly  su p p o rted  o b je cts fo r p e rfo rm a n ce  m anagem ent at the in te rfa c e , IP , T C P  o r U D P  
le v e l are sp e c ifie d  in  M IB s  d e fin e d  b y  the IE T F  in  [M cC 1 9 1 ] [M cC 19 4 ]. T o d a y , there are a lso  
attem pts fo r  a lte rn a tiv e  te ch n o lo g ie s to be su p p o rted  at the n e tw o rk  elem ent le v e l, m ost n o ta b ly  
C O R B A . In  co n trast to a  s p e c ific  te ch n o lo g y  su p p o rt fro m  a n e tw o rk  elem ent, a p o ssib le  
in c lu s io n  in  the fu tu re  o f  a  Ja v a  V irtu a l M a ch in e  (J V M ) w o u ld  open a  w in d o w  o f  o p p o rtu n ity  fo r 
the su p p o rt o f  m an y o th er te ch n o lo g ie s, in c lu d in g  m o b ile  agents, at the n e tw o rk  elem ent le v e l.
2.4.2.2 QoS Management
T h e  a im  o f  Q o S  m anagem ent is  to p ro v id e  guarantees o f  n e tw o rk  p e rfo rm a n ce . T o d a y , there are 
tw o p ro m in e n t ap p ro ach es to Q oS m anagem ent fo r IP  n e tw o rk s n a m e ly , In te g ra te d  S e rv ice s 
(In tS e rv ) and D iffe re n tia te d  S e rv ic e s  (D iffS e rv ).
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T h e  In te g ra te d  S e rv ic e s  m o d el is  b ased  o n  the id e a  o f  re se rv in g  re so u rce s w ith in  each ro u te r 
in v o lv e d  in  the tra n sfe r o f  a  s p e c ific  u se r p ack e t stream  c a lle d  a flo w . T h e  R e so u rce  R e se rv a tio n  
P ro to co l (R S V P ) is  a  s ig n a llin g  p ro to co l u se d  b y  a p p lic a tio n s in  o rd e r to re se rv e  re so u rce s. A  
ty p ic a l re so u rce  re se rv a tio n  sce n a rio  u s in g  R S Y P  is  in itia te d  b y  the sen d e r no de sen d in g  a P A T H  
m essage to the re c e iv e r co n ta in in g  th e ch a ra cte ristics  o f  the tra ffic . W h e n  th is  m essage reach es 
the re c e iv e r resp o n d s w ith  a R E S V  m essag e re q u e stin g  re so u rce s fo r d ie  flo w . E v e ry  in term ed iate 
ro u te r a lo n g  the p ath  re c e iv e s the re q u e st and i f  accepted  d ie  ro u te r re se rv e s lin k  b a n d w id th  and 
b u ffe r sp ace  fo r the flo w  an d  sto re s re le v a n t state in fo rm a tio n  fo r th is. R S V P  is  one o f  fo u r 
com pon en ts re q u ire d  b y  the In te g ra te d  S e rv ic e s  m o d el as d e scrib e d  b e lo w :
• S ig n a llin g  P ro to co l (e .g . R S V P ): R e q u e sts the re se rv a tio n  o f  re so u rce s fo r a  s p e c ific  flo w .
•  A d m issio n  C o n tro l R o u tin e : D e cid e s w h e th e r a  req u est fo r re so u rce  re se rv a tio n  ca n  be 
granted.
•  C la s s ifie r: C la s s ifie s  p ack e ts an d  p la c e s them  in  the ap p ro p riate  queue.
•  P a cket S ch e d u le r: S ch e d u le s the p a ck e t d e liv e ry  a c c o rd in g  to Q oS req u ire m en ts.
T h e  In te g ra te d  S e rv ice s m o d el m anages to p ro v id e  the fo llo w in g  tw o s e rv ic e  Q o S  c la sse s:
•  G uaranteed  S e rv ic e : F o r a p p lic a tio n s  re q u irin g  a  fix e d  d e la y  guarantee.
• C o n tro lle d -lo a d  S e rv ic e : F o r a p p lic a tio n s re q u irin g  a re lia b le  and enhanced  best e ffo rt
se rv ic e .
U n fo rtu n a te ly  a n u m b e r o f  p ro b le m s h a ve  been asso cia te d  w ith  the In te g ra te d  S e rv ice s m od el 
m a in ly  re la te d  to s c a la b ility  an d  the in c re a se  o f  state in fo rm a tio n  in  ro u te rs p ro p o rtio n a lly  w ith  
the n u m b er o f  flo w s , a lo n g  w ith  the h ig h  p ro ce ssin g  o ve rh ea d s in  ro u te rs e q u ip p e d  w ith  the 
R S V P , a d m issio n  co n tro l, c la s s ific a tio n  an d  p ack e t sch e d u lin g  com ponents.
In  an e ffo rt to ad d re ss the issu e s a sso cia te d  w ith  In te g ra te d  S e rv ice s, the D iffe re n tia te d  S e rv ice s 
m od el c a n  be ch a ra cte rize d  as a  re la tiv e -p rio rity  schem e and p ro v id e s  a  v e ry  d iffe re n t so lu tio n  to 
Q o S  m anagem ent fo r the In te rn e t. In ste a d  o f  co n sid e rin g  re so u rce  re se rv a tio n  in  ro u te rs the 
ap p ro ach  p ro p o se s the a p p ro p riate  m a rk in g  o f  IP  datagram s w ith  Q o S in fo rm a tio n  an d  th e ir 
p re fe re n tia l treatm ent b y  ro u te rs a lo n g  the path. D iffe re n tia te d  S e rv ice s d e fin e s the la y o u t o f  the 
T y p e  o f  S e rv ic e  (T O S ) fie ld  (a ls o  re fe rre d  as D iffe re n tia te d  S e rv ic e s o r D S  f ie ld ) o f  the IP  h e ad er 
as w e ll a s a b ase  set o f  p ack e t fo rw a rd in g  treatm ents c a lle d  p e r-h o p  b e h a v io u rs (P H B s ). A  
cu sto m er that re q u ire s D iffe re n tia te d  S e rv ic e s  m ust h a ve  a s e rv ic e  le v e l agreem ent (S L A ) w ith  a 
n e tw o rk  p ro v id e r. T h e  S L A  co n ta in s a ll the in fo rm a tio n  that n eeds to b e n eg o tiated  su ch  as the 
se rv ic e  c la sse s su p p o rted  an d  the am ount o f  tra ffic  a llo w e d  in  each  cla ss. W h e n  an S L A  has been 
e sta b lish e d  the cu sto m e r can  m a rk  the D S  fie ld s  o f  in d iv id u a l p ack e ts, w h ic h  are  then c la s s ifie d ,
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p o lic e d  an d  p o s s ib ly  shap ed  at the in g re ss ro u te rs o f  the n e tw o rk  p ro v id e r a c co rd in g  to the S L A . 
W h en a n  IP  datagram  enters one d o m ain  fro m  an o th er d o m ain, its  D S  fie ld  m a y  be re-m ark ed  as 
d eterm ined  b y  the S L A  betw een the tw o  d o m ain s.
T h e  D iffe re n tia te d  S e rv ic e s  a p p ro a ch  ca n  p ro v id e  a n u m b er o f  se rv ic e s  su ch  as:
• P rem iu m  S e rv ic e : F o r a p p lic a tio n s re q u irin g  lo w  d e la y  and lo w  jitte r.
• A ssu re d  S e rv ic e : F o r  a p p lic a tio n s re q u irin g  a  re lia b le  an d  enhanced  b est e ffo rt se rv ice .
•  O ly m p ic  S e rv ic e : P ro v id e s  stric t, q u a n tita tive  guarantees o f  Q o S  in  three tie rs  o f  se rv ic e s, 
g o ld , s ilv e r  and b ro n ze , w ith  d e cre a sin g  q u a lity .
S in ce  a s e rv ic e  is  a llo ca te d  in  the g ra n u la rity  o f  a c la ss  rath e r th an p e r flo w  as in  In tS e rv , the 
am ount o f  state in fo rm a tio n  in  ro u te rs is  p ro p o rtio n a l to a lim ite d  nu m b er o f  c la sse s rath e r th an 
the n u m b er o f  flo w s . T h u s, the D iffe re n tia te d  S e rv ic e s  ap p ro ach  is  m u ch  m ore sca la b le . T h e  
D iffe re n tia te d  S e rv ic e s  ap p ro ach  w as u se d  a lo n g  w ith  su ita b le  p e rfo rm a n ce  m o n ito rin g  fa c ilit ie s  
w ith  the co n te xt o f  the “ Q o S  C o n fig u ra tio n  and S L A  A u d itin g  o f  IP -D iffS e rv  N e tw o rk s”  case  
stu d y  d e ta ile d  la te r in  C h a p te r 5.
2.4.3 ATM Networks
A sy n c h ro n o u s T ra n sfe r M o d e  (A T M ) is  a  co n n e ctio n -o rie n te d  p acke t sw itc h in g  p ro to co l. 
In fo rm a tio n  is  c a rrie d  in  fix e d  s iz e  c e lls  a lo n g  v irtu a l ch a n n e ls, co n ta in e d  in  v irtu a l p aths. A T M  is  
d esig n e d  to su p p o rt v a rio u s  k in d s  o f  co n n e ctio n s, v o ice /v id e o /d a ta  etc. u sin g  sta tistica l 
m u ltip le x in g  o f  so u rce s to a c h ie v e  e ffic ie n t re so u rce  u tilisa tio n ,
E v e ry  in c o m in g  c a ll is  ch a ra cte rise d  b y  its  typ e  -  C o n stan t /  V a ria b le  /  A v a ila b le  /  U n sp e c ifie d  
B it  R ate  (C B R  /  V B R  /  A B R  /  U B R ) an d  the Q u a lity  o f  S e rv ice  (Q o S ) it  re q u ire s. T h e  Q oS o f  a 
co n n e ctio n  co n sists o f  p aram eters lik e  the M e a n  C e ll R a te  (M C R ), P e a k  C e ll R a te  (P C R ), C e ll 
T ra n sfe r D e la y  (C T D ), C e ll D e la y  V a ria n c e  (C D V ), C e ll L o ss  R a tio  (C L R ), C e ll E rro r R a tio  
(C E R ) etc. d e fin e d  fo r C B R  an d  V B R  se rv ic e s. T h e  param eters C T D , C D V  and C L R  are the m ost 
im p o rtan t fo r re a l tim e co n n e ctio n s in  w h ic h  d e la y s are  in te rru p tio n s in  s e rv ic e  an d  lo sse s m ay n o t 
b e re co v e ra b le  u s in g  re -tra n sm issio n s. R e a l tim e co n n e ctio n s are u s u a lly  C B R  o r V B R  d ep e n d in g  
o n  the co d in g  o f  the so u rce.
In  the co n n e ctio n  set-u p  p hase a ro u te  is  d eterm ined, w ith  the n e tw o rk  g u aran te ein g  (th is  
guarantee is  o f  a  sta tistic a l n a tu re ) the Q o S  re q u ire d  b y  the co n n e ctio n  a lo n g  the com p lete path. 
T h e  n e tw o rk  has to p ro v id e  th is  Q o S  th ro u g h o u t the d u ra tio n  o f  the co n n e ctio n  a lo n g  the 
com p lete path b u t is  a llo w e d  to d ro p  c e lls  i f  the so u rce  v io la te s  the Q o S  c o n tra c t T o  th is  end, 
p e rfo rm a n ce  m anagem ent b ecom es n e ce ssa ry  (i.e ., m easurem ent an d  co n tro l o f  the Q oS 
p ro v id e d ). P e rfo rm an ce  m anagem ent c r u c ia lly  su p p o rts tasks re la te d  to co n g e stio n  co n tro l, tra ffic
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m anagem ent and n e tw o rk  p la n n in g . M o n ito rin g  o f  Q o S  param eters o f  a v irtu a l ch a n n e l (o r  path ) 
is  a lso  u s e fu l fo r Q o S  a u d itin g  p u rp o se s, h e lp in g  to e n sure that the ag reed  Q o S  g uarantees are 
a c tu a lly  d e live re d .
P e rfo n n a n ce  m o n ito rin g  asp ects o f  A T M  n e tw o rk s are sp e c ifie d  in  the O p eratio n s and 
M anagem ent (O A M ) stan d ard  fo r A T M , in  the 1,6 10  reco m m en d atio n o f  the IT U - T  [16 10 ]. T h e re  
are tw o v e rtic a l O A M  le v e ls  d e fin e d  fo r the A T M  la y e r, the v irtu a l p ath le v e l an d  the v irtu a l 
ch a n n e l le v e l. O A M  flo w s  are p ro v id e d  b y  c e lls  d ed icated  to V P C s  (o r V C C s ) and fo llo w  the 
sam e p ath  as u se r c e lls . T h e se  flo w s  ca n  b e fu rth e r c la s s ifie d  in to  tw o h o riz o n ta l le v e ls , end -to - 
en d  flo w s (fro m  a V P  (o r V C )  e n d p o in t to another V P  (o r  V C )  e n d p o in t) and segm ent flo w s  
(d e fin e d  as s in g le  o r m u ltip le  in te r-co n n e cte d  V P  (o r V C )  lin k s ). In te rm e d ia te  n o des ca n  m o n ito r 
e x istin g  flo w s  an d  in se rt n e w  O A M  c e lls  b u t canno t term in ate flo w s  w h ic h  are n o t th e ir o w n . T h e  
O A M  fu n ctio n s d e fin e d  fo r the A T M  la y e r are  fa u lt m anagem ent, c o n tin u ity  ch e ck , lo o p b a ck  and 
p e rfo n n a n ce  m o n ito rin g .
P e rfo n n a n ce  m o n ito rin g  is  u s u a lly  p e rfo rm e d  b y  in se rtin g  end -to -end  o r segm ent m o n ito rin g  c e lls  
at the V P  o r the V C  le v e l. T h e se  c e lls  m o n ito r a b lo c k  o f  u se r c e lls  (o f  s iz e  12 8 , 2 5 6 , 5 1 2 , 1 0 2 4 ). 
T h e  m ain o b je ctiv e  o f  th is  m o n ito rin g  is  to detect e rro r b lo c k s  an d  lo s s  /  m is-in se rtio n  o f  c e lls . 
T h e re  are  fo rw a rd  m o n ito rin g  c e lls  to m easure and b a ck w a rd  re p o rtin g  c e lls  to rep o rt the 
m easu red  v a lu e s  to the so u rce . T h e  v a rio u s  fie ld s  d e fin e d  fo r these c e lls  in c lu d e ,
• A  seq u en ce n u m b er to id e n tify  the c e lls .
• T h e  total n u m b er o f  u se r c e lls  sent (a  m o d u lo  6 4 K  co u n te r) and to ta l n u m b e r o f  u se r c e lls  
w ith  h ig h  C e ll L o ss  P rio rity  (C L P  =  1 ).
• A  b lo c k  e rro r d etectio n  co d e  (e v e n  p a rity  B it  In te rle a v e d  P a rity  -  1 6 )
• A n  o p tio n a l tim e stam p fo r d e la y  m easurem ents.
• F o r b a ck w a rd  m o n ito rin g  c e lls  -  to ta l n u m b er o f  u se r c e lls  re ce iv e d , to ta l nu m b er o f  
C L P = 1  u se r c e lls  an d  the b lo c k  e rro r re su lt o n  the re ce iv e d  c e lls .
T h e  m ethod p ro v id e s o n ly  lim ite d  in fo rm a tio n  re g a rd in g  the d e la y s and lo sse s, w h ic h  are c r it ic a l 
to re a l tim e se rv ice s. T h e  stand ard  d o es n o t s p e c ify  h o w  these v a lu e s  are u se d  fo r p ro -a c tiv e  o r re ­
a ctiv e  co n tro l a ctio n s re q u ire d  i f  Q o S  guarantees are no t b e in g  m et. D istrib u te d  p e rfo rm a n ce  
m anagem ent system  is  n e ce ssa ry  fo r that p u rp o se , co n ta in in g  o b je cts e q u ip p e d  w ith  p e rfo rm a n ce  
m anagem ent a lg o rith m s. T h is  system  c o u ld  u se  O A M  c e lls  to get b a sic  p e rfo rm a n ce  in fo rm a tio n . 
A lte rn a tiv e ly , su ch  a system  ca n  u se  a d iffe re n t ap p ro ach  o f  o b ta in in g  th is  in fo rm a tio n , fo r 
exa m p le  b y  in se rtin g  fix e d  c e lls  an d  m e a su rin g  d e la y s o r p o llin g  the in fo rm a tio n  p ro v id e d  b y  an 
A T M  sw itch . R e g a rd in g  th is , the S N M P  p ro to co l is  to d ay w id e ly  su pp o rted  in  A T M  sw itch e s and 
the IE T F  has d one co n sid e ra b le  w o rk  fo r the sta n d a rd iza tio n  o f  A T M -re la te d  M IB s  [T e s i9 9 j.
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3 Related Work
T h is  ch ap ter com p lem ents the p re v io u s  one b y  fo cu sin g  m ore c lo s e ly  on the re v ie w  o f  w o rk
fo r netw o rk p e rfo rm a n ce  m anagem ent. T h e  in fo rm a tio n  presented here in v o lv e s  the e xp lo ita tio n  
o f  m o b ile  cod e and agent ap p ro ach es in  the co n te xt o f  netw o rk m anagem ent. T h e  d e scrip tio n s 
fo llo w  a n um ber o f  d iffe re n t v ie w p o in ts, in c lu d in g  related  p arad ig m s, te ch n iq u e s, e n a b lin g  
tech n o lo g ie s and a p p lic a tio n s.
3.1 Code Mobility in Network Management
3.1.1 Paradigms
T h e re  are three im p ortan t and w id e ly  re fe rre d  m o b ile  code p arad ig m s in tro d u ce d  b y [B a ld 9 7 ] 
d e scrib in g  in  g e n e ral term s, w a y s o f  e x p lo itin g  cod e m o b ility . T h e  firs t  o f  these p arad ig m s is  
c a lle d  C o d e  on D em and  (C O D ) (F ig u re  3 -1 ). In  th is  p arad ig m  a c lie n t d o w n lo a d s (p u lls ) re q u ire d  
cod e and in itia lis e s  it  in  o rd e r to p e rfo rm  a task. T h e  cod e is  d o w n lo ad ed  fro m  a “ co d e se rv e r”  
w here so ftw are  com p on en ts are sto red. In  the C O D  p arad ig m  the c lie n t o w n s the re so u rce s 
needed b y  a task but la c k s  the lo g ic  re q u ire d  to p e rfo rm  it.
related  to the th e sis. A s  a lre a d y  stated, the th e sis in ve stig a te s the ro le  o f  m o b ile  agent te ch n o lo g y
I Resource
Server
Figure 3-1: Code on Demand (COD)
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T h e  seco nd  p arad ig m  (F ig u re  3 -2 ) is  c a lle d  R em ote E v a lu a tio n  (R E V ) an d  it w as firs t  in tro d u ced  
as a co n cep t in  the w o rk  o f  [S tam 9 0], In  th is p arad ig m  the c lie n t u p lo a d s (p u sh e s) the code 
co n ta in in g  the re q u ire d  lo g ic  a lo n g  w ith  in it ia l param eters to a rem ote se rv e r fo r e xe cu tio n . 
H en ce, in  R E V  the c lie n t o w n s the lo g ic  re q u ire d  to p e rfo rm  a task but la c k s  the re so u rce s need.
Server
Figure 3-2: Remote Evaluation (REV)
T h e  th ird  case is  term ed the M o b ile  A g e n t (M A ) parad ig m . W ith in  th is co n te xt an agent is  ju s t  an 
E x e cu tio n  U n it (E U ) co n ta in in g  the lo g ic  to p e rfo rm  a task. W h ile  it  e xe cu tes in  a n e tw o rk, it  can 
d ecid e to m ig rate au to n o m o u sly  to a rem ote node in  o rd er to have lo c a l acce ss to re q u ire d  
reso u rces. H en ce , in  the M A  p arad ig m  the agent o w n s the lo g ic  re q u ire d  to p e rfo rm  a task but 
la c k s the re so u rce s needed. T h e  tra n sfe r o f  agents betw een d iffe re n t no des is  supp o rted  b y  tw o 
d iffe re n t m ig ra tio n  m ech an ism s [F u g g 9 7 ], M ig ra tio n  can  be e ith e r p ro a ctiv e  o r re a ctiv e . In  
p ro a ctiv e  m ig ra tio n  the tim e and d e stin a tio n  fo r m ig ra tio n  are d eterm ined  au to n o m o u sly  b y the 
m ig ra tin g  agent. In  re a ctiv e  m ig ra tio n  the tra n sfe r is  trig g e re d  b y  a d iffe re n t o b je ct that has som e 
k in d  o f  re la tio n sh ip  w ith  the agent to be m ig rated.
Client
Server
Figure 3-3: Mobile Agent (MA) paradigm
T h e  ab o ve p arad ig m s are d e riv e d  fro m  the a n a ly s is  o f  the ch a ra cte ristics o f  cu rre n t M o b ile  C o d e  
La n g u ag e s (M C L s ). T h e  id ea b e h in d  these lan g u ag es is  to o ve rco m e  the lim ita tio n s o f  the 
c lie n t/se rv e r p arad ig m  b y  e m b o d yin g  the n o tio n  o f  code m o b ility . Ja v a  [Ja v a 9 5 ] is  an exam p le  o f
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a n  M C L  that su p p o rts d ire c tly  the C O D  p a ra d ig m  in  the fo rm  o f  Ja v a  A p p le ts. T h e  M o le  [S tra9 6 ] 
p ro je ct an d  T A C O M A  [Jo h a 9 5 ] are  tw o  e xa m p le s o f  system s su p p o rtin g  the R E V  p arad ig m  w ith  
p ro ce d u re s that c a n  be sen t to a  rem ote h o st fo r e xe cu tio n . In  T e le s c rip t [W h it9 4 ], A g e n t-T C L  
[G ra y 9 5 ] and G ra ssh o p p e r [B re u 9 8 ] the M A  p a ra d ig m  is  n a tu ra lly  su p p o rted  u s in g  a sp e c ia l agent 
p ro ce ss that can  su sp e n d  its  e x e cu tio n , m ig rate  an d  resum e w h e n  it  rea ch es its  d estin atio n .
T h e  a b ility  o f  an  M C L  to m ig ra te  co d e is  d iv id e d  in  tw o d iffe re n t le v e ls  [C a rz 9 7 ]. In  S tro n g  
M o b ility  the M C L  a llo w s E U s  to m o ve  th e ir co d e an d  e xe cu tio n  state ( in  the fo rm  o f  the p ro g ram  
e xe cu tio n  sta ck ) to a rem ote no de. In  W e a k  M o b ility  the M C L  a llo w s the tra n sfe r o f  cod e o n ly  
w ith o u t the e xe cu tio n  state. S tro n g  M C L s  are  a m in o rity  b ecau se o f  the c h a lle n g in g  p ro b le m s 
p o se d  in  d e fin in g  an d  im p le m e n tin g  the sem an tics o f  stro n g  m o b ility . T e le s c rip t and A g e n t-T C L  
are  tw o e xa m p le s o f  su ch  lan g u a g e s. W e a k  m o b ility  o n the o th er hand  is  m o re co m m on , w ith  
Ja v a , M o le , T A C O M A  an d  G ra ssh o p p e r b e in g  g o o d  exam p le s.
T h e se  p a ra d ig m s an d  ca te g o riza tio n s o f  co d e  m o b ility  h a ve  p ro v id e d  a n  im p o rtan t sta rtin g  base 
fo r  th is th e sis. M a n y  im p o rtan t asp e cts o f  the w o rk  p resen ted  ab o ve  need  to be rese arch ed  ta k in g  
in to  acco u n t the autono m o us attrib u te s o f  so ftw a re  agents w ith in  the n e tw o rk  m anagem ent 
co n text. T h e  w o rk  o f  th is  th e sis g o es a step fu rth e r b y  co n sid e rin g  the m o b ility  strateg ie s o f  
autono m o us agents in  the n e tw o rk  m anagem ent co n te xt a lo n g  w ith  g u id e lin e s fo r  th e ir s u ita b ility  
an d  asso cia te d  b e n e fits.
3.1.2 Management by Delegation
M anagem ent b y  d ele g a tio n  (M b D ) [Y e m i9 1 ][G o ld 9 6 ] co n stitu te s a  firs t  c le a r e ffo rt o f  e x p lo itin g  
m o b ility  in  o rd e r to d e ce n tra lise  n e tw o rk  m anagem ent o p e ra tio n s. T h e  M b D  ap p ro ach  is  b ased  on 
d ele g atio m ag e n ts, p ro g ra m s that ca n  b e lin k e d  and e xecu ted  u n d e r lo c a l o r rem ote co n tro l. 
D e le g atio n -ag e n t p ro g ram s ca n  b e w ritte n  in  a rb itra ry  lan g u ag es, in te rp rete d  o r e ven  co m p ile d . 
T h is  a llo w s  fo r b etter h a n d lin g  o f  tim e  c r it ic a l tasks su ch  as re a l-tim e  m o n ito rin g  and co n tro l o f  
n e tw o rk  re so u rce s.
A  ty p ic a l system  fo llo w in g  the M b D  ap p ro ach  in c lu d e s the fo llo w in g  fea tu res:
•  E la s tic  S e rv e r: A  p ro g ra m  that ca n  be m o d ifie d , extend ed  a n d /o r co n tracted  d u rin g  its  
e xe cu tio n . E la s tic  se rv e rs are  p re -in sta n tia te d  in  n e tw o rk  no d es, p ro v id in g  the 
e n viro n m en t that su p p o rts d eleg ated -ag en ts a rriv in g  fro m  a rem ote node.
• D e le g a tin g  C lie n t: R e sp o n sib le  fo r the tra n sfe r o f  a d eleg ated -ag en t to an e la s tic  se rv e r 
and a lso  the rem ote c o n tro llin g  o f  its  e xe cu tio n .
• D e le g ated  agent: A  p ie ce  o f  co d e  co n ta in in g  m anagem ent lo g ic  that ca n  be tra n sfe rre d  to 
an e la stic  se rv e r fo r e xe cu tio n .
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•  R em ote D e le g a tio n  P ro to co l (R D P ): A n  a p p lic a tio n -la y e r p ro to co l u sed  b y  d ele g atin g  
c lie n ts  to tra n sfe r cod e to an e la stic  se rv e r and rem o tely  co n tro l its  e xe cu tio n . T h e  
suppo rted  o p e ra tio n s in c lu d e : d eleg ate/d elete, in stan tiate /te rm in ate , su sp en d /resum e and 
get state/set state.
A  ty p ic a l sce n a rio  o f  d e le g atio n  can  be seen in  F ig u re  3 -4 . A  d ele g atin g  p ro ce ss D  tra n sfe rs a 
d elegated-agent p ro g ram  D A  to an e la stic  se rv e r (E S ). F o r e xa m p le , D  can be a m anager p ro ce ss 
sen d in g  a p e rfo rm an ce  m o n ito rin g  p ro g ra m  to an A T M  sw itch . In  e ffe ct, the m anager p ro ce ss D  
attem pts to delegate an agent D A  w ith  the e xe cu tio n  o f  a ta sk  in  the e la stic  se rv e r E S . I f  D A  is  
accepted b y  the e la stic  se rv e r, D  re c e iv e s a h an d le  that can late r be u sed  to in stan tiate  a D A  
p ro ce ss in s id e  the e n viro n m en t o f  E S .
M b D  ca n  in te r-o p erate, extend  an d  d e ce n tra lise  cu rre n t n e tw o rk m anagem ent p ro to co ls, thus 
cu rre n t m anagem ent a p p lic a tio n s can  a lso  b e n e fit fro m  its  u se. F o r e xa m p le , M b D  can  be u sed  to 
d y n a m ic a lly  extend  the c a p a b ilitie s  o f  an S N M P  agent. A n  im p ortan t featu re is  that d eleg ated - 
agents e xecu te a sy n ch ro n o u sly  w ith  resp ect to the d ele g atin g  c lie n t. T h is  a llo w s the n e tw o rk 
m anagem ent statio n  to p e rfo rm  o th e r tasks in  the m eantim e, in tro d u c in g  a h ig h e r degree o f  
p a ra lle lis m  in  the m anagem ent arch ite ctu re . Som e n e tw o rk  m anagem ent stand ards b o d ie s, n a m e ly 
the IE T F  and the IT U - T , h ave  been w o rk in g  o n in te g ra tin g  the M b D  m o d el in to  th e ir m anagem ent 
fra m e w o rk s [S ch o 9 7] in  o rd e r to in cre a se  the s c a la b ility  and fle x ib ilit y  o f  th e ir p ro p o sa ls. T h e  
ap p roach fo llo w e d  w as to d e fin e  m anagem ent fu n ctio n s as sc rip ts, w ith  the term  u sed  to 
e m p hasise that m anagem ent fu n ctio n s w ill be h ig h ly  cu sto m isab le . S crip ts  are d elegated  to 
operate in  rem ote n o d es, w ith  th e ir tra n sfe r and e xe cu tio n  co n tro lle d  b y  m eans o f  the re sp e ctiv e  
m anagem ent fram e w o rk. T h e  IT U - T  p ro p o sa l w as nam ed the C M IP  C o m m an d  S eq uen cer, w h ile  
the IE T F  stan d ard ise d  the S N M P  S c rip t-M IB .
T h e  M b D  ap p ro ach  m ore than a decade ago p ro v id e d  a fo u n d atio n  fo r e x p lo ita tio n  o f  m o b ility  fo r 
p ro g ra m m a b ility  in  m anagem ent. T h is  th e sis  takes th is  in to  acco u n t and co n sid e rs enhancem ents 
o f  the ap p ro ach , as m o tivated  b y  la te r d evelo p m en ts in  agent, o b je ct-o rie n te d  and com ponent 
tech n o lo g ie s, a lo n g  w ith  the req u ire m en ts o f  m odem  se rv ice s and n e tw o rk  e n viro n m en t.
Delegated Agent (DA)
Delegating Client (DC) Elastic Server (ES)
Figure 3-4: Management by Delegation
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3.1.3 SNMP Script-MIB
T e c h n o lo g ie s b ased  on so ftw a re  m o b ility  h a ve  fa ile d  to g a in  p o p u la rity , m a in ly  due to the la c k  o f  
stand ards and fe a rs o f  a sso cia te d  s e c u rity  r is k s . A n  im p o rtan t e ffo rt to w ard s m o b ility -b a se d  
n e tw o rk  m anagem ent is  the S c rip t-M IB  [L e v i9 9 ][S c h o 0 0 ] p ro p o sa l o f  the IE T F . S c rip t-M IB  
fo llo w s  a “M anagem ent b y  D e le g a tio n ”  ap p ro ach  b ased  o n  m o b ile  cod e that is  sent to a rem ote 
node fo r e xe cu tio n . T h e  te ch n o lo g y  d e fin e s an  S N M P -co m p lia n t M anag em en t In fo rm a tio n  B a se  
fo r the d e le g atio n  o f  m anagem ent fu n ctio n s. In  p a rtic u la r, it  p ro v id e s the fo llo w in g  c a p a b ilitie s:
• T ra n sfe r o f  m anagem ent s c rip ts  to a d istrib u te d  m anager.
• In itia tin g , su sp e n d in g , re su m in g  and te rm in a tin g  m anagem ent scrip ts.
•  T ra n sfe r argum ents fo r m anagem ent sc rip ts.
• M o n ito r and co n tro l ru n n in g  m anagem ent scrip ts.
• T ra n sfe r the re su lts  p ro d u ce d  b y  ru n n in g  m anagem ent scrip ts.
S c rip t-M IB  assum es that m anagem ent fu n ctio n s are d e fin e d  in  the fo rm  o f  e xe cu tab le  cod e 
(s c rip ts ) that can  b e in s ta lle d  in  n e tw o rk  n o des. T h e  M IB  su p p o rts a rb itra ry  p ro g ram m in g  
lan g u ag es and m akes no  assu m p tio n s ab out co d e fo rm ats. It  a lso  a llo w s  the d e le g atio n  o f  
co m p ile d  n a tiv e  co d e, i f  an  im p lem e n ta tio n  is  a b le  to e xecu te n a tiv e  cod e u n d e r the co n tro l o f  the 
S c rip t-M IB . T h is  is  an  im p o rtan t d iffe re n c e  com p ared  to the C M IP  C o m m an d  S e q u e n cer 
a p p ro ach  that ch o se to d e fin e  a s p e c ia l s c rip t lan g u ag e  (S yste m s M anag em en t S crip t L a n g u ag e , 
S M S L ) in  o rd e r to fa c ilita te  in te ro p e ra b ility  at the s c rip t le v e l.
T h e  te ch n o lo g y  su p p o rts tw o d iffe re n t w a y s to tra n sfe r m anagem ent sc rip ts  to a d istrib u te d  
m anager. T h e  fir s t  ap p ro ach , term ed the “ p u sh  m o d el” , re q u ire s that the m anag er p u sh es the sc rip t 
to the d istrib u te d  m anager. T h e  se co n d  ap p ro ach  term ed the “ p u ll m o d el” , firs t  re q u ire s the 
m anager to in fo rm  the d istrib u te d  m an ag er o f  the lo c a tio n  o f  a  p a rtic u la r sc rip t. T h is  is  fo llo w e d  
b y  the re trie v a l o f  the s c rip t fro m  the d istrib u te d  m anager.
T h e  d e le g atio n  p ro to co l p ro p o sed  b y  the IE T F  is  the S c rip t-M IB  E x te n s ib ility  p ro to co l (S M X ) 
[S ch o 9 9 ]. T h e  p ro to co l ca n  b e u se d  to separate lan g u ag e  s p e c ific  ru n tim e  system s fro m  the 
run tim e  system  in d ep en d en t S c rip t-M IB  im p lem e n ta tio n s. F ig u re  3 -5  sh o w s the p ro ce ss and 
co m m u n icatio n  m o d el u n d e rly in g  the S M X  p ro to co l.
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Figure 3-5: SMX process and communication model
T h e  lan g u ag e and run tim e  system  ind ep en dent S N M P  agent im p lem e n tin g  the S crip t M IB  
co m m un icates w ith  one ore m ore ru n tim e  system s v ia  the S M X  p ro to co l. A  run tim e  system  m ay 
be ab le  to exe cu te  one o r m u ltip le  sc rip ts  s im u lta n e o u sly  (m u lti-th re a d in g ). T h e  S M X  p ro to co l 
su p p o rts m u lti-th re a d in g , b ut it  d o es not re q u ire  m u lti-th rea d e d  run tim e  system s. T h e  S M X  
p ro to co l uses a lo c a l storage d e v ice  (u s u a lly  im plem ented  on top o f  the lo c a l f ile  system ) to 
tra n sfe r scrip ts  fro m  the S N M P  agent to the ru n tim e  system s. T h e  S N M P  agent has read  and w rite  
access to the s c rip t sto rage d e v ice  w h ile  the ru n tim e  system s o n ly  need read  access. T h e  S M X  
p ro to co l p asses the lo c a tio n  o f  a sc rip t in  the lo c a l sto rage d e v ice  to the ru n tim e  e n g in e s. It  is  then 
the re s p o n sib ility  o f  the ru n tim e  e n g in e s to lo a d  the sc rip t fro m  the s p e c ifie d  lo ca tio n .
T h e  S c rip t-M IB  stand ard  has seen its  firs t  im p lem en tatio n  re ce n tly  in  the fo rm  o f  the Ja sm in  
p la tfo rm  [Ja sm in ], In  la te r ch ap ters o f  th is  th e sis w e exam in e  in  d e ta il the lim ita tio n s o f  S crip t- 
M IB  and its  M b D  ap p ro ach  a lo n g  w ith  a co m p arative  e xp e rim e n tal assessm ent in v o lv in g  am ong 
others the Ja sm in  p latfo rm .
3.2 Mobile Agent-based Network Management
3.2.1 Mobile Agents, Objects and Code
A  lo t o f  rese arch  on so ftw a re  m o b ility  d u rin g  the 9 0 ’ s con centrated  o n  m o b ile  cod e (e .g . 
[P a p a 0 0 b ][P ic c 9 8 ][H a ll9 7 ][G o ld 9 6 ]), n e g le ctin g  m any in te re stin g  asp ects o f  o b je ct and agent 
m o b ility . T h e  n o tio n s o f  co d e, o b je ct and agent m o b ility  can be d istin g u ish e d  as fo llo w s:
• C o d e  m o b ility : In v o lv e s  a p ie ce  o f  cod e that is  tra n sfe rre d  to a rem ote node w h ere it  is  
in itia lis e d  in to  an o b je ct and b e g in s its  e xe cu tio n .
• O b je ct m o b ility : In v o lv e s  an e xe cu tin g  o b je ct that is  term in ated , se ria liz e d  and tra n sfe rre d  
to a rem ote no de w h ere it  is  re -in itia te d  fo r e xe cu tio n .
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• A g e n t m o b ility : In v o lv e s  a n  e xe cu tin g  autonom ous o b je ct that is  term in ated , se ria liz e d  
and tra n sfe rre d  to rem ote no d e w h e re  it  is  re -in itia te d  and resu m es e xe cu tio n .
In  o rd er to fu rth e r illu s tra te  the a b o ve  d iffe re n ce s T a b le  3 -1  p resen ts a n u m b e r o f  a lte rn a tiv e  
te ch n o lo g ie s an d  th e ir re sp e ctiv e  su p p o rt fo r so ftw a re  m o b ility .
Table 3-1: Mobility of agents, code and objects
Transferred
Entity
Description Example Relevant 
Technologies
M o b ile  C o d e In v o lv e s  co d e that is  tra n sfe rre d  to a  rem ote 
node w h e re  it  is  in it ia lis e d  in to  an  o b ject 
and b e g in s its  e xe cu tio n .
S c rip t-M IB , Ja v a  A p p le ts
M o b ile  O b je ct In v o lv e s  an e xe cu tin g  o b je ct that is  
term in ated , s e ria liz e d  an d  tra n sfe rre d  to a 
rem ote no de w h e re  it  is  re -in itia lis e d  fo r 
e xe cu tio n .
J a v a -R M I, M ic ro so ft 
.N et R e m o tin g
M o b ile  A g e n t In v o lv e s  an e xe cu tin g  autono m o us o b ject 
that is  su sp end ed , term in ated , s e ria liz e d  and 
tra n sfe rre d  to a  rem ote node w h e re  it  is  re ­
in itia lis e d  to resu m e e xe cu tio n .
IK V  G ra ssh o p p e r, IB M  
A g le ts
3.2.2 Proposals on Mobility
In  rece n t y e a rs a n u m b e r o f  re se a rch e rs fo cu se d  o n  the e xp lo ita tio n  o f  m o b ility . T h e  m o d els o f  
m o b ility  in v e stig a te d  can  be su m m arize d  in  term s o f  s in g le -h o p  an d  m u lti-h o p  agent m o b ility . In  
s in g le -h o p  m o b ility  an agent v is it s  a s in g le  targeted  node, w h ile  in  m u lti-h o p  m o b ility  an agent 
v is its  an d  op erates s e q u e n tia lly  at a  n u m b e r o f  n o des. R e g a rd in g  s in g le -h o p  m o b ility  m any 
re se arch e rs h a ve  o v e rlo o k e d  the co m b in e d  b e n e fits a sso cia te d  w ith  agent autono m y, an d  thus 
h ave  p ro d u ce d  re su lts  that re fle c t m o re o n m o b ile  co d e o r m o b ile  o b ject ap p ro ach es. F o r in stan ce  
[G a v a 0 1 ][R u b i9 9 ][S a h a 9 9 ][Z a p f9 9 ][Ism a 9 9 ][P u li0 0 ] co n sid e r agents that c a n y  m anagem ent 
lo g ic  to a  targeted no d e o ffe rin g  a  p e rfo rm a n ce  im p ro ve m en t o v e r stand ard  S N M P  p o llin g  w h e re  
the sam e m anagem ent p ro ce ssin g  is  done at the n e tw o rk  m anagem ent sta tio n . A g e n t b e h a v io r 
re g a rd in g  autonom ous m anagem ent o p e ra tio n , a d a p ta b ility  to chang es in  the agent e n viro n m en t, 
o r se lf-c o n fig u ra tio n  are n o t co n sid e re d  h e re . A sse ssm en ts o f  the agent a p p ro ach  w e re  lim ite d  to 
p ra c tic a l co m p a riso n s w ith  S N M P , n e g le ctin g  se v e ra l e m e rg in g  d istrib u te d  o b je cts and m o b ile  
co d e ap p ro ach es fo r n e tw o rk  m anagem ent. F u rth e rm o re , m any re se a rch e rs h a ve  p ro p o sed  s in g le ­
hop  m o b ility  o f  agents w h e re  the m o b ile  agent p e rfo rm in g  the ta sk  re tu rn s to the n e tw o rk
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m anagem ent sta tio n  fo r the p u rp o se  o f  d e liv e rin g  the re su lts  gathered. In ste a d , th is  ta sk  sh o u ld  be 
p erfo rm e d  re m o te ly , w ith  s ig n ific a n tly  le ss  n e tw o rk  o ve rh ead s that w o u ld  o th e rw ise  be in c u rre d  
b y  the u n n e ce ssa ry  tra n sfe r o f  m anagem ent lo g ic  to the n e tw o rk  m anagem ent statio n . T h is  
d e fin itio n  and a p p lic a tio n  o f  sin g le -h o p  m o b ility  is  c le a rly  in a p p ro p ria te  an d  u n ju stifia b le . T h e  
sam e o b se rv a tio n s stated ab o ve  a lso  a p p ly  fo r the case o f  m u lti-h o p  m o b ility  w h e re  w e  cu rre n tly  
see lim ite d  autono m y and o ften  u n n e ce ssa ry  m ig ra tio n s o f  m o b ile  agent lo g ic . W h a t is  re a lly  the 
im p o rtan ce  o f  s in g le -h o p  an d  m u lti-h o p  agent m o b ility  in  n e tw o rk  m anagem ent? D o  w e need 
sin g le -h o p  o r m u lti-h o p  agents in  n e tw o rk  m anagem ent o r co u ld  w e  do s im p ly  w ith  m o b ile  co d e, 
m o b ile  o b je cts o r e ve n  sta tic  d istrib u te d  o b je cts?  T h e se  are som e im p o rtan t q u e stio n s re g a rd in g  
agent m o b ility  that re q u ire  fu rth e r w o rk  in  o rd e r to p ro v id e  a s o lid  a n sw e r an d  it  is  the a im  o f  th is  
th e sis to co n trib u te  in  th is  d ire ctio n .
3.2.3 Proposals on Autonomy
A g e n t autono m y has b een t y p ic a lly  e x p lo ite d  in  o rd e r to p ro v id e  ad ap tab le, fin e -tu n e d  and fa u lt 
to le ra n t n e tw o rk  m anagem ent so lu tio n s  that m in im iz e  the need  fo r u se r in te ra ctio n .
A u to n o m y  in  the co n te xt o f  fa u lt-to le ra n t o p e ra tio n  is  e xa m in ed  in  the w o rk  o f  C h e ik h ro u h o u , et 
a l [CheiO O a], in v e stig a tin g  so lu tio n s  that a llo w  a g ra ce fu l ad ap tation o f  n e tw o rk  m anagem ent 
system s to u n re lia b le  agents. W h e n  an  u n re lia b le  agent is  detected, the m anagem ent ta sk s it  w a s 
p e rfo n n in g  are re -d istrib u te d  am o n g st o th er s t ill re lia b le  agents. T h e  agents o f  the m anagem ent 
system  p e rio d ic a lly  ru n  a  n u m b e r o f  tests o n  each  o ther, co m p arin g  th e ir b e lie fs . I f  the tw o  do no t 
m u ch  then e ith e r the teste r o r the tested agent is  u n re lia b le . S ystem  le v e l d ia g n o sis  te ch n iq u e s are 
then u sed  to d ed u ce the re lia b le  e n titie s (th e  sam e ap p ro ach  is  p ro p o sed  in  [M a rc 9 9 ]). A n o th e r 
p ro p o sa l p resen ted  in  [C a ri9 8 ] co n sid e rs  fa u lt to le ra n t o p e ra tio n  re la tin g  to the n e tw o rk  
en viro n m en t. In  o rd e r to a llo w  m o b ile  agent re sp o n se  to c r it ic a l co n d itio n s the au thors p ro p o se  
m o b ile -a g e n t system s e q u ip p e d  w ith  a n e tw o rk-a w aren ess in fra stru ctu re . M e ch a n ism s fo r 
p ro v id in g  su ch  an  in fra stru ctu re  are p resen te d  a lo n g  w ith  the p o te n tia l o f  u s in g  the m o b ile  agents 
th em selve s and o th e r co m m un icated  o b je cts as c a rrie rs  o f  n e tw o rk  status in fo rm a tio n  w ith in  su ch  
a n  in fra stru ctu re . A  s im ila r ap p ro ach  to n e tw o rk -a w aren ess in  m o b ile  agent system s is  fo llo w e d  in  
S um atra [A c h a 9 7 ], an e xte n sio n  to the Ja v a  p ro g ra m m in g  lan g u ag e  fo r the su p p o rt o f  re so u rce - 
aw a re  m o b ile  p ro g ra m s that ca n  adapt to ch a n g in g  n e tw o rk  co n d itio n s.
R e g a rd in g  the fin e -tu n e d  o p e ra tio n  o f  a n e tw o rk  m anagem ent system  A b d u  et a l [A b d u 9 9 ], h a ve  
d e scrib e d  an  a d a p tive  m o d el fo r in it ia l o p tim a l c o n fig u ra tio n  o f  m anagem ent agents a cco rd in g  to 
u se r/n e tw o rk  req u ire m en ts as w e ll as su b sequ en t re co n fig u ra tio n  (i.e . re -lo c a tio n ) o f  these agents 
a c co rd in g  to ch a n g in g  co n d itio n s. T h e  p ro b le m  o f  d eterm in in g  the o p tim a l n u m b e r an d  lo c a tio n  
o f  agents is  so lv e d  u sin g  an e n u m e ratio n -b ase d  a lg o rith m  a im in g  at o p tim a lity . B y  a im in g  at
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lo c a tio n  o p tim a lity  th is  a lg o rith m  is  ch a ra cte rize d  b y  e xp o n e n tia l c o m p le x ity , m a k in g it  v ia b le  fo r 
s m a ll-sc a le  system s o n ly . L io tta  [L io tO lb ] [L io t0 2 a ] has a lso  w o rk e d  o n  th is  p ro b le m  an d  has 
p ro p o sed  a sim p le r a lg o rith m  that a p p ro xim ate s an o p tim a l so lu tio n  an d  o ffe rs  a  m ore sca la b le  
app roach.
In  an other d ire c tio n  the e x p lo ita tio n  o f  m u lti-a g e n t system s w a s p ro p o sed  th ro u g h  the fo rm a tio n  
o f  agent sw arm s w ith  a n t-lik e  b e h a v io u r [W h it9 8 a ], In  th is  case, each  agent is  ‘c h e m ic a lly ’ 
in sp ire d  and p ro p o ses ‘ c h e m ic a l’ in te ra ctio n  as the p rin c ip a l m ech an ism  fo r in te r-sw a rm  
co m m u n icatio n . ‘ C h e m ic a l’ m essag es h a ve  tw o  attrib u te s, a la b e l and a co n ce n tra tio n  w ith  the 
la tte r d e fin in g  a ‘ w e ig h t’ that le a d s the p ro ce ss o f  b e h a v io u r se le ctio n . A g e n ts w ith in  a  g iv e n  
sw arm  h a ve  b e h a v io u r that is  in s p ire d  b y  the fo ra g in g  a c tiv itie s  o f  ants w ith  e ach  agent ca p a b le  o f  
s im p le  a ctio n s, w h ile  n o  s in g le  agent h a s k n o w le d g e  o f  th e g lo b a l g o a l. T h e  cre a tio n  o f  ch e m ica l 
tra ils  is  p ro p o sed  as the p rim a ry  m e ch an ism  u se d  fo r d istrib u te d  p ro b le m  s o lv in g  a ris in g  fro m  the 
se lf-o rg a n iz a tio n  o f  sw arm s o f  agents. W h ile  the ap p ro ach  has been a p p lie d  to a  fe w  n e tw o rk  
m anagem ent ta sk s (e .g . fo r fa u lt m anagem ent [W h it9 8 c }) there is  n o  th o ro u g h  e v a lu a tio n  o f  
sw arm  system s in c lu d in g  th e ir p e rfo rm a n ce  asp ects an d  as su ch  it  is  n o t c le a r w h e th e r they 
p ro v id e  a n  e ffic ie n t an d  d e sira b le  s o lu tio n  to n e tw o rk  m anagem ent tasks.
3.2.4 Applications
In  o u r d a y s, there is  an  o n g o in g  re se a rch  o n  the u se  o f  m o b ile  agents in  n e tw o rk  m anagem ent. 
M o b ile  agents are p a rtic u la rly  u s e fu l fo r ta sk s in v o lv in g  d istrib u te d  in fo rm a tio n  re trie v a l an d  
p ro ce ssin g . In  th is  d ire ctio n , th e y  h a ve  b een s u c c e s s fu lly  d e p lo ye d  in  co m p le x n e tw o rk  
m anagem ent system s c o v e rin g  m ost fu n c tio n a l are as, as c o lle c tiv e ly  p resen ted  in  a n u m b e r o f  
m o b ile  agent su rv e y s  [B ie s9 8 a ] [C h e i9 8 ] [M ag e 9 6 ] [K a h a 9 7] [H a y z9 9 ] [W re n 9 9 ]. Som e no table  
a p p lic a tio n s o f  m o b ile  agents are  d e scrib e d  b e lo w .
3.2.4.1 Performance Management
P e rfo rm an ce  m o n ito rin g  in v o lv e s  the p ro ce ssin g  o f  a la rg e  am ount o f  p e rfo rm a n ce  in fo rm a tio n  
e xtracted  fro m  th e n e tw o rk. G a v a la s  et a l [G a v a 9 9 a ] p ro p o sed  that in stea d  o f  re m o te ly  p o llin g  
n e tw o rk  elem ents, a  m o b ile  agent ca n  be d isp a tch e d  to p e rfo rm  its  ta sk  lo c a lly  and re tu rn  to the 
n e tw o rk  m anagem ent sta tio n  to d e liv e r a n y  rep o rts gathered. T h e  au th o r has a lso  co n sid e re d  
m u lti-h o p  agents fo r p e rfo rm a n ce  m anagem ent an d  in v e stig a te d  a h ie ra rc h ic a l ap p ro ach  w h e re  the 
n e tw o rk  is  d iv id e d  in  m an y  d o m ain s, each  the re s p o n sib ility  o f  a  s in g le  agent. E x p e rim e n ta l 
m easurem ents o f  the m o b ile  ag ent-b ased  p e rfo rm a n ce  m o n ito rin g  system  sh o w ed  su p e rio r 
p e rfo rm a n ce  co m p ared  to S N M P  p o llin g  [G a v a 9 9 b ][G a v a 9 9 c][G a v a 0 0 ] e s p e c ia lly  w h e n  the 
h e alth  fu n ctio n  in v o lv e d  depend s o n  a la rg e  n u m b er o f  re so u rce  v a lu e s. B e tte r p e rfo rm a n ce  is  
id e n tifie d  in  term s o f  re d u ce d  n e tw o rk  m anagem ent tra ffic , d e ce n tra liza tio n  o f  p ro ce ssin g  and
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better resp o n se  tim e s u n a ffe cte d  o f  n e tw o rk  la te n cie s. F u rth e rm o re , e xp e rim e n ta l re su lts  on the 
h ie ra rc h ic a l ap p ro ach  to p e rfo rm a n ce  m o n ito rin g  aim e d  to id e n tify  an e ffic ie n t re la tio n  betw een 
the n u m b er o f  agents d ep lo ye d , an d  the n u m b e r o f  n e tw o rk  no des a ssig n e d  to each  agent. T h e  
agents o f  th is  system  do n o t e x h ib it a n y  autono m y an d  are m e re ly  p e rce iv e d  as d istrib u to rs o f  
m anagem ent lo g ic  that w o u ld  o th e rw ise  (i.e . in  the S N M P  ca se ) e xe cu te  in  the n e tw o rk  
m anagem ent sta tio n . In  an o th er n o ta b le  w o rk  on p e rfo rm a n ce  m anagem ent b y  W ija ta  et a l 
[W ijaO O ], sta tio n ary  agents are co n sid e re d , re s id in g  in  m anaged no d es and e x h ib itin g  
autono m o us, ad ap tab le m o n ito rin g  b e h a v io u r b ased  o n the p e rfo rm an ce  in fo rm a tio n  gathered. 
T h e  agents use the K Q M L  [K Q M L ] ag ent co m m u n icatio n  lan g u ag e  to w ra p  e x istin g  m o n ito rin g  
an d  m easurem ent to o ls, a llo w in g  agents to co lla b o ra te  v ia  a com m on agent p ro to co l. T h e  
ap p ro ach  w as ch o se n  to ad d ress a n u m b e r o f  p e rfo rm a n ce  m anagem ent req u ire m en ts o f  la rg e  
s c a le  fix e d  n e tw o rk s. S ta tic  in te llig e n t agents w e re  u se d  b y  [V ayiO O ] in  o rd e r to p ro v id e  fle x ib le  
A T M  re so u rce  m anagem ent c a p a b ilitie s . T h e  p ro p o sed  a rch ite ctu re  is  b ased  o n  in te llig e n t 
co lla b o ra tin g  agents lo ca te d  in  the s e rv ic e  an d  n e tw o rk  p ro v id e r d o m ain s. E v e ry  tim e there is  a 
s e rv ic e  req u est, the in te llig e n t agents o f  a s e rv ic e  p ro v id e r in fo rm  the agents o f  a nu m b er o f  
n e tw o rk  p ro v id e rs. T h e  la tte r g ather a re p o rt o f  the cu rre n t a v a ila b ility  o f  re so u rce s a lo n g  w ith  
ch a rg in g  in fo rm a tio n  and p la c e  a b id  to the s e rv ic e  p ro v id e r. In  th is  w a y , the p ro p o sa l prom otes 
co m p e titio n  betw een n e tw o rk  p ro v id e rs  an d  a llo w s the s e rv ic e  p ro v id e r to in te llig e n tly  se le ct the 
m ost su ita b le  o ffe rin g . T h e  n e tw o rk  p ro v id e r sele cted  fu rth e r re lie s  o n  in te llig e n t agents in  o rd e r 
to d y n a m ic a lly  co n fig u re  Q oS p aram eters a cco rd in g  to s p e c ific  se rv ic e  n eeds.
3.2.4.2 Configuration Management
C o n fig u ra tio n  m anagem ent in v o lv e s  a  n u m b e r o f  req u ire m en ts m a in ly  re g a rd in g  the m o d ifica tio n  
o f  a n um ber o f  attrib u te s o f  n e tw o rk  no d es, as w e ll as the in sta lla tio n  o f  a n y  re q u ire d  so ftw are . 
T y p ic a lly , a n e tw o rk  m anag er has to p e rfo rm  su ch  ta sk s m a n u a lly . In ste a d , an arch ite ctu re  has 
b een p ro p o sed  b y  R a z a  et a l [R a za 9 8 ] that e x p lo its  m o b ile  agents in  o rd e r to a llo w  fo r “ p lu g -n - 
p la y ”  sty le  c a p a b ilitie s  o f  n e tw o rk  no d es.
C h e ik h ro u h o u  et a l [CheiO O b] has dem onstrated an ag ent-b ased  ap p ro ach  to the au tom atic 
p ro v is io n  o f  P erm an en t V irtu a l C h a n n e ls  (P V C ) in  A T M  n e tw o rk s. T h is  w o rk  p resen ts agents 
a b le  to a c q u ire  n e w  c a p a b ilitie s  w ith o u t in te rru p tin g  th e ir o p e ra tio n , in  o rd e r to d y n a m ic a lly  
u p g rade the fu n c tio n a lity  o f  an A T M  sw itch . T h is  ta sk  does no t in v o lv e  a m ig ra tin g  agent b ut a 
sta tic  agent that su p p o rts in te rfa c e s that a llo w  the d o w n lo ad  o f  m anagem ent m o d u les. F e n g  et a l 
[F e n g O l] h a ve  a lso  stu d ie d  the issu e  o f  u n in te rru p te d  so ftw a re  u p g ra d e s and p ro p o se  a  fra m e w o rk  
fo r the d yn a m ic rep la cem e n t o f  m anagem ent m o d u les. In  co n trast, these p ro p o sa ls in v o lv e  
m ig ra tin g  agents e q u ip p e d  w ith  the u p dated  m o d u le s, re c e iv e d  b y  a so ftw a re  sw a p p in g  ob ject.
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3.2.4.3 Fault Management
In  fa u lt m anagem ent a k e y  asp ect is  fa u lt  d etectio n , ty p ic a lly  a p ro ce ss o f  b u ild in g  a sp e c ia lise d  
m o d el o f  a n e tw o rk. M o b ile  agents [E ld a 9 8 ] ca n  d e ce n tra lise  th is  p ro ce ss b y  lo c a lly  ch e ck in g  fo r 
o v e r-u tiliz a tio n  o f  re so u rce s, re q u ire d  fo r the cre a tio n  o f  a  m o d el o f  o v e r-u tilis e d , e rro r p ro n e 
no des. I f  the co n stra in ts u se d  d e scrib e  v io la tio n s  o f  w h at is  co n sid e re d  n o rm a l b e h a v io u r o f  a 
n e tw o rk  elem ent then the agent p e rfo rm s a fa u lt d etectio n  fu n ctio n . A  m o b ile  agent ca n  a lso  
access o th er lo c a l re so u rce s o f  a no d e an d  u se  them  to p e rfo rm  enhanced  tests o r exe cu te  a 
re co v e ry  ro u tin e . T h e  co n stra in ts u se d  fo r th is  ta sk  ca n  in v o lv e  co m p le x fa u lt d etectio n  and 
c o rre la tio n  a lg o rith m s.
E l D a rie b y , et a l [E ld a 9 9 ], has dem on strated  the u se  o f  in te llig e n t m o b ile  ag ents to autom ate fa u lt 
m anagem ent tasks. T h e  system  in v o lv e s  a  m o b ile  agent that v is its  a lis t  o f  no d es that re ce n tly  
trig g e re d  fa u lt a la rm s. T h e re , it  a u to n o m o u sly  d iag n o se s the a la rm s and d eterm ines the cau se  o f  
fa u lts u s in g  a b u ilt-in  e xp e rt system . F in a lly  the agent re tu rn s to its  o rig in  fo r re p o rtin g .
T hottan, et a l [T h o t9 9 ], h a s presen ted  a system  fo r  the p re d ictio n  o f  n e tw o rk  fa ilu re s  at the ro u te r 
le v e l, a ch ie v e d  u sin g  a m o b ile  ag ent w ith  se n so r c a p a b ilitie s. T h e  agent is  d e p lo ye d  n e a r a 
m anaged ro u te r, o b tain s re le v a n t M IB  data and p ro v id e s te m p o ra lly  and s p a tia lly  co rre la te d  
p re d ic tiv e  a la rm s. T h e  tim e  co rre la te d  ab n o rm al chang es in  the in d iv id u a l M IB  v a ria b le s  are 
sp a tia lly  co rre la te d  u sin g  a co m b in in g  schem e. W h e n  tested the agent s u c c e s s fu lly  p re d icte d  
se v e n  out o f  n in e  fa u lts  w ith  a p re d ic tio n  tim e  in  the o rd e r o f  m in u tes.
A n o th e r p ro p o sed  ap p ro ach  is  b ased  o n  so c ie tie s o f  sm a ll, b io lo g ic a lly  in s p ire d  and re la tiv e ly  
sim p le  agents that need  to co o p erate to d e liv e r the in te llig e n c e  needed fo r the d ia g n o sis o f  
n e tw o rk  fa u lts  [W h it9 8 a ]. A  n u m b e r o f  typ e s o f  su ch  tin y  agents are  in je cte d  in  the n e tw o rk , each 
ad d re ssin g  one aspect o f  the p ro b le m  an d  u sin g  o b se rva tio n s to c o n firm  o r d isp ro v e  a s p e c ific  
h y p o th e sis. T h e  s o lu tio n  to the p ro b le m  em erges th ro u g h  the in te g ra tio n  o f  d ie  hyp o th eses re su lts  
o f  each agent typ e  [W h it9 8 b ][W h it9 8 c ].
3.2.5 Mobile Agent Platform Evaluations
R e ce n t re se a rch  h a s p ro d u ce d  a n u m b e r o f  th o ro u g h  e v a lu a tio n s o f  m od em  m o b ile  agent 
p la tfo rm s h ig h lig h tin g  th e ir re la tiv e  ad van tag es an d  s u ita b ility . A ltm a n n  et a l [A ltm O l] e valu ated  
12  cu rre n t m o b ile  agent p la tfo rm s in  term s o f  s e c u rity  fea tu res, M A S IF  an d  FD PA  stand ard s 
co m p lia n ce , d evelo p m en t e ffic ie n c y , ru n tim e  s ta b ility  and n e tw o rk  p e rfo rm a n ce . T h e  b est a ll­
ro u n d  p e rfo rm e r w as fo u n d  to be the G ra ssh o p p e r m o b ile  agent p la tfo rm , fo llo w e d  b y  Ju m p in g  
B e a n s, A g le ts  an d  V o y a g e r. W h ile  th is  co m p ariso n  con centrates m ore on fea tu res and p la c e s a 
sm a ll w e ig h t o n  p e rfo rm a n ce  c rite ria , the w o rk  o f  S ilv a  et a l [S ilvO O ] fo cu se s o n  p e rfo rm a n ce  
o verh ead s a sso cia te d  w ith  a n u m b e r o f  ty p ic a l o p e ra tio n s. E ig h t m o b ile  agent p la tfo rm s w e re  put
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in to  tests and m easurem ents o f  the e la p se d  tim e and n e tw o rk  tra ffic  w e re  taken . T h e  best 
p e rfo rm in g  p la tfo rm  w a s fo u n d  to be Jam es [Ja m e s], w h ile  G ra ssh o p p e r p ro d u ce d  averag e 
p e rfo rm a n ce  re su lts.
In  a d d itio n  to these e v a lu a tio n s the a u th o r o f  th is  th e sis h a s w o rk e d  tw ic e  w ith in  a  c o lla b o ra tiv e  
team  o f  re se arch e rs w o rk in g  o n the e v a lu a tio n  an d  se le ctio n  o f  a  m o b ile  agent p la tfo rm  su ita b le  
fo r m anagem ent ta sks. T h e se  e ffo rts to o k  p la c e  w ith in  the co n te xts o f  the M IA M I [M IA M I] and 
M A N T R IP  [M A N T ] p ro je cts, w ith  a ll e v a lu a tio n  re su lts  p resented  in  [G u th 9 8 ] and [M ichO O ] 
re sp e c tiv e ly . In  b o th  case s d ie  G ra ssh o p p e r p la tfo rm  w a s sele cted  as the b est a ll-ro u n d  so lu tio n . 
G ra ssh o p p e r o ffe rs  averag e p e rfo rm a n ce  o ve rh ea d s, it  is  M A S IF  an d  F IP A  co m p lia n t, o ffe rs  a 
stab le  ru n tim e  e n viro n m en t, an d  w e ll-d e sig n e d  agent A P Is .
B e lo w  w e  p resen t som e m o b ile  a g e n t-p latfo rm  in fo rm a tio n  gathered d u rin g  the se le ctio n  stage o f  
the M IA M I p ro je ct [G u th 9 8 ] to w ard s w h ic h  the au th o r a c tiv e ly  co n trib u te d  an d  p articip a te d .
• April: A p r il (A g e n t P R o ce ss In te ra ctio n  L a n g u a g e ) [A P R IL ] is  a  p ro ce ss-o rie n te d  
lan g u ag e  e sp e c ia lly  d e sig n e d  fo r im p le m e n tin g  in te llig e n t n e tw o rk  a p p lic a tio n s. A p r il is  
a lso  the nam e o f  the co rre sp o n d in g  e xe cu tio n  p la tfo rm . A p r il w a s d eve lo p e d  at Im p e ria l 
C o lle g e , L o n d o n  as p a rt o f  the E S P R IT  p ro je ct Im a g in e . T h e  A p r il system  is  w ritte n  in  C  
and the agents are p ro g ram m ed  in  the A p r il lan g u ag e. T h e  agent tra n sp o rt an d  
co m m u n icatio n  is  b ased  o n a p ro p rie ta ry  p ro to co l b ased  o n  T C P /IP .
• Aglets Software Developer Kit: T h e  A g le ts  S o ftw are  D e v e lo p e r K it  (A S D K ) 
[A G L E T S ] w as d e ve lo p e d  at the IB M  R e se a rch  L a b o ra to ry  in  Jap a n . T h e  firs t  v e rs io n  
w as re le a se d  in  19 9 6. S in ce  A p r il 19 9 8 the A S D K  v e rs io n  1 .0  is  a v a ila b le  as a firs t  
fo rm a l re le a se  o f  the p la tfo rm  w ith  a n  IB M  In te rn a tio n a l L ic e n se  A g re em e n t fo r N o n - 
W arran te d  P ro g ram s. T h e  A S D K  is  e n tire ly  w ritte n  in  Ja v a . T h e  A g le ts  tra n sp o rt an d  
co m m u n icatio n  is  b ased  o n  the p ro p rie ta ry  A g e n t T ra n sfe r P ro to c o l (A T P ), w h ic h  is  
m od eled  o v e r the H T T P  p ro to co l. T h e  p ro to co l c a p a b ilitie s  are  accessed  th ro u g h  the 
A g e n t T ra n s fe r and C o m m u n ica tio n  In te rfa c e  (A T C I) , w h ic h  a llo w s  an  a b stractio n  fro m  
d ie  u n d e rly in g  tra n sp o rt p ro to co l.
• D ’Agents: T h e  D ’A g e n ts p la tfo rm  [D A G E ] is  a m o d ifie d  v e rs io n  o f  the T o o l C om m and 
L a n g u ag e  in te rp re te r (T C L ), w h ic h  a im s at p ro v id in g  a  b a sic  su p p o rt fo r m o b ility . T h is  
su p p o rt is  a ch ie v e d  v ia  a  m o d ific a tio n  o f  the T C L  k e rn e l w h ic h  o ffe rs  a com m and to 
freeze the e xe cu tio n  o f  a T C L  s c rip t, ca tch  the e xe cu tio n  state, m o ve  it  to an other 
com puter, an d  then resu m e d ie  e xe cu tio n  at the n e x t in stru c tio n  o f  the scrip t. T h e  
p la tfo rm  is  w ritte n  in  C  an d  the agents are  w ritte n  in  T C L . F o r  tra n sp o rt and 
co m m u n icatio n  p u rp o se s D ’A g e n ts u se s a p ro p rie ta ry  p ro to co l o v e r T C P /IP .
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• Grasshopper: G ra ssh o p p e r [G R A S ] is  the firs t  a v a ila b le  m o b ile  agent p la tfo rm , w h ic h  is  
co m p lia n t to the M A S 1 F  an d  F IP A  stand ard s. It  is  b e in g  c o n tin u o u sly  d e ve lo p e d  sin ce  
19 9 7 b y  IK V + +  and o ffe re d  as a  co m m e rcia l p ro d u ct o r w ith  a fre e  lic e n s e  fo r n o n ­
co m m e rcia l/e d u ca tio n a l u se. T h e  e n tire  G ra ssh o p p e r p la tfo rm  is  im p lem en ted  in  Ja v a . 
G ra ssh o p p e r su p p o rts a n u m b er o f  tra n sp o rt an d  co m m u n ica tio n  p ro to co ls. A lo n g  w ith  
the d e fa u lt p ro p rie ta ry  p ro to co l b ased  o n  T C P /IP , w e  h a ve  su p p o rt fo r R M I/J R M P  as w e ll 
as C O R B A /IIO P .
• Voyager: V o y a g e r [V O Y A ] is  a Ja va -b a se d  and ag ent-enhanced  O b je ct R e q u e st B ro k e r 
(O R B ) d e ve lo p e d  b y  R e c u rs io n  S o ftw are  In c . V o y a g e r is  a co m m e rcia l p ro d u ct a lth o u g h  
a fre e  lic e n s e  a llo w s  n o n -co m m e rcia l u se  o f  the V o y a g e r co re  te ch n o lo g y. V o y a g e r is  
e n tire ly  p rogram m ed in  Ja v a . T h e  agent tra n sp o rt and co m m u n ica tio n  is  b ased  o n  a 
p ro p rie ta ry  O R B  on top o f  T C P /IP .
3.2.6 Mobile Agent Systems Evaluations
A  n u m b er o f  e xp e rim e n ta l m easurem en ts a v a ila b le  d e a l w ith  an e v a lu a tio n  o f  a m o b ile  agent 
ap p ro ach  in  co m p a riso n  to  S N M P  rem ote p o llin g . T h e  re su lts  p resen ted  in  [S ah a 9 9 ] [Ism a 9 9 ] 
[Z a p f9 9 ] sh o w ed  that m o b ile  agents ca n  a ch ie v e  s ig n ific a n t p e rfo rm a n ce  im p ro ve m en ts o v e r 
S N M P  p o llin g . D e sp ite  th is , the re su lts  in  [S ah a9 9] sh o w  that there are b o u n d a rie s to the 
p e rfo n n a n ce  im p ro ve m en ts o f  agents re la tin g  to the n u m b er o f  m anaged o b je cts filte re d  as w e ll as 
the num ber o f  n e tw o rk  n o d e s fo r w h ic h  a s in g le  agent is  re sp o n sib le  to m ig ra te  in  seq u en ce and 
p e rfo rm  its  task. T h is  w o rk  w a s fu rth e re d  b y  G a v a la s et a l [G a v a 9 9 a ] b y  p ro v id in g  a d d itio n a l 
m easurem ent re su lts  in  fa v o u r o f  m o b ile  agents as com p ared  to S N M P  p o llin g  and e x a m in in g  the 
optim um  nu m b er o f  n e tw o rk  elem ents that are m ost e ffic ie n tly  the re s p o n sib ility  o f  s in g le  m o b ile  
agent. U n fo rtu n a te ly  e v a lu a tio n s b y  [G a v a 9 9 a ][S a h a 9 9 ] w ro n g ly  in v o lv e  the m ig ra tio n  o f  an 
agent to the n e tw o rk  m anagem ent sta tio n  ju s t  fo r d ie  p u rp o se  o f  d e liv e rin g  a re p o rt (i.e . m o b ile  
agent o verh ead s rep o rted  w o u ld  a c tu a lly  b e le ss  i f  th ey w e re  p ro p e rly  a p p lie d ). F u rth erm o re, a ll 
these e v a lu a tio n s are lim ite d  to a co m p a riso n  o f  m o b ile  agents w ith  S N M P , n e g le ctin g  em erg in g  
d istrib u te d  o b jects and m o b ile  co d e ap p ro ach es fo r n e tw o rk  m anagem ent. M o re  re c e n tly  G lith o  et 
a l [G lit0 2 ] p ro v id e d  an  e xp e rim e n tal e v a lu a tio n  o f  a  c lie n t/se rv e r an d  m o b ile  agent ap p ro ach  to 
d istrib u te d  in fo rm a tio n  re trie v a l. T h e  m easurem ent re su lts  le a d  to the c o n c lu s io n  that the m o b ile  
agent ap p ro ach  o ffe rs  b etter p e rfo rm a n ce , a lth o u g h  th is  p e rfo rm a n ce  im p ro ve m en t m ay no t be 
n e ce ssa ry  and a c le v e rly  d e sig n e d  c lie n t/s e rv e r ap p ro ach  m ay be w e ll s u ffic ie n t. In  a d d itio n , 
S im o es et a l [S im o 0 2 ] h a s p resen ted  a th o ro u g h  e v a lu a tio n  o f  d iffe re n t m o b ile  agent m o d els o f  
d istrib u tio n  (in c lu d in g  C o n stra in e d  M o b ility  in tro d u ce d  in  [BohoO O a]). T h e  re su lts  sh o w ed  that 
fo r m any case s, p e rfo rm a n ce  g a in s are d eterm ined  m a in ly  b y  d istrib u tio n  ra th e r th an lo c a lity  (i.e . 
lo c a l c lie n t/se rv e r tra n sa ctio n s), w h ic h  o n ly  p ro v id e s m a rg in a l im p ro ve m en ts. T h e  m easurem ent
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re su lts a lso  sh o w ed  that fro m  a p e rfo rm a n ce  p e rsp e ctiv e  data co m p re ssio n  is  h a rd ly  re le v a n t 
u n d e r g oo d  n e tw o rk  co n d itio n s. F in a lly , th is  e v a lu a tio n  show ed  that co n stra in e d  m o b ility  o ffe rs  
better p e rfo rm a n ce  an d  red u ced  tra ffic  co m p ared  to m u lti-h o p  agent m ig ra tio n .
In  an other d ire ctio n  re se a rch e rs h a ve  p ro d u ce d  p e rfo rm a n ce  e v a lu a tio n s b ased  on a n a ly tic a l o r 
sim u la te d  re su lts  that a im  to h ig h lig h t p e rfo rm a n ce  issu e s o f  m o b ile  agents, o ften at la rg e  sca le . 
P io n e e rin g  w o rk  in  th is  d ire c tio n  w a s p resen ted  in  [B a ld 9 7 ] an d  [P ic c 9 8 ] co m p a rin g  p arad ig m s 
fo r m o b ile  co d e w ith  no n -a u to n o m o u s, so  c a lle d  ‘ ag en ts’ , re fle c tin g  o n  so ftw a re  p ro g ram s w ith  
m ig ra tin g  c a p a b ilitie s. M an ag em en t tasks c a rrie d  o u t o n  a n um ber o f  n e tw o rk  elem ents in v o lv in g  
m u ltip le  rem ote in te ra ctio n s h a ve  b een e xam in ed . A n a ly tic a l m o d els o f  the o v e ra ll tra ffic  and the 
tra ffic  o ve rh ea d s a ffe ctin g  the n e tw o rk  m anagem ent sta tio n  w e re  com puted  fo r the c lie n t/se rv e r, 
C o d e  o n  D em and , R em ote E v a lu a tio n  an d  M A  p arad ig m s. In  [R u b i9 9 ] a  sim u la tio n -b a se d  
co m p a riso n  o f  m o b ile  agents an d  S N M P  sh o w ed  the p o te n tia l o f  m o b ile  agents to o ffe r a 
s ig n ific a n t p e rfo rm a n ce  im p ro vem en t. T h is  w a s a ch ie v e d  w h e n  the n u m b e r o f  m anaged n e tw o rk  
elem ents ran g e d  b etw een tw o  id e n tifie d  lim its . A  lo w e r lim it, in v o lv in g  the n u m b e r o f  m essages 
that p ass th ro u g h  b ackb o n e lin k s  an d  an u p p e r lim it  re la te d  to the in cre m e n ta l s iz e  o f  a m o b ile  
agent. In  p a ra lle l, L io tta  et a l. [L io t9 9 ] p resen ted  an  a n a ly tic a l e v a lu a tio n  o f  m o b ile  ag ent-b ased  
m o n ito rin g  system s fo r a co m b in a tio n  o f  schem es b ased  o n  m o n ito rin g  m o d e ls, m o b ile  agent 
co n fig u ra tio n  an d  d ep lo ym e n t p atterns. T h e  m o d e lin g  and a n a ly s is  rep o rted  in  th is  p ap e r are 
re stricte d  to  the case  o f  h ie ra rc h ic a l n e tw o rk s su ch  as te le co m m u n icatio n s n e tw o rk s. R e su lts  o n 
tra ffic  sh o w  that m o b ile  agents t y p ic a lly  o ffe r im p ro ve d  p e rfo rm a n ce , a lth o u g h  th ey d o no t 
a lw a y s sca le  better th an rem ote p o llin g . N e v e rth e le ss, in  v e ry -s m a ll sca le  m o n ito rin g  p ro b lem s 
an d  fo r re la tiv e ly  sh o rt m o n ito rin g  ta sk s, ce n tra liz e d  p o llin g  tends to b e p re fe ra b le . M o re o v e r, 
re su lts o n  d e la y  dem onstrate that m o b ile  agent so lu tio n s im p ro ve  b o th  s c a la b ility  an d  
p e rfo rm a n ce  in  m ost circu m sta n ce s. T h is  w o rk  la te r e v o lv e d  w ith  a v a rie ty  o f  sim u la tio n -b a se d  
re su lts p resen ted  in  [L io tO la ]. T h e se  sh o w e d  that a  system  b ased  on m o b ile  agents o u t-p erfo rm s 
rem ote p o llin g  in  m an y ty p ic a l s itu a tio n s. It  has a lso  h e lp e d  to id e n tify  co n d itio n s in  w h ic h  agents 
canno t b e recom m ended. M o b ile  agents w e re  p a rtic u la rly  e ffe c tiv e  in  re d u cin g  the 
co m m u n icatio n  an d  p ro ce ssin g  b o ttle n e ck  lo cate d  at the m o n ito rin g  sta tio n , w h ile  th e ir w e akn e ss 
w a s m a in ly  re la te d  to m ig ra tio n  o ve rh ea d s.
3.3 Conclusions
D u rin g  the e a rly  to m id  9 0 ’ s  th e o re tic a l stu d ie s o n  the p o ssib le  m o d els o f  d ep lo ym e n t o f  m o b ile  
co d e p ro v id e d  an  im p o rtan t firs t  fo u n d a tio n  fo r re se a rch  o n  so ftw a re  m o b ility . F u rth e r w o rk  o n  
code m o b ility , m a in ly  in  the fo rm  o f  the M anagem en t b y  D e le g a tio n  p ro p o sa ls, show ed  the 
p o te n tia l ro le  o f  so ftw a re  m o b ility  in  n e tw o rk  m anagem ent. A n  ag ent-b ased  ap p ro ach  adds the
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im p o rtan t attrib u te o f  autono m y a lo n g sid e  w ith  m o b ility , o p e n in g  n e w  o p p o rtu n itie s fo r rese arch . 
In  th is d ire ctio n , a  n u m b e r o f  p ro p o sa ls e x p lo itin g  agent m o b ility  an d  autono m y h a ve  been 
d e v ise d  to ad d re ss the req u ire m en ts o f  p a rtic u la r n e tw o rk  m anagem ent sce n a rio s. D e sp ite  th is, in  
the area o f  n e tw o rk  m anagem ent w e  h a ve  seen  a  la c k  o f  c le a r d ire c tio n  o f  e x p lo ita tio n  o f  m o b ile  
agents, e v id e n t th ro u g h  the h e te ro g en eity  o f  te c h n ic a l so lu tio n s p ro p o se d  an d  the u se o f  
in c o n siste n t te rm in o lo g y . T h e  ch a p te r that fo llo w s  attem pts to c la r ify  the p o te n tia l ro le  o f  m o b ile  
agents in  the are a, w ith  the p ro p o sa l o f  strateg ie s fo r m o b ile  ag ent-based n e tw o rk  m anagem ent, 
ad d re ssin g  ty p ic a l n e tw o rk  m anagem ent req u ire m en ts.
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PART H -  THESIS CONTRIBUTIONS
Chapter 4
4 Agent Mobility and Autonomy
T h e  ch a p te r p resen ts a th e o re tic a l stu d y  o n agent m o b ility  strateg ie s e x p la in in g  th e ir u se fu ln e ss 
fo r p e rfo rm a n ce  m anagem ent an d  th e ir ro le  in  the w id e r n e tw o rk  m anagem ent co n text. A  d etaile d  
d e scrip tio n  o f  the ap p ro ach  an d  u se fu ln e ss o f  the p ro p o sed  ‘ C o n stra in e d ’ agent m ig ra tio n  strateg y 
aim s to h ig h lig h t the d iffe re n ce s an d  ad d ed  v a lu e  com p ared  to s im ila r m o d els fo r m o b ile  code. 
D e sc rip tio n s o f  a d d itio n a l agent m ig ra tio n  strateg ie s p resen t the enhancem ents o v e r p re v io u s 
p ro p o sa ls p la c in g  them  in  a s p e c ific  co n te xt o f  p ra c tic a l e xp lo ita tio n  b y  n e tw o rk  m anagem ent 
system s. T h e  a u th o r’ s  w o rk  o n  m o b ility  is  com plem ented  b y  a stu d y o n  autono m o us b e h a v io u r 
that h ig h lig h ts  the c a p a b ilitie s  o f  m o b ile  agents fu rth e r fro m  m o b ile  o b je cts an d  cod e an d  in  the 
d ire c tio n  o f  p ro v id in g  ‘ in te llig e n t’ , se lf-c o n fig u ra b le  and fa u lt-to le ra n t n e tw o rk  m anagem ent 
system s.
4.1 Constrained Mobility
T h e  ad ve n t o f  m o b ile  agent te ch n o lo g ie s p ro v id e s  g ro u n d  fo r the e v o lu tio n  o f  one o f  the m ost 
e lem e n ta ry  fo rm s o f  co d e  m o b ility  d e fin e d  as R em ote E v a lu a tio n  (R E V ), as w e  h a ve  d e scrib e d  
e a rlie r in  ch ap te r 3 . In  R E V  an  a p p lic a tio n  in  the c lie n t ro le  ca n  d y n a m ic a lly  enhance the se rv e r’ s 
c a p a b ilitie s  b y  se n d in g  cod e to the se rv e r. S u b se q u e n tly , c lie n ts  ca n  re m o te ly  in itia te  the 
e xe cu tio n  o f  th is  co d e that is  a llo w e d  to a cce ss the re so u rce s co llo ca te d  w ith in  the se rv e r. 
T h e re fo re , th is ap p ro ach  ca n  be seen as a n  e xte n sio n  o f  the c lie n t-s e rv e r p a ra d ig m  w h e re b y  a 
c lie n t in  a d d itio n  to the nam e o f  the s e rv ic e  req u ested  an d  the in p u t p aram eters ca n  a lso  sen d  the 
cod e that im p lem ents the se rv ic e . H e n ce  the c lie n t o w n s the cod e needed to p e rfo rm  a  se rv ic e , 
w h ile  the se rv e r o ffe rs  b oth the co m p u ta tio n al re so u rce s re q u ire d  to e xe cu te  the s e rv ic e  and 
access to its  lo c a l re so u rce s.
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Figure 4-1: Constrained mobility for mobile agent-based network management
A  n atu ral e v o lu tio n  o f  the R E V  m o d el in v o lv e s  the m ig ra tio n  o f  an e n tity  not restrain ed  to be a 
rem ote se rv ic e  b ut w h ich  can a lso  act as a f u lly  autonom ous so ftw are agent. U n lik e  m o b ile  code 
o r o b jects, an autonom ous m o b ile  agent can d ecid e  b y it s e lf  the ap p ro p riate  node o f  m ig ra tio n  o r 
au to n o m o usly e q u ip  it s e lf  w ith  the ap p ro p riate  n e tw o rk m anagem ent fu n c tio n a lity  m o d ules b efo re 
m ig ra tin g . C o n tin u in g  its  o p e ra tio n  at the m anaged node the agent fu rth e r dem onstrates its  
autono m o us c a p a b ilitie s  in  the form  o f  autono m o us m anagem ent o p e ra tio n , in te llig e n t adaptation 
to the e n viro n m en t and in te llig e n t co lla b o ra tio n , as w e w ill d iscu ss in  m ore d e ta il late r in  th is  
chapter. W e  term  th is  strategy ‘ C o n stra in e d ’ m o b ility  s in ce  an agent, up on its  cre a tio n  at a c lie n t 
s ite , in te n d s to m igrate to a s in g le  n e tw o rk  elem ent w h ere its  e xe cu tio n  is  co n fin e d  
[B o h o 0 0 c][B o h o 0 0 b ][B o h o 0 0 a ]. In  co n trast w ith  p re v io u s w o rk  on g en eral m ig ra tio n  m od els fo r 
m o b ile  co d e, co n stra in e d  m o b ility  is  a strateg y s p e c ific  to m o b ile  ag ent-based netw o rk 
m anagem ent, in v o lv in g  a m in im u m  o f  three agents and in co rp o ra tin g  sin g le -h o p  m o b ility  as w e ll 
as autonom ous o p eratio n . In  its  sim p le st fo rm , co n strain e d  m o b ility  in v o lv e s  one m o b ile  agent 
and tw o sta tio n ary  agents w ith  the fo llo w in g  ro le s (F ig u re  4 -1 ):
• M a ste r A g en t: S tatio n ary  agent that in itia te s a m anagem ent task and h a n d les in te ra ctio n s 
w ith  the u ser o r c lie n t a p p lic a tio n .
• W o rk e r A g en t: A  m o b ile  agent in itia te d  b y  the M a ste r and e q u ip p e d  w ith  the re q u ire d  
m anagem ent lo g ic , m ig ra tin g  and e xe cu tin g  its task in  the ap p ro p riate  rem ote node. A n y  
reports o r n o tific a tio n s generated are rem o tely  tra n sfe rre d  fro m  the W o rk e r to the M a ste r 
agent.
• T arg et A g en t: S tatio n ary  agent that p re -e x ists  at the targeted n e tw o rk  elem ent, a llo w in g  
W o rk e rs to a cce ss a n um ber o f  re q u ire d  ne tw o rk elem ent reso u rces.
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T h e  sin g le -h o p  m ig ra tio n  in v o lv e d  in  co n stra in e d  m o b ility  m eans that a n y  co n ce rn s o n  m o b ile  
agent m ig ra tio n  o ve rh ea d s are m in im ize d . C o n stra in e d  m o b ility  is  no t su ita b le  fo r sho rt-term  
re p e titiv e  tasks as a  fre q u e n tly  repeated  sin g le -h o p  agent m ig ra tio n  fo llo w e d  b y  autonom ous 
e xe cu tio n  and te rm in a tio n  ca n  re su lt in  s ig n ific a n t m ig ra tio n  o ve rh ead s. T h e  p e rfo rm a n ce  
co n ce rn s re la tin g  to the sin g le -h o p  m ig ra tio n  o f  co n stra in e d  m o b ility  b ecom e le ss  s ig n ific a n t as 
the tim e spent b y  the agent in  the targeted  n e tw o rk  elem ent in cre a se s. Id e a lly , fo r  m any n e tw o rk  
m anagem ent tasks w e  w o u ld  lik e  to sen d  autono m o us agents in  a m anaged n e tw o rk  elem ent and 
le a v e  them  to e xe cu te  o v e r a p e rio d  o f  h o u rs, d ays o r e ven  w e eks. T h e  system  au to n o m o u sly  
h an d les a n y  p ro b le m s, o r ch ang es in  co n d itio n s encoun tered  so  that the need  fo r u se r in te rv e n tio n  
is  m in im ize d . In  a d d itio n  w e w o u ld  lik e  a n e tw o rk  m anagem ent system  that is  p ro g ram m ab le , in  
the sense that w h e n  n e tw o rk  m anagem ent fu n c tio n a lity  is  u pdated  o r req u ire m en ts chang e, the 
system  ca n  p ro g ra m  it s e lf  b y  re p la c in g  the p re v io u s ly  e xe cu tin g  agent w ith  the up dated  o r 
cu sto m ize d  v e rsio n . T h is  is  e x a c tly  the sce n a rio  that agent co n strain e d  m o b ility  se rv e s best.
In  su m m ary, co n strain e d  m o b ility  is  su ite d  fo r lo n g -te rm  n e tw o rk  m anagem ent tasks fo r w h ic h  
p ro g ra m m a b ility  and au to no m y are d e sira b le . S u ch  tasks are p a rtic u la rly  com m on in  n e tw o rk  
m anagem ent (e .g . p e rfo rm a n ce  m o n ito rin g , fa u lt co rre la tio n , in tru sio n  d etectio n , e tc.) an d  thus 
co n stra in e d  m o b ility  se rv e s a p a rtic u la rly  im p o rtan t ro le . T h e  fo llo w in g  se ctio n  p resen ts the 
a p p lic a tio n  o f  co n stra in e d  m o b ility  fo r  m o b ile  ag ent-b ased  p e rfo rm a n ce  m o n ito rin g .
4.1.1 A System for Performance Monitoring
T h e  p e rfo rm a n ce  m o n ito rin g  system  d e ve lo p e d  m o n ito rs the edge no d es in v o lv e d  in  a u se r’ s 
c o n n e c tiv ity  p ath, fo llo w in g  an ap p ro ach  that separates the m anagem ent lo g ic  fro m  n e tw o rk  
te ch n o lo g y  s p e c ific  m o d u les that are lo a d e d  d y n a m ic a lly , as and w h e n  re q u ire d . T h e  fu n c tio n a lity  
fo r p e rfo rm an ce  m o n ito rin g  w e  d e v e lo p e d  fo llo w s  a g e n e ric d e sig n  ap p ro ach  to co n strain e d  
m o b ility  in v o lv in g  the three agent ro le s  as p resen ted  b e lo w  (see F ig u re  4 -2 ):
• M a ste r A g e n t: S ta tio n a ry  agent re sp o n sib le  fo r the in te ra ctio n s betw een the u se r and the 
system . T h e  M a ste r in te ra cts in  b oth d ire ctio n s w ith  the u se r, in it ia lis in g  and c o n tro llin g  
the p e rfo rm a n ce  m o n ito rin g  p ro ce ss and se n d in g  p e rfo rm a n ce  m o n ito rin g  n o tific a tio n s 
and re p o rts that m ay trig g e r an ad ap tatio n  actio n .
• W o rk e r A g e n t: A  m o b ile  agent au to n o m o u sly  eq u ip p e d  w ith  the re q u ire d  m anagem ent 
lo g ic  an d  su p p o rtin g  co n te xt ap p ro p riate  to the u n d e rly in g  n e tw o rk  te ch n o lo g y. F o llo w in g  
a co n strain e d  m o b ility  strateg y the agent su b se q u e n tly  m ig ra te s to the targeted node fo r 
e xe cu tio n . T h e  W o rk e r agent fo r p e rfo rm a n ce  m o n ito rin g  creates a  n u m b e r o f  m o n ito rs o f  
re q u ire d  p e rfo rm a n ce  p aram eters an d  m ig ra te s w ith  them  to the targeted  n e tw o rk  elem ent 
to p e rfo rm  its  task.
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T arg et A g en t: S tatio n ary  agent at the targeted n e tw o rk elem ent a llo w in g  the m o n ito rs to 
access a n um ber o f  re q u ire d  re so u rce s. T h e  T arg et a llo w s p a ssiv e  and a c tiv e  p erfo rm an ce 
m easurem ents. F o r p a ssiv e  m easurem ents the T arg et ‘ w ra p s’ the u n d e rly in g  ne tw o rk 
te ch n o lo g y  a llo w in g  acce ss to ‘ ra w ’ re so u rce s o f  the n e tw o rk elem ent (fo r m easurem ents 
o f  used b an d w id th , lo ss, e tc). F o r a c tiv e  m easurem ents the T arg et p ro v id e s an “ e ch o ”  
fa c ility  that rem o tely re tu rn s a test stream  to the sen der u p o n w h ic h  a m easurem ent can  be 
taken (fo r  m easurem ents o f  d e la y , jitte r, e tc).
IpAppPerformanceMonitoringEvent
IpPerformanceMonitoringRequest
IpPerformanceMonitorinqControl
Network Management Station
Perfonnance Monitoring
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Figure 4-2: A performance monitoring system following a constrained mobility strategy
T h e  u se r o f  th is system  co n tro ls the p e rfo rm a n ce  m o n ito rin g  o p eratio n  and re ce iv e s netw o rk 
p erfo rm an ce even ts in  a g e n e ric m anner. T h e se  e xte rn a l in te rfa ce s and data typ e s in v o lv e d  in  the 
co m m u n icatio n  w ith  the u se r are co m p lia n t w ith  the d e sig n  g u id e lin e s o f  the P a rla y  g ro u p  (see  
F ig u re  4 -3 ). T h is  w as done as a com p lem ent to cu rre n t P a rla y  w o rk  (C o n n e c tiv ity  M a n a g er A P Is  
v e rsio n  2 .1 , [P A R L A Y ]), w h ich  a lth o u g h  s t ill in  p ro g re ss, e n jo y s a stron g  in d u stry  su p p o rt and 
h a s been sele cted  b y  3 G P P  as the b a sis  fo r th e ir O S A  A P Is . In  o rd e r to g a in  w id e r accep tance it is  
im p ortan t fo r an y  n e tw o rk  m anagem ent com ponent d e a lin g  w ith  d iffe re n t n e tw o rk s o r se rv ice s to 
p ro v id e  a g e n e ric set o f  in te rfa ce s that are in  lin e  w ith  cu rre n t sta n d a rd iza tio n  e ffo rts.
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« ln te r fa c e »
IpPerformanceMonitoringControl
in i t ia t e  (task List : TpTaskList, userRef : IpAppPerform anceMonitoringEvent): TpResult 
*laddThreshold(param eterNam e : String, threshold : TpThreshold): TpResult 
i% removeThreshold(parameterName : String, thresholdLevel : d o u b le ): TpResult 
i£changeGranularityPeriod(param eterNam e : String, tim ePeriod : lo n g ): TpResult 
3changeReportPeriod(param eterNam e : String, tim ePeriod : long) : TpResult 
#suspendMonitor(param eterNam e : String) : TpResult 
9resum eMonitor(param eterNam e : String) : TpResult 
Kjfterm inate(): TpResult
< < ln te rfa c e »
Ip Performance Monitoring Request
&Bcreate(): TpResult
ISremove(masterControlName : String): TpResult
< < ln te rfa c e »
IpAppPerformanceMonitoringEvent
;l*report(report TpReport) : TpResult 
% iotification(notification : TpNotification) : TpResult
jStconnectfmasterControlRef: IpPerformanceMonitoringControl, masterControlName : S tr in g ): TpResult
Figure 4-3: Parlay compliant interfaces for performance monitoring
U sin g  the A P I sh o w n  in  F ig u re  4 -3 , a u se r req u est fo r p e rfo rm a n ce  m o n ito rin g  o f  a node is  
in it ia lly  p assed  to the M a ste r agent, w h ic h  in  tu rn  creates a su ita b le  m o b ile  W o rk e r agent. T h e  
W o rk e r agent, based on the g iv e n  p e rfo rm a n ce  param eters, lo a d s the a sso cia te d  Ja v a  c la ss  file s  at 
run tim e. U p o n  co m p le tio n  o f  th is p ro ce ss, the W o rk e r m ig rates to the targeted node w h ere it 
con tacts the T arg et agent that p re -e x ists  in  the node and g iv e s  a cce ss to ‘ ra w ’ p e rfo rm an ce  
in fo rm a tio n . T he W o rk e r in itia te s the o p e ra tio n  o f  a num ber o f  m o n ito rs each re sp o n sib le  fo r the 
m o n ito rin g  o f  a s in g le  p e rfo rm a n ce  param eter and ru n n in g  on a d ed icated  e xe cu tio n  thread. E a ch  
m o n ito r in itia te s its  task w ith  p e rio d ic  req u ests fo r ‘ ra w ’ p e rfo rm an ce  in fo rm a tio n  (ty p ic a lly  
in v o lv in g  co u n te r type v a lu e s) p ro v id e d  b y  the T arg et. B ase d  o n th is in fo rm a tio n  a m o n ito r 
p e rfo rm s m etric m o n ito rin g  fo r a n u m b e r o f  p e rfo rm a n ce  p aram eters (e .g . U se d  B an d w id th , L o ss, 
D e la y , Jitte r, e tc), ch e ck s the th re sh o ld s set and gathers the in fo rm a tio n  p ro d u ce d  in  o rd e r to 
generate rep o rts. W h en a m o n ito r generates a p e rfo rm a n ce  even t (re p o rt o r n o tific a tio n ) th is  is  
passed  fro m  the W o rk e r re m o te ly  to the M a ste r agent and fin a lly  to the u se r o r c lie n t com ponent. 
T h e  rem ote rep o rts o f  the re su lts gathered are generated on a sch e d u le d  b a sis  (e .g . e v e ry  3 0  
m in u te s) w h ile  n o tific a tio n s are sent on the f ly  e v e ry  tim e a p e rfo rm an ce  th re sh o ld  is  trig g e re d .
T h e  fu n c tio n a lity  in c lu d e d  in  the m o n ito rs c a rrie d  b y  the W o rk e r agent is  based on the M e tric  
M o n ito rin g  and S u m m a riza tio n  O p en S ystem s In te rco n n e ctio n  (O S I) S ystem s M anagem ent 
F u n ctio n s (S M F s ) (see  [X 7 3 8 ][X 7 3 9 ] an d  se ctio n  2 .4 .1 ). W h ile  su ch  p e rfo rm a n ce  m o n ito rin g
TpNotification TpReport
%Stime : long 
HithresholdLevel : double 
^typ e  : in t
KSbeginTime : long 
iSendTime : long 
SklataQ : double
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fu n c tio n a lity  is  fix e d  in  O S I S ystem s M anagem ent (O S I-S M ), the lo g ic  in c lu d e d  in sid e  the 
W o rk e r m ay be cu sto m ize d  b y  the u se r e.g. to p ro v id e  a d iffe re n t m od el fo r trig g e rin g  
n o tific a tio n s, b ased  on sem an tic k n o w le d g e  o f  the m o n ito red  re so u rce s. T h e  im portant 
cu sto m isatio n  aspects are d e scrib e d  next.
4.1.2 Customization of the Management Logic
N e tw o rk  elem ents tend to p ro v id e  a set o f  sta n d ard ized  as w e ll as p ro p rie ta ry  o b jects that can be 
accessed  rem o tely  to su p p o rt m anagem ent fu n c tio n a lity . T h e se  are fix e d  and canno t be altered  o r 
extended. In  that sense a n e tw o rk  elem ent can  be ch a ra cte rize d  as a b la c k  b o x w ith  p re ­
program m ed m anagem ent c a p a b ilitie s. W ith  the e v o lu tio n  o f  the te le co m m u n icatio n s in d u stry , w e 
see today su pp o rt fo r d istrib u te d  o b je ct a rch ite ctu re s at the n e tw o rk elem ent le v e l (e .g . [C E M F ]) 
an d  in  the fu tu re, e v e n tu a lly , su p p o rt fo r m o b ile  agent te ch n o lo g ie s w ill a lso  be in c lu d e d . T h e  ke y 
b en efit is  that m o b ile  agents im p lem e n tin g  cu sto m ize d  fu n c tio n a lity  co u ld  m ig rate and execute 
there, aug m en tin g  d y n a m ic a lly  the e le m e n ts’ c a p a b ilitie s. W e  exam in e here h o w  the fu n c tio n a lity  
o f  a m o b ile  agent can be e a s ily  cu sto m ize d  in  th is  system .
« ln te r fa c e »
Monitor Process
3lgetName() 
K$monitor()
CustomMonitor
Figure 4-4: Allowing programmable performance monitoring logic
C u sto m ize d  fu n c tio n a lity  can  be p ro v id e d  in  an o b ject that in h e rits  the fu n c tio n a lity  o f  the 
standard M o n ito r p ro v id e d  in  the system . In  F ig u re  4 -4  w e see an e xa m p le  C u sto m M o n ito r c la ss  
that can extend  the stand ard  m o n ito rin g  fu n c tio n a lity  b y  in h e ritin g  fro m  the standard M o n ito r 
c la ss  p ro v id e d  b y  the system . In  a d d itio n  b y im p lem e n tin g  the M o n ito rP ro ce ss in te rfa ce  as show n 
in  th is fig u re  the C u sto m M o n ito r ca n  a lso  o v e rrid e  the m o n ito rin g  b e h a v io u r o f  the standard 
m o n ito r in  o rd er to in tro d u ce  its  o w n  cu sto m ize d  ap p roach.
T h e  standard m o n ito r p ro v id e d  b y  the system  a lre a d y  su pp o rts autonom ous cu sto m isa tio n  as an y 
p erfo rm an ce param eter in v o lv e d  is  sele cted  and lo ad ed  d y n a m ic a lly  at ru n tim e . T h is  a llo w s the 
m o n ito r to keep a g e n e ric  v ie w  o f  its  n e tw o rk  m anagem ent task and use a su ita b le  p erfo rm an ce 
p aram eter im p lem e n tin g  a cu sto m ize d  m easurem ent ap p ro ach  re fle c tin g  on a s p e c ific  n e tw o rk 
te ch n o lo g y  o r d iffe re n t m easurem ent m eth o d o lo g ies. In  th is system  new  p e rfo rm a n ce  param eters 
ca n  be w ritte n  b y  e xte n d in g  the P erfo rm an ceP aram eter c la ss  as sh o w n in  the e xa m p le s o f  F ig u re
4 -5 . T he system  does not need p re v io u s  k n o w le d g e  o f  a n y  p e rfo rm an ce  param eter m o d u les, but
Monitor
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instead an y  o f  these can be loaded  d y n a m ic a lly  u sin g  c a p a b ilitie s  o f  the Ja v a B e a n s com ponent 
fram e w o rk [J A V A B ].
Perform a nee Para meter 
(from pm)
(Sgauge : boolean
'vPe rform a nee Pa ra mete r() 
^observe ()
%>String()
$lsGauge()
A?getName()
IPForwardtngRate 
(from param)
SjjflPForwandt ngRate() 
UobserveO
ATMI nputCe 11 Ra te 
(from param )
OneW ayDelay  
(from param )
OneW ayJitter 
(from param )
{account: int
SSpreviousOelay : double = 0.0
W O neW ayJ ItterO 
U observeO
““ ..................... . “
SHtATMInputCellRate()
BlobserveO
flO n eW ay D e lay ()
U observeO
Figure 4-5: Context specific performance parameters
4.2 Weak Mobility and Strong Mobility
T h e  stu d y on m u lti-h o p  agent m o b ility  b ased  on n e tw o rk m anagem ent req u ire m en ts, p re v io u s 
w o rk  on m o b ile  cod e and an a n a ly s is  o f  m o b ile  agent attrib u tes re su lte d  in  re fin e d  ‘ W e a k ’ and 
‘ S tro n g ’ m o b ility  d e fin itio n s  [BohoO O b]. A g en t-b ase d  netw o rk m anagem ent fo llo w in g  a w eak and 
strong m o b ility  strategy in v o lv e s  an agent that m ig rates in to  a n um ber o f  targeted no des fo r 
autonom ous e xe cu tio n . T h e  im p o rtan t d iffe re n ce  betw een the tw o is  that in  stron g  m o b ility  the 
agent c a rrie s  w ith  it state in fo rm a tio n  that can  in flu e n c e  its cu rre n t o r fu tu re  b e h a v io u r. F ig u re  4 -6  
d ep icts the sequence o f  o p e ra tio n  and agent co n fig u ra tio n  in v o lv e d , in  term s o f  the ab stract 
M aster, W o rk e r and T arg et agent ro le s, as d e scrib e d  e a rlie r. T h e se  strateg ie s fo r m o b ile  agent- 
based n e tw o rk m anagem ent p resen t som e im p ortan t d iffe re n ce s fro m  the g e n e ral ca te g o riza tio n s 
o f  w eak and stron g m o b ility  o f  m o b ile  co d e as p resented  b y  Fuggetta et a l in  [F u g g 9 7], In  th is 
e a rlie r w o rk , m od els o f  so ftw a re  m o b ility  rela te  to ‘ ag e n ts’ that are m e re ly  so ftw a re  com ponents 
w ith  the a b ility  to m ove betw een d iffe re n t e xe cu tio n  e n viro n m en ts. T h is  is  in  co n trast w ith  the 
v ie w p o in t o f  th is  th e sis and the in te llig e n t d istrib u te d  system s co m m u n ity , co n sid e rin g  the 
d iffe re n ce  betw een an agent and an o b je ct in  term s o f  autonom ous o p eratio n .
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Figure 4-6: Weak and strong mobility for mobile agent-based network management
A n o th e r im p ortan t d iffe re n ce  w ith  the v ie w s o f  th is  th e sis is  that, Fu gg etta et a l b in d  stron g 
m o b ility  w ith  a tra n sfe rre d  state that re fle c ts  the ru n -tim e  im age o f  a com ponent tra n sfe rre d  as a 
w h o le , in c lu d in g  its e xe cu tio n  state (i.e ., p ro g ram  co u n te r, c a ll sta ck , e tc.). T h e re  is  one im portant 
p ro b lem  in  the co n te xt o f  netw o rk m anagem ent asso cia te d  w ith  th is v ie w . T h e  tra n sfe r o f  su ch  a 
ru n -tim e  im age re su lts in  a v e ry  la rg e  m ig ra tio n  o verh ead , not su ite d  fo r n e tw o rk  m anagem ent 
system s that in  p rin c ip le  sh o u ld  p e rfo rm  th e ir task w ith  the m in im u m  p o ssib le  im p act on the 
m anaged n e tw o rk. T h e  in cre a se d  lo w  le v e l co m p le x ity  and larg e  p e rfo rm an ce  co sts have in  fact 
le d  p o p u la r m o b ile  code lan g u ag es su ch  as Ja v a  and the .N E T  to re fra in  fro m  su p p o rtin g  stron g  
m o b ility  in  th is m anner. D e sp ite  th is, the e ffe ct re su ltin g  fro m  stron g  m o b ility , (i.e . in v o lv in g  
agents that m igrate and e x h ib it b e h a v io u r b ased  on p re v io u s state) can be e ffic ie n tly  supp o rted  
thro ug h the use o f  c la ss  attrib u tes re fle c tin g  the agent state. S u ch  attrib u te s, p re se rve d  betw een 
m ig ra tio n s, desig nate the agent state re q u ire d  fo r asso cia te d  actio n s to be fo llo w e d .
In  another d ire ctio n , p ro p o sa ls a p p e a rin g  in  recent rese arch  w o rk  (e .g . P h D  th e sis b y  G a v a la s 
[G a v a O l], [S ah a 9 9 ], e tc) d e scrib e  an o p e ra tio n a l m odel in v o lv in g  an agent that retu rn s to the 
netw o rk m anagem ent statio n  fo r re p o rtin g  and term in atio n , as sh o w n in  the le ft p art o f  F ig u re  4 -7 . 
T h is  is  in  co n trast w ith  the v ie w  o f  th is  th e sis that an agent sh o u ld  o n ly  m ig rate i f  a task needs to 
be executed  at its  d e stin atio n  (an d  the lo g ic  to p e rfo rm  the task is  not a lre a d y  there o f  co u rse ). In  
the a u th o r’ s v ie w , an agent sh o u ld  n e v e r m ig rate in  o rd e r to d e liv e r a rep o rt b ut u n fo rtu n a te ly  th is 
is  a freq u en t m istake m ade b y  d e sig n e rs/d e v e lo p e rs o f  m o b ile  agent system s. In  the ap p roach 
p ro p o sed  b y  th is  th e sis and sh o w n  in  the rig h t part o f  F ig u re  4 -7 , the agent co u ld  save the 
o ve rh ea d s o f  th is  m ig ra tio n  b y  re m o te ly  se n d in g  rep o rts to the n e tw o rk m anagem ent statio n. In  
a d d itio n , fo r re p e titiv e  tasks the agent can  co n tin u e  its  o p e ratio n  b y  v is it in g  the no des b a ck w ard s, 
p e rfo rm in g  a task o r c o lle c tin g  in fo rm a tio n  and fin a lly  sen d in g  a rem ote rep o rt at its  last v is it. T h e
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o p e ratio n  can be repeated as m any tim es u n til 
au to n o m o usly o r th ro ug h  m anager in te rv e n tio n ).
Earlier model of operation
a term in atio n  d e c isio n  is  m ade (i.e . e ith e r
Proposed model of operation
Figure 4-7: Differences in operational modes relating to earlier approaches proposals
In  o rd er to d e p lo y  w e ak  o r stro n g  m o b ility  e ffic ie n tly  the n e tw o rk m anagem ent tasks execu ted  at 
each no de sh o u ld  re q u ire  a sh o rt tim e to com p lete in  o rd er to ensure re sp o n siv e n e ss. T h is  is  
im p ortan t as in  w e ak  and stro n g  m o b ility  a s in g le  c y c le  o f  the system ’ s o p e ra tio n  ty p ic a lly  
in v o lv e s  the e xe cu tio n  in  a ll o f  the intend ed  no des. W e ak  and stro n g  m o b ility  are thus su ite d  fo r 
short-term  tasks, fo r w h ich  p ro g ra m m a b ility  an d  autono m y are d e sire d . D u e  to the m u ltip le  
m ig ra tio n s in v o lv e d , the size  o f  a m o b ile  agent o p e ra tin g  in  th is  m ann er sh o u ld  be kept sm a ll.
Som e th e o re tica l w o rk  and sim u la tio n  re su lts  o n m u lti-h o p  agent m ig ra tio n  re la tin g  to fu tu re 
a p p lic a tio n s and e n viro n m en ts h ave  sh o w n  p o sitiv e  re su lts  fo r the use o f  m u lti-h o p  m o b ility , as 
show n in  the th e sis o f  L io tta  [L io tO lb ]. F u rth e r to th is  and d esp ite  e ffo rts fro m  the au th o r o f  th is  
th e sis and recent re se arch , the re su lts  on the p ra c tic a l im p act o f  w e ak and stro n g  m o b ility  on 
cu rre n t an d  em erg in g  n e tw o rk m anagem ent sce n a rio s h ave  not been p a rtic u la rly  e n co u rag in g . F o r 
in stan ce, le t’s co n sid e r a ty p ic a l sh o rt-term  task o f  Q oS co n fig u ra tio n  o f  n e tw o rk  n o des in v o lv e d  
in  a u s e r’ s c o n n e c tiv ity  path. T h e  lo g ic  to p e rfo rm  th is task is  s u ita b ly  o p e ra tin g  in  a sta tic 
m anner, re s id in g  in  each n e tw o rk node. A  rem ote req uest fo r Q oS co n fig u ra tio n  a rriv in g  at each 
no de is  m uch  m ore e ffic ie n t than a n y  m ig ra tio n  o ve rh ead s in c u rre d  b y  e ven  the sm a lle st agent. 
F u rth e r, i f  p ro g ra m m a b ility  is  re q u ire d  fo r th is  Q o S co n fig u ra tio n  lo g ic , co n stra in e d  m o b ility  can 
be su ita b ly  d e p lo ye d  au to n o m o u sly  b y  the system  re -c o n fig u rin g  o r u p d a tin g  itse lf.
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4.3 Autonomous Agent Behavior
C o m p ared  to m o b ile  co d e an d  o b je cts, au to no m y rep rese n ts an  im p o rtan t attrib u te in tro d u ce d  b y  
m o b ile  agents. T h e  fie ld  o f  a rt ific ia l in te llig e n c e  has p ro d u ce d  a  la rg e  n u m b e r o f  a lte rn a tiv e  
ap p ro ach es in tro d u c in g  ‘ in te llig e n t’ so ftw a re  b e h a v io u r (e .g . n e u ra l n e tw o rk s, g e n e tic a lg o rith m s, 
sw arm  in te llig e n c e , e tc). N o  s in g le  a p p ro a ch  has ye t m anaged to separate fro m  the re st; som e ca n  
ta ck le  a  s p e c ific  p ro b le m  better, a lth o u g h  in  m an y  ca se s a  re la tiv e  ad vantage m a y  n o t be o b v io u s. 
T h e  sam e situ a tio n  a p p lie s fo r agent au to n o m y, in flu e n c e d  b y  the sam e ap p ro ach es an d  h u rd le s o f  
a rt ific ia l in te llig e n c e . T ra d itio n a l A .I.  te ch n iq u e s ca n  e a s ily  re su lt in  la rg e , p ro ce ssin g  in te n siv e  
an d  co m p le x p ro g ram s that w e  o ften  w an t to a v o id  in  the n e tw o rk  e n viro n m e n t w ith in  w h ic h  
so ftw a re  agents re sid e . In  these lin e s  p io n e e rin g  re se a rch e rs o f  so ftw a re  agents (e .g . [L a sh 9 4 ]) 
a c cu ra te ly  ch a ra cte rize d  agents as “ se m i-in te llig e n t”  e n titie s, e x h ib itin g  o n ly  a ‘w e ig h te d ’ le v e l o f  
co m p u ta tio n al in te llig e n c e , a im in g  to ke ep  p e rfo rm a n ce  o verh ead s w ith in  re a so n ab le  le v e ls .
E a c h  agent o f  a  n e tw o rk  m anagem ent system  ca n  e x h ib it autono m o us b e h a v io u r in  the fo rm  o f  
autono m o us m anagem ent o p e ra tio n , in te llig e n t ad ap tatio n to the e n viro n m e n t an d  in te llig e n t 
co o p eratio n . W e  d e scrib e  these in  d e ta il an d  fo r the co n te xt o f  p e rfo rm a n ce  m anagem ent in  the 
se ctio n s that fo llo w . W ith in  th is  co n te xt an d  sco p e  the au th o r has s u c c e s s fu lly  a p p lie d  an 
ap p ro ach  that fo llo w s , as a p p ro p ria te , the three fo rm s o f  autonom ous b e h a v io u r in  co m b in a tio n  
w ith  a co n stra in e d  agent m o b ility  strateg y. T h is  has re su lte d  in  p e rfo rm a n ce  m anagem ent system s 
w ith  d istin g u ish a b le  b e n e fits co m p ared  to m o b ile  co d e an d  m o b ile  o b je ct ap p ro ach es, as w e  w ill 
p resen t in  m ore d e ta il la te r in  ch ap te r 5 .
4.3.1 Autonomous Management Operation
T h is  in v o lv e s  autono m o us o p e ra tio n s a p p lie d  to a m anagem ent ta sk  co m b in e d  w ith  the d e c isio n  
lo g ic  that trig g e rs them . T h e se  are  tig h tly  co u p le d  w ith  a s p e c ific  n e tw o rk  m anagem ent ta sk  (e .g . 
p ro -a c tiv e  th re sh o ld  n o tific a tio n s in  p e rfo rm a n ce  m anagem ent, autonom ous (re -) co n fig u ra tio n  o f  
the param eters o f  a s p e c ific  m anagem ent ta sk , e tc). In  the fo llo w in g  se ctio n s w e  d e scrib e  su ch  
autonom ous o p e ra tio n s in  the co n te xt o f  p e rfo rm a n ce  m o n ito rin g .
4.3.1.1 Initial Task Configuration
A  p e rfo rm an ce  m anagem ent system  o fte n  se rv e s c lie n t a p p lic a tio n s w ith  a ro le  that fo cu se s on 
s e rv ic e  m anagem ent issu e s. S u ch  c lie n t com p on en ts h a ve  lim ite d  c a p a b ilitie s  o f  a ssistin g  the 
in it ia l c o n fig u ra tio n  p ro ce ss o f  p e rfo rm a n ce  m anagem ent. Id e a lly , in  su ch  ca se s a p e rfo rm a n ce  
m anagem ent com ponent sh o u ld  h a ve  the autono m o us lo g ic  to co n fig u re  m ost o f  its  in itia lis a tio n  
param eters. T h e  system  p resen ted  in  th is  th e sis e x h ib its  th is  autonom ous b e h a v io u r b ased  o n  the 
fo llo w in g  re q u ire d  e xte rn a l in p u t:
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•  T h e  re q u ire d  Q oS p ro v id e d  b y  the c lie n t com ponent: T h is  is  a  h ig h  le v e l in d ic a to r o f  Q oS 
s p e c ifie d  a cco rd in g  to 3 G P P ’ s ‘ c o n v e rsa tio n a l’ , ‘ stre a m in g ’ , ‘ in te ra c tiv e ’ o r ‘b a ck g ro u n d ’ 
se rv ic e  Q oS cla sse s. T h is  in p u t is  the o n ly  req u ire m en t that p e rfo rm a n ce  m anagem ent 
p la ce s o n  the c lie n t an d  it  is  c ru c ia l fo r the ap p ro p riate  co n fig u ra tio n  o f  n e tw o rk  m o n ito rs. 
A s  the c lie n t ty p ic a lly  fo cu se s o n  s e rv ic e  m anagem ent tasks d e p e n d in g  o n  n e tw o rk  Q o S , 
it  is  n a tu ra l to be a lre a d y  aw are o f  S e rv ic e  Q o S  in fo rm a tio n . In  th is  sen se the req u ire m en t 
o f  p ro v id in g  the s e rv ic e  Q oS to p e rfo rm a n ce  m anagem ent is  n o t an a d d itio n a l b u rd e n  to 
d ie  c lie n t.
• N e tw o rk  T y p e  an d  a v a ila b le  re so u rce s: D iffe re n t n e tw o rk  te ch n o lo g ie s re q u ire  d iffe re n t 
m o d ules o f  p e rfo rm a n ce  p aram eters im p lem ented  to a cce ss te ch n o lo g y  s p e c ific  ‘ ra w ’ 
re so u rce s and p e rfo rm  sim p le  c a lc u la tio n s  p ro d u c in g  in fo rm a tio n  that is  fu rth e r p ro ce sse d  
g e n e tic a lly  b y  the m e tric  m o n ito rin g  lo g ic . T h e  p e rfo n n a n ce  m anagem ent com ponent 
separates s p e c ific  an d  g e n e ric  p a rts o f  its  fu n c tio n a lity  so that the sam e g e n e ric  p art ca n  
lo a d  d iffe re n t s p e c ific  m o d u le s as re q u ire d  and coo p erate w ith  them . In  a d d itio n , som e 
co n fig u ra tio n  m anagem ent in fo rm a tio n  sh o u ld  be o b tain e d  in  o rd e r to  co n fig u re  
a p p ro p ria te ly  the m e tric  m o n ito rin g  p ro ce ss o f  the sele cted  p e rfo rm a n ce  p aram eters. F o r 
exam p le  i f  the tra ffic  u tiliz a tio n  o n  a n e tw o rk  in te rfa ce  needs to be m o n ito red , then the 
in te rfa ce  speed  n eeds to  be k n o w n  in  o rd e r to  set ap p ro p riate  th re sh o ld s.
4.3.1.2 Proactive Monitoring Behaviour
T h e re  e x is t  som e sce n a rio s w h e re  a c lie n t o f  p e rfo n n a n ce  m anagem ent w o u ld  lik e  to be n o tifie d  
o f  a ten d en cy o f  n e tw o rk  p e rfo n n a n ce  b efo re  the c r it ic a l even t o f  a th re sh o ld  cro ssin g  o ccu rs. F o r 
in sta n ce , a v id e o  tra n sfe r s e rv ic e  u s in g  the p e rfo n n a n ce  m o n ito rin g  c a p a b ilitie s  m ay w an t to b e 
p ro -a c tiv e ly  an d  g ra d u a lly  in fo rm e d  o f  d e te rio ra tin g  n e tw o rk  co n d itio n s in  o rd e r to sm o o th ly  
adapt th e q u a lity  o f  the transm itted  v id e o  (e .g . b y  ch a n g in g  co d in g  asp ects o f  the v id e o  
tra n sm issio n ). In  o rd e r to p ro v id e  su ch  a  c a p a b ility , the p e rfo rm a n ce  m anagem ent com ponent is  
e q u ip p e d  w ith  autono m o us lo g ic  that id e n tifie s  p e rfo rm a n ce  te n d e n cie s that d esig n ate a lik e ly  
im m in en t th re sh o ld  c ro ssin g . I f  su ch  a ca se  is  id e n tifie d , a s p e c ia l p ro -a c tiv e  n o tific a tio n  is  sent to 
the c lie n t n o tify in g  o f  the even t detected as w e ll as the p ro x im ity  to the th re sh o ld  le v e l. In  
a d d itio n , w h e n  e v e n tu a lly  the th re sh o ld  le v e l is  e xceed ed , the system  w ill au to n o m o u sly  re ­
co n fig u re  a  new  th re sh o ld  in  a w a y  that the cu rre n t tra ffic  le v e ls  are a lw a y s b o u n d  w ith in  an u p p e r 
a n d  a lo w e r th re sh o ld .
4.3.1.3 Selection of Migration Destination
T h e  p e rfo n n a n ce  m anagem ent syste m  has the re s p o n s ib ility  to in stru c t the ap p ro p riate  m ig ra tio n  
o f  an agent e q u ip p e d  w ith  m anagem ent lo g ic . T h e  d e c isio n  is  b ased  o n  p e rfo rm a n ce  an d
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co n fig u ra tio n  m anagem ent in fo rm a tio n . In it ia lly , p e rfo rm a n ce  m anagem ent n eed s to co n sid e r a ll 
k n o w n  h o sts in  a su b -n e tw o rk  e q u ip p e d  w ith  a  su ita b le  agent e xe cu tio n  e n viro n m en t. T o d a y , 
n e tw o rk  elem ents do no t y e t p ro v id e  su p p o rt fo r an agent e xe cu tio n  e n viro n m e n t b u t a  n e tw o rk  o f  
in te rco n n e cted  w o rk sta tio n s, fo rm in g  a D a ta  C o m m u n ica tio n  N e tw o rk  (D C N ) in  T M N  term s, ca n  
be co n v e n ie n tly  set-u p  fo r th is  p u rp o se  a lo n g  w ith  the m anaged n e tw o rk. G iv e n  the k n o w le d g e  o f  
a  n um ber o f  a lte rn a tiv e  n o des to m ig ra te , the se le ctio n  o f  the m ost su ita b le  no de is  m ade b ased  o n  
a co m p ariso n  o f  p e rfo rm a n ce . T h e  m ost e ffic ie n t no de m ay be sele cted  as a  re s u lt o f  a n u m b er o f  
param eters su ch  as d e la y  betw een th is  an d  the m anaged n e tw o rk  elem ent, m em ory u tiliz a tio n , 
num ber o f  agents c u rre n tly  e xe cu tin g , etc.
4.3.2 Intelligent Adaptation to the Environment
A n  ad ap tab le and fa u lt to le ra n t agent sh o u ld  take in to  acco u n t the d y n a m ic e n viro n m e n t w ith in  
w h ic h  it  operates an d  au to n o m o u sly  d e a l w ith  ch a n g in g  co n d itio n s (e .g . rem ote co m m u n icatio n  
fa ilu re s , re q u ire d  updates o f  m anagem ent m o d u les, u n a v a ila b ility  o f  c o lla b o ra tin g  agents, e tc). In  
su ch  c r it ic a l circu m sta n ce s, a ty p ic a l o b ject-b ased  n e tw o rk  m anagem ent system  is  h ig h ly  
dependent on the in te rv e n tio n  o f  a  n e tw o rk  a d m in istra to r o r c lie n t a p p lic a tio n . A n  ag ent-b ased  
system  o n  the o th e r hand  sh o u ld  attem pt to re so lv e  a n y  p ro b le m  b y  it s e lf  an d  b e p rep are d  to take 
fa llb a c k  m easu res. T h e  au th o r has created  the taxo n o m y  p resen ted  b e lo w  in  o rd e r to a n a ly se  the 
issu e  in  a  g e n e ric  m ann er that ca n  be a p p lie d  to d iffe re n t n e tw o rk  m anagem ent co n te xts.
A n  ag ent-based n e tw o rk  m anagem ent system  co n ta in s so ftw a re  e n titie s that depend on an 
e n viro n m en t that co n sists o f  the fo llo w in g :
• C o lla b o ra to rs: L o c a l so ftw a re  e n titie s w ith  w h ic h  c o lla b o ra tio n  is  re q u ire d  in  o rd e r to 
a c h ie v e  a m anagem ent task.
• C o rresp o n d e n ts: R em ote so ftw a re  e n titie s w ith  w h ic h  co m m u n icatio n  o f  in fo rm a tio n  is  
re q u ire d .
• U se r: T h e  u se r o f  the m anagem ent system , e ith e r a p e rso n  o r a c lie n t a p p lic a tio n .
• M anag ed  N o d e s: T h e  n e tw o rk  n o d es a sso cia te d  w ith  a  c o n n e c tiv ity  p ath and re q u ire  som e 
m anagem ent tasks. T h e y  p ro v id e  the co m p u ta tio n al and m anagem ent re so u rce s re q u ire d .
F o r a n y  agent in v o lv e d  in  a n e tw o rk  m anagem ent ta sk , there e x ist 6 b a sic  e n viro n m e n t-re late d  
req u ire m en ts as d e scrib e d  b e lo w :
• P ro x im ity : M anag em en t lo g ic  sh o u ld  e xecu te as c lo se  to the re q u ire d  re so u rce s as 
p o ssib le , id e a lly  lo g ic  an d  re so u rce s sh o u ld  be co -lo ca te d .
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• A v a ila b ility  o f  C o lla b o ra to r: A  m anagem ent agent t y p ic a lly  depend s o n  the c o lla b o ra tio n  
w ith  other agents o r o b je cts.
• A v a ila b ility  o f  C o rresp o n d e n t: T h e  o p e ra tio n  o f  a  m anagem ent agent t y p ic a lly  in v o lv e s  
rem ote co m m u n ica tio n  w ith  o th er agents o r o b jects.
• R e so u rce  A v a ila b ility : M anag em en t lo g ic  depends o n the a v a ila b ility  o f  a re q u ire d  
re so u rce  (fix e d  w ith in  a s p e c ific  n e tw o rk  elem ent).
• A v a ila b ility  o f  L o g ic : A  m anagem ent agent c ru c ia lly  depends o n  a m o d u le  co n ta in in g  the 
re q u ire d  m anagem ent lo g ic .
• A v a ila b ilit y  o f  O p e ra tio n a l R e so u rce s: T h is  in c lu d e s a n y  re so u rce s at a n e tw o rk  node 
re q u ire d  fo r the e xe cu tio n  o f  a n  agent task.
A  g o a l-o rie n te d , ad ap tab le, au tono m o us and fa u lt to le ra n t agent sh o u ld  take ca re  o f  ad d re ssin g  a ll 
these req u ire m en ts ta k in g  a lso  in to  a cco u n t that in  a  d yn a m ic e n viro n m e n t som e req u ire m en ts 
m ay no t b e m et. In  su ch  a case  a n o rm a l p ro g ra m  w o u ld  re p o rt fa ilu re  an d  term in ate, the u se r 
sh o u ld  re c tify  a n y  p ro b lem s an d  re sta rt the system  w ith  the e xp ected  co n d itio n s. A n  agent system  
o n  the o th e r h an d  sh o u ld  attem pt to re s o lv e  a n y  p ro b le m  b y  its e lf, fin d  a fa llb a c k  so lu tio n  and 
g iv e  up o n ly  w h e n  the ta sk  is  im p o ssib le  w ith in  reaso n . T h e re  are a set o f  g e n e ric  p ro b le m s, 
so lu tio n s, f a ll b a ck  so lu tio n s an d  d ead  end s that sh o u ld  a p p ly  fo r the m anagem ent agents o f  a 
nu m b er o f  n e tw o rk  m anagem ent system s. T h e se  are e xa m in ed  b e lo w , in  re la tio n  to the 6 
req u ire m en ts p resen ted :
P ro x im ity :
1. Migration Denied:
• Solution: M ig ra te  to a n e a rb y  a lte rn a tiv e  node.
• Fallback: O perate fro m  no de o f  cre a tio n .
• Side effect: In fo rm  m an a g in g  e n tity , p e rio d ic a lly  re-attem pt.
2. Runtime Environment Unavailable:
• Solution: M ig ra te  to a n e a rb y  a lte rn a tiv e  node.
• Fallback: O perate fro m  no d e o f  o rig in .
• Side effect: In fo rm  m an a g in g  e n tity , p e rio d ic a lly  re-attem pt.
3. Network Node Inaccessible:
• Solution: N o n e .
• Fallback: N o n e .
• Side effect: In fo rm  m an a g in g  e n tity , p e rio d ic a lly  re-attem pt.
Availability of Collaborator:
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1. Collaborator Unavailable:
• Solution: R e q u e st fo r a co lla b o ra to r (cre a tio n  and m ig ra tio n  o f  a 
su ita b le  co lla b o ra to r ca n  fo llo w ).
• Fallback: N o n e .
• Side effect: In fo n n  m an ag in g  e n tity .
Availability of Correspondent:
1. Correspondent Unavailable:
• Solution: R e q u e st fo r a  co rresp o n d e n t (cre a tio n  an d  m ig ra tio n  o f  a 
su ita b le  co rresp o n d e n t can  fo llo w ).
• Fallback: N o n e .
• Side effect: In fo rm  u se r.
2. Remote Communication Failure:
• Solution: N o n e .
•  Fallback: C o n tin u e  o p e ra tio n , re ta in  in fo n n a tio n  in te n d ed  fo r 
co m m u n icatio n .
• Side effect: P e rio d ic a lly  re-attem pt.
Resource Availability:
1. Resource Unavailable:
• Solution: N o ne.
• Fallback: N o ne.
• Side effect: In fo n n  m an a g in g  e n tity , p e rio d ic a lly  re-attem pt.
Availability of Logic:
1. Logic Unavailable:
• Solution: R e q u e st fo r m anagem ent lo g ic  m o d ules.
• Fallback: N o n e .
• Side effect: In fo rm  m an ag in g  e n tity.
2. Logic Update Required:
• Solution: S u sp en d  and req u est fo r m anagem ent lo g ic  m o d u les.
• Fallback: C o n tin u e  o p e ra tio n  as is .
• Side effect: In fo rm  m an a g in g  e n tity , p e rio d ic a lly  re-attem pt.
Availability of Operational Resources:
I. Critical Resource Utilization:
• Solution: R e le a se  som e re so u rce s.
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• Fallback: M ig ra te  to a  n e a rb y  a lte rn a tiv e  node.
♦  Side effect: In fo rm  m an a g in g  e n tity , i f  a ll b a ck  is  fo llo w e d  
p e rio d ic a lly  ch e ck  re so u rce s fo r a m ig ra tio n  b ack .
W e  n o w  e xa m in e  h o w  these re q u ire d  ad ap tatio n  c a p a b ilitie s  c o u ld  be in co rp o ra te d  w ith in  a 
n e tw o rk  m anagem ent agent. A  u s e fu l ap p ro ach  to fo llo w  has been p resen ted  b y  M a e s [M a e s9 1] 
and is  b ased  o n the d e fin itio n  o f  a n  ag ent as a  set o f  m o d u les w ith  d iscre te  re s p o n sib ilitie s, ten n e d  
‘ com petence m o d u le s’ . L e t’ s  c o n sid e r a  W o rk e r agent re sp o n sib le  fo r a ce rta in  n e tw o rk  
m anagem ent ta sk . S u ch  an agent m ay c o n sist o f  three com petence m o d u les:
• A  C a rrie r M o d u le : R e sp o n sib le  fo r the in it ia l m ig ra tio n  o r an y  su b se q u e n t re -lo c a tio n  o f  
the agent.
• A  M anag em en t M o d u le : In v o lv e s  the co n v e n tio n a l and autono m o us asp ects o f  a s p e c ific  
n e tw o rk  m anagem ent task.
• A n  E n viro n m e n t M o d u le : In  c o lla b o ra tio n  w ith  the tw o o th er m o d u le s takes d e cisio n s to 
adapt w ith in  a g iv e n  e n viro n m e n t an d  a lso  e xecu tes the re la te d  a c tio n s (th is  is  the m o d ule 
h a n d lin g  the so lu tio n s, f a ll b a ck s and sid e  e ffe cts m en tio ned  a b o v e ). T h e  a ctio n s tak en  are 
based o n  the a n a ly s is  o f  a c c o rd in g ly  up d ated  agent state. F o r in sta n ce , an agent attrib u te 
re fle c tin g  state and rep rese n ted  as an  a rra y  o f  co n stan ts at som e p o in t m ay co n ta in  the 
v a lu e s:
L O G IC _ U P D A T E _ R E Q U IR E D ,
M O N IT O R S _ S U S P E N D E D ,
W A IT IN G J L J P D A T E J R E S U L T
T h e  up dated  m anagem ent lo g ic  m o d u le  is  e v e n tu a lly  sent to the W o rk e r and it  is  
su b se q u e n tly  in it ia lis e d  a c c o rd in g ly  so  that the m o n ito r’ s o p e ra tio n  is  resum ed . A t  th is  
p o in t the p re v io u s  state v a lu e s  are rem o ved  and re p la ce d  (e .g . w ith  
M O N lT O R S _ R U N N IN G ).
4.3.3 Intelligent Collaboration
In v o lv e s  the u se  o f  an  A g e n t C o m m u n ica tio n  L a n g u a g e  (A C L ) (e .g . the F IP A  A C L  [F IP A ]) fo r 
the c o lla b o ra tio n  betw een agents. T h e  m a in  ad vantage o f  the ap p ro ach  in v o lv e s  the u se  o f  
co m m u n icatio n  m essag es to d e co u p le  agents fro m  in te rfa ce  d ep en d en cies that ca n  b e lim itin g  an d  
in e ffe c tiv e , e s p e c ia lly  w h e n  co m p le x  p ro c e ssin g  o f  d y n a m ic a lly  ch a n g in g  data is  in v o lv e d  (e .g . 
w h e n  co n tracts are n e g o tiated ). W ith in  the p e rfo n n a n ce  m o n ito rin g  system  p resen ted  in  th is  th e sis 
there w e re  o n ly  sim p le  c o lla b o ra tio n  re q u ire m e n ts b etw een the M a ste r, W o rk e r and T a rg e t agents.
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In  th is resp ect th is  b e n e fit is  no t h ig h lig h te d  in  the system  an d  the fu n c tio n a lity  ca n  be re a lise d  
e ffe c tiv e ly  b y  u s in g  c a re fu lly  d e fin e d  in te rfa c e s o f  co m m u n icatio n .
4.4 Conclusions
T h is  ch ap te r presen ted  the strateg ie s o f  co n stra in e d , w e a k  an d  stro n g  m o b ility  s p e c ific a lly  fo r 
m o b ile  agent-b ased  n e tw o rk  m anagem ent. F o r each case, w e  presen ted  the m ode o f  o p e ra tio n , 
s u ita b ility  and asso cia te d  b e n e fits. T h e  d iffe re n ce  betw een the strateg ie s co n sid e re d  in  th is  th e sis 
and e a rlie r p ro p o sa ls m a in ly  re la tin g  to m o b ile  code w as a lso  id e n tifie d . M o st im p o rta n tly , w e 
assert that b y  d e p lo y in g  an  agent co n stra in e d  m o b ility  strateg y w e  can  s u ita b ly  and e ffic ie n tly  
ad d ress the req u ire m en ts o f  the la rg e  m a jo rity  o f  n e tw o rk  m anagem ent ta sk s fo r pro g ram m ab le 
and autonom ous o p e ra tio n . T h e  th e sis p ro p o sa ls  o n  agent autonom ous b e h a v io u r are an im p o rtan t 
com plem ent to o u r m o b ility  strateg ie s. T h e  ap p ro ach es d e scrib e d  p ro v id e  a  ‘w e ig h te d ’ le v e l o f  
co m p u tatio n al in te llig e n c e  a im in g  fo r autono m o us b e h a v io r w ith  accep tab le  p e rfo rm a n ce  
o ve rh ead s. T h e  th e sis p ro p o sa ls o n  autono m o us m o b ile  agents fo r p e rfo rm a n ce  m o n ito rin g  
fo llo w in g  a  co n stra in e d  m o b ility  strateg y are e xa m in e d  and assessed  th ro u g h  p ra c tic a l re se arch  
w o rk , p resen ted  in  ch a p te r 5 that fo llo w s.
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Chapter 5
5 Case Studies and Technology Assessment
T h is  ch a p te r b u ild s  u p o n  the b a sis  o f  ch a p te r 4  w ith  d e scrip tio n s o f  three ca se  stu d ie s that a llo w e d  
a d e ta ile d  p ra c tic a l e v a lu a tio n  o f  the u se fu ln e ss o f  m o b ile  agents. T h e  three case stu d ies p resented  
are  title d  “ A T M -b a se d  A c tiv e  V P N  m anagem ent” , “ Q o S  C o n fig u ra tio n  an d  S L A  A u d itin g  o f  IP - 
D iffS e rv  N e tw o rk s”  and “ Q oS M anag em en t fo r the V irtu a l H om e E n viro n m e n t” . T h e  
d e scrip tio n s p ro v id e d  co v e r the ro le  o f  p e rfo rm a n ce  m anagem ent w ith in  the s p e c ific  e n viro n m en t, 
the m o b ile  agent ap p ro ach  ch o se n  a lo n g  w ith  the b e n e fits an d  d ra w b a ck s o f  the u se  o f  m o b ile  
agents in  the system . T h e  au th o r o f  th is  th e sis su ita b ly  d esig n e d  and im p lem ented  the p e rfo rm an ce  
m anagem ent c a p a b ilitie s  re q u ire d  in  each  o f  the three case stu d ies. T h e  re su ltin g  w o rk  is  
th o ro u g h ly  assessed  th ro u g h  a n u m b e r o f  e xp e rim e n ts and m easurem ents that h ig h lig h t the 
p e rfo rm a n ce  o ve rh ead s o f  m o b ile  agents as com pared  to d istrib u te d  o b je cts an d  m o b ile  code 
ap p ro ach es.
5.1 ATM-based Active VPN management
T h is  case stu d y in v o lv e s  a m o b ile  agent b ased  system  fo r “ a c tiv e ”  m anagem ent o f  a V P N . T h e  
c lie n t o f  th is  V P N  (see  F ig u re  5 -1 ) is  a  g ro u p  o f  co lla b o ra tin g  S e rv ic e  an d  C o nten t P ro v id e rs  
fo rm in g  a V irtu a l E n te rp rise  (V E ). T h e  V E  m akes u se o f  the V P N  o ffe rin g s  o f  a V P N  p ro v id e r 
term ed A c tiv e  V irtu a l P ip e  P ro v id e r (A V P P ) w ith  a  b u sin e ss ro le  s im ila r to a 
T e le co m m u n ica tio n s In fo rm a tio n  N e tw o rk in g  A rch ite ctu re  (T IN A ) R e ta ile r. T h e  A V P P  it s e lf  
m akes u se  o f  the c o n n e c tiv ity  se rv ic e s  p ro v id e d  b y  a n u m b er o f  N e tw o rk  P ro v id e rs  (N P s). T h e  
N P  d o m ain  o f  the case stu d y  co m p rise s co n fig u ra tio n , p e rfo rm a n ce  an d  fa u lt m anagem ent 
fu n c tio n a lity .
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Edge AVP . . . .  Edge
M anaged N ode ATM  VP M anaged N ode
3. Execution of tailor-made management logic / AVP establishment
Figure 5-1: Creation of an Active Virtual Pipe (AVP)
T h e  V P N  p ro v id e d  b y  the A V P P  is  not sta tic as it  w o u ld  ty p ic a lly  be the case tod ay. In ste ad , it 
e x p lo its  m o b ile  agents to p ro v id e  a pro g ram m ab le V P N , ta ilo r m ade to the ch a n g in g  needs o f  the 
V E  [G rif0 0 ][G a li0 2 ][B o h o 0 0 a ]. In it ia lly  the V E  c lie n t co n tacts the A V P P  and requests 
c o n n e c tiv ity  betw een tw o rem ote site s. C o n tract n e g o tiatio n  is  the firs t  co n sid e ra tio n  and th is  is  
h and led  b y  a m o b ile  agent c a rry in g  the V E ’ s req u est to a selected  N P  and n e g o tiatin g  lo c a lly  the 
con tract param eters. A g en t m o b ility  a llo w s  u s to d e ce n tra lize  th is  task b y  se n d in g  the re q u ire d  
n e g o tiatio n  lo g ic  to e xecu te lo c a lly  at a s p e c ific  N P . A g en t autono m y is  m an ifested  in  the form  o f  
in te llig e n t co lla b o ra tio n  betw een the n e g o tiatin g  agents. T h is  is  done in  a g e n e ric m anner thro ug h 
the use o f  o n to lo g y -b ase d  m essages w ritte n  in  F IP A -A C L , in  co n ju n ctio n  w ith  E x te n sib le  M a rk u p  
Lan g u ag e  (X M L ) d e scrip tio n s. T h e  ad van tag e o f  th is ap p roach is  the M oose’ co u p lin g  betw een 
the A V P P  and the N P  that can  s ig n ific a n tly  s im p lify  th e ir in te ra ctio n s and speed up an y 
co lla b o ra tio n  betw een them  on the in tro d u ctio n  o f  new  se rv ice s. I f  the co n tract n e g o tiatio n  phase 
is  su cce ssfu l, a D y n a m ic  C o n n e c tiv ity  M anagem ent (D C M ) in te rfa ce  is  created  fo r the V E  c lie n t, 
a llo w in g  access to V P N  m anagem ent c a p a b ilitie s.
In  th eir b a sic  fo rm , the m anagem ent c a p a b ilitie s  o ffe re d  b y  th is  system  are q u ite  s im ila r to the 
fa c ilitie s  in  T M N  o r T IN A  and ca n  be re a liz e d  th ro ug h  d istrib u te d  o b je cts o r m o b ile  code. 
H o w e v e r, there is  one d istin g u ish in g  ad van tage in  o u r m o b ile  ag ent-b ased  ap p ro ach , re fle c tin g  on 
the w ay the D C M  c a p a b ilitie s  can be cu sto m ize d  u sin g  autonom ous m o b ile  agents. C u sto m isa tio n
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ca n  be h a n d le d  s o le ly  b y  the agent system  in  acco rd a n ce  to V E  req u ire m en ts, o r in  r  la tio n  to 
ta ilo r m ade m anagem ent lo g ic  p ro v id e d  b y  the V E . T h e se  cu sto m ize d  agents are d e p lo ye d  at the 
n e tw o rk  p ro v id e r’ s d o m ain, au to n o m o u sly  m a k in g  an y d e cisio n s s p e c ific  to th e ir lo c a l 
e n viro n m en t. T h is  d im in ish e s the need  fo r in te rv e n tio n  fro m  the V E  an d  a llo w s  the V E  to 
con centrate in  the b u sin e ss e x p lo ita tio n  o f  the V P N  m anagem ent fa c ilit ie s .
A s  m entioned ab o ve , one cu sto m isa tio n  o p tio n  a v a ila b le  is  h a n d led  s o le ly  b y  the agent system  in  
acco rd a n ce  to V E  req u ire m en ts. T h is  is  done b y  W o rk e r agents that au to n o m o u sly  e q u ip  
th em selve s at ru n tim e  (e .g . u s in g  co m p on en t rela te d  te ch n iq u e s su ch  as re fle c tio n , in tro sp e ctio n , 
e tc) and m ig ra te  o n ce  to the targeted  no d e in  a  co n strain e d  m o b ility  m anner. T h e  agent has 
k n o w le d g e  o f  a n u m b e r o f  a v a ila b le  m anagem ent m o d u le s, and se le cts the o n es a p p ro p riate  to the 
s p e c ific  co n te xt. A  m ig ra tin g  agent c a rrie s  a ta ilo r m ade m ix  o f  o n ly  the re q u ire d  c a p a b ilitie s  and 
param eters d ow n to the targeted n e tw o rk  elem ent fo r e xe cu tio n . A s  an e xa m p le , w e  ca n  co n sid e r a 
W o rk e r agent fo r p e rfo rm a n ce  m o n ito rin g  re q u ire d  in  the co n te xt o f  a v id e o -c o n fe re n c in g  s e rv ic e  
o ffe re d  b y  the V E  o v e r an  IP  n e tw o rk . B e ca u se  the se rv ic e  is  dependent o n  pro m p t d e liv e ry  o f  
data, the agent d e cid e s o n  su p p o rtin g  the d e la y  an d  jitt e r  p e rfo n n a n ce  p aram eters an d  w ill then 
e q u ip  it s e lf  w ith  d e la y  an d  jitte r-re la te d  m o d u les d eve lo p e d  fo llo w in g  the IE T F ’ s g u id e lin e s  fo r IP  
p e rfo rm a n ce  m e trics. A d d itio n a lly , o u t o f  the v a rio u s  m anagem ent a lg o rith m s u sed  to p ro ce ss 
in fo n n a tio n  it  se le cts a  u n ifo n n ly  w e ig h te d  m o v in g  averag e sm o o th in g  a lg o rith m , a llo w in g  it  to 
q u ic k ly  id e n tify  p e rfo n n a n ce  tre n d s an d  n o tify  p ro m p tly  w h e n  co n d itio n s d eteriorate.
In  the seco n d  cu sto m isa tio n  o p tio n  a v a ila b le  a  V E  ca n  enhance the system  w ith  its  o w n  ta ilo r 
m ade m anagem ent lo g ic . F o r in sta n ce , re g a rd in g  p e rfo rm a n ce  m anagem ent c a p a b ilitie s, 
cu sto m ize d  m anagem ent lo g ic  co u ld  be d e p lo ye d  to m o n ito r c o n n e c tiv ity  re so u rce s and 
d y n a m ic a lly  re-n eg o tiate  p aram eters su ch  as b an d w id th  in  the case o f  im d e r o r o v e r-u tiliz a tio n . In  
th is  w ay, it  is  p o ssib le  that the ca p a c ity  o f  co n n e ctio n s ca n  be co n fig u re d  d y n a m ic a lly  b y  the V E  
in  acco rd a n ce  w ith  the cu rre n t b u sin e ss a c tiv itie s . In  the case o f  seve re  p e rfo rm a n ce  d e te rio ratio n , 
o r a fa u lt, a  V E  is  g iv e n  the c a p a b ility  to req u est fo r the re-e sta b lish m e n t o f  c o n n e c tiv ity  w ith  a 
d iffe re n t N P  o r tak e  o ther ap p ro p riate  actio n .
T h e  w o rk  o n m o b ile  agent-b ased  p e rfo rm a n ce  m anagem ent w ith in  the co n te xt o f  th is  case stu d y 
w a s p erfo rm ed  w h ile  in v o lv e d  in  the A C T S -M IA M I p ro je ct [M IA M I] b etw een 1998 and 2 0 0 0 . 
M o b ile  agents a llo w e d  u s  to p ro v id e  d y n a m ic a lly  m anaged V P N  se rv ic e s  su p p o rtin g  the d yn a m ic 
extranet re q u ire d  b y  a V E . T h e  system  s u ita b ly  e x p lo its  autonom ous so ftw a re  agents that fo llo w  a 
co n stra in e d  m ig ra tio n  strateg y in  o rd e r to o ffe r a p ro g ram m ab le c o n n e c tiv ity  s e rv ic e  (i.e . an 
a c tiv e  v irtu a l p ip e ).
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5.2 QoS Configuration and SLA Auditing of IP-DiffServ Networks
T h is  case  stud y co n sid e rs a sce n a rio  o f  a s e rv ic e  p ro v id e r that e sta b lish e s a S e rv ice  L e v e l 
A g reem en t (S L A ) w ith  a n e tw o rk p ro v id e r in  o rd er to a cce ss its n e tw o rk c a p a b ilitie s. T h e  se rv ic e  
p ro v id e r u se s the n e tw o rk  c a p a b ilitie s  in  o rd e r to e ffe c tiv e ly  p ro v id e  and d iffe re n tia te  its  se rv ic e  
o ffe rin g s. T h e  c a p a b ilitie s  o ffe re d  a llo w  it  to co n tro l the estab lish m en t and re le ase  o f  co n n e ctio n s 
a cco rd in g  to the S L A  and a lso  au d it the Q o S  p aram eters o f  e stab lish e d  co n n e ctio n s. A  co n n e ctio n  
ca n  be u n id ire c tio n a l o r b i-d ire c tio n a l and asso cia te d  w ith  q u a lita tiv e  o f  q u a n tita tive  Q oS 
assu ra n ce s betw een tw o end p o in ts d u rin g  a sp e c ifie d  tim e p e rio d . F u rth e r to Q oS co n fig u ra tio n , 
S L A  a u d itin g  a llo w s the se rv ic e  p ro v id e r to ensure that the Q oS assu ra n ce s sp e c ifie d  in  the S L A  
are  d e liv e re d  b y  the n e tw o rk.
Network Management Station
QoS Configuration and Auditing Application
---------------------------------r
Parlay compliant interfaces j
Linux-based router or 
y  CISCO router interfaces ♦
Network Element
Figure 5-2: A DiffServ QoS configuration and SLA system
A  ty p ic a l sce n a rio  o f  o p e ra tio n  starts w ith  a c lie n t o f  the se rv ic e  p ro v id e r re q u e stin g  to use a 
se rv ice . T h e  se rv ic e  p ro v id e r re trie v e s a set o f  “ c la ss  o f  se rv ic e ”  tem plates su p p lie d  b y  the 
netw o rk p ro v id e r and se le cts the a p p ro p riate  one b ased  on se rv ic e  req u ire m en ts. T h e  tem plate is  
f ille d  w ith  Q oS co n fig u ra tio n  in stru ctio n s in v o lv in g  asp ects su ch  as Q o S  param eter v a lu e s (e .g . 
d e la y , lo s s , e tc), the e xce ss tra ffic  treatm ent a ctio n s, the end p o in ts o f  the re q u ire d  co n n e ctio n , the 
d ire ctio n  o f  tra ffic  flo w  and tim e req u ire m en ts. T h e  com p leted  tem plate is  then p assed  to the 
n etw o rk p ro v id e r fo r v a lid a tio n  and co n n e ctio n  estab lish m en t.
T h e  A u d itin g  a p p lic a tio n  a llo w s  a s e rv ic e  p ro v id e r to m o n ito r the Q oS param eters o f  n e tw o rk 
co n n e ctio n s and ch e ck  th e ir co n fo rm a n ce  to the S L A . In  o rd e r to a ch ie v e  th is  g o a l, the system  
re lie s  on p e rfo rm a n ce  m o n ito rin g  W o rk e r agents that m ig rate in  a co n stra in e d  m o b ility  m anner to 
the edge nodes o f  a co n n e ctio n  and p e rfo rm  th e ir task. A n y  rep o rts o r n o tific a tio n s  are rem o tely
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passed  fro m  the W o rk e r agents to the S L A  a u d itin g  a p p lic a tio n  at the n e tw o rk  m anagem ent 
statio n fo r a n a ly s is.
T h e  u se  o f  “ co n stra in e d ”  m o b ile  agents a llo w e d  u s to b u ild  a system  that b e n e fits fro m  
autonom ous an d  ta ilo r m ade m anagem ent c a p a b ilitie s  [BohoO O cJ. A  c lie n t m ay req u est to u se  a 
se rv ic e  fro m  v a rio u s  no des w ith in  a n e tw o rk  p ro v id e r’ s d o m ain and each  tim e  W o rk e r agents are 
re sp o n sib le  to m ig ra te  w h e re  re q u ire d . B e fo re  m ig ra tio n , these W o rk e rs c o n fig u re  th em selve s 
w ith  the ap p ro p riate  m anagem ent m o d u le s b ased  o n the n e tw o rk  te ch n o lo g y  in v o lv e d  (i.e . in  o u r 
case  L in u x -b a se d  ro u te rs o r C IS C O  ro u te rs) and the req u ire m en ts im p o sed  b y  the S L A . In  
a d d itio n , the s e rv ic e  p ro v id e r is  g iv e n  the c a p a b ility  to cu sto m ize  o r e xtend  the stand ard  
p e rfo rm a n ce  m o n ito rin g  W o rk e rs o f  the system  in  o rd e r to better ad d ress s e rv ic e  req u ire m en ts. 
F o r  in sta n ce , a s e rv ic e  p ro v id e r o ffe rin g  an “ a u d io -co n fe re n cin g ”  s e rv ic e  ca n  cu sto m ize  
p e rfo rm a n ce  m o n ito rin g  W o rk e r agents to p ro v id e  p ro -a c tiv e  n o tific a tio n s b ased  on the 
ten d e n cie s o f  n e tw o rk  co n d itio n s, a llo w in g  the p rom p t re -c o n fig u ra tio n  o f  a u d io  tra n sm issio n  
p aram eters to the ap p ro p riate  le v e ls  o f  q u a lity . O n ce  m ore, su ch  c a p a b ilitie s  o f  cu sto m isa tio n  o f  
m anagem ent lo g ic  at n e tw o rk  no d es e ith e r b y  a u se r, o r au to n o m o u sly  b y  the system , are not 
su pp o rted  th ro u g h  a lte rn a tiv e  d istrib u te d  o b je ct ap p ro ach es an d  h ig h lig h t the u se fu ln e ss o f  
“ co n strain ed ”  m o b ile  agents.
W e  sh o u ld  f in a lly  note that the w o rk  o n m o b ile  ag ent-b ased  p e rfo rm a n ce  m anagem ent w ith in  the 
co n te xt o f  th is ca se  stu d y w as p e rfo rm e d  w h ile  in v o lv e d  in  the IS T -M A N T R IP  p ro je ct [M A N T ] 
betw een 2000 an d  2001 .
5.3 QoS Management for the Virtual Home Environment
T h e  p re p a ra tio n  o f  the w a y  fo r the so  c a lle d  3 rd  g e n e ratio n  m o b ile  n e tw o rk  in fra stru ctu re  is  
com plem ented  b y  an in cre a se d  in te re st o f  the in d u stry  in  n e w  ad van ced  se rv ic e s  that w ill 
“ in te llig e n tly ”  coo p erate w ith  th e ir e n viro n m e n t in  o rd e r to su p p o rt fea tu res n o t p o ssib le  so fa r. 
W ith in  th is  v is io n  o f  “ in te llig e n t” , d istrib u te d  so ftw a re  system s fo r tele co m m u n icatio n s 
a p p lic a tio n s, an  im p o rtan t e m e rg in g  co n ce p t is  that o f  the V irtu a l H o m e E n viro n m e n t (V H E ) 
[3 G P P 0 0 ]. A  V H E  m anages a n u m b e r o f  se rv ic e s  w ith  the a im  o f  co n siste n tly  p ro v id in g  
p e rso n a liz e d  s e rv ic e  asp ects to the u se r, irre sp e c tiv e  o f  the te rm in a l, n e tw o rk  and g e o g ra p h ic 
lo c a tio n  in v o lv e d  (see  F ig u re  5 -3 ). In  o rd e r to f u lf il th is  g o a l, a V H E  d ep end s o n a so p h istica te d  
ad ap tation p ro ce ss. In it ia lly , w h e n  the u se r req u ests a se rv ic e , a V H E  ad ap tatio n com ponent 
gathers in fo rm a tio n  about the e n viro n m e n t in v o lv e d  in  s e rv ic e  p ro v is io n in g . T h is  in fo rm a tio n  
re fle cts  o n  a nu m b er o f  param eters d e sc rib in g  the n e tw o rk  (fo r ad ap tation to n e tw o rk  p e rfo rm a n ce  
co n d itio n s and Q u a lity  o f  S e rv ic e  (Q o S ) o ffe re d ), te rm in a l (fo r ad ap tation to  te rm in a l c a p a b ilitie s ) 
an d  g e o g ra p h ic lo c a tio n  (fo r  lo ca tio n -b a se d  ad ap tation o f  s e rv ic e  co n tent).
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VHE provides 
personalized services
VHE Middleware
..over a variety o f  terminals
. . .  and heterogeneous networks 
(3G, IP DiJfServ, etc).
Figure 5-3: The VHE Environment
In  o rd er to trig g e r an ad ap tation a ctio n  the V H E  ad ap tation com ponent p e rfo rm s a ca re fu l a n a ly s is  
o f  th is in fo rm a tio n  in  re la tio n  to the u se r’ s p re fe re n ce s, kept in  a V H E  u se r p ro file . F o llo w in g  th is 
in it ia l ad aptation p ro ce ss and d u rin g  s e rv ic e  usag e, the V H E  ad ap tation com ponent depends on 
re a l tim e n o tific a tio n s o f  a n y  ch an g es in  the e n viro n m en t.
M o st im p o rta n tly , a n e tw o rk  p e rfo rm a n ce  m anagem ent system , part o f  a V H E  c o n n e ctiv ity  
com ponent, c ru c ia lly  su p p o rts V H E  ad ap tation b y  ke ep in g  it  in fo rm e d  o f  ch a n g in g  n e tw o rk 
co n d itio n s that are an a ly se d  and m ay trig g e r an ad ap tation actio n . T h is  re a l tim e ad aptation 
p ro ce ss is  p a rtic u la rly  im p o rtan t fo r the V H E  as it e n sure s se rv ic e  co n tin u ity  and co rre ct 
o p eratio n . P erfo rm an ce m anagem ent in v o lv e s  tw o d iffe re n t asp ects, n a m e ly  Q oS m anagem ent 
an d  p erfo rm an ce m o n ito rin g . T h e  Q o S  m anagem ent part co n fig u re s c o n n e c tiv ity  so that the 
se rv ic e  tra ffic  is  d e liv e re d  w ith  Q o S  assu ra n ce s. T h e  p erfo rm an ce m o n ito rin g  p art m o n ito rs the 
netw o rk p e rfo rm a n ce  co n d itio n s a ffe ctin g  the co n n e ctio n  and in fo rm s the V H E  o f  n e tw o rk  Q oS 
chang es that m ay re q u ire  a s e rv ic e  ad ap tatio n actio n . T h is  is  p a rtic u la rly  im p ortan t w hen o n ly  
w e ak Q oS guarantees can  be d e liv e re d , e.g. q u a lita tiv e  as op posed to q u a n tita tive  ones, o r w hen 
o n ly  b est-effo rt c o n n e c tiv ity  is  supp o rted .
T h e  w o rk  w ith in  th is  case  stu d y w as p e rfo rm e d  betw een 2 0 0 0 -2 0 0 2  w ith in  the co n te xt o f  the IS T - 
V E S P E R  p ro je ct [V E S P E R ], d o in g  re se a rch  on a rch ite ctu ra l and d esig n  issu e s o f  a V H E  system  
an d  in v e stig a tin g  the ro le  o f  m o b ile  agents w ith in  the d yn a m ic V H E  e n viro n m en t [B o h o 0 3 ]
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[L io t0 2 b ] [Y e w O l]. In  the fo llo w in g  su b -se ctio n s w e  exam in e  these re se arch  asp ects as re la te d  to 
n e tw o rk  p e rfo rm a n ce  m anagem ent.
5.3.1 Deployment Requirements
A  V H E  system  t y p ic a lly  e x h ib its  the fo llo w in g  im p o rtan t ch a ra cte ristics:
1. It  is  a la rg e -sc a le  system , as it  se rv e s a la rg e  n u m b e r o f  u se rs an d  needs to co n tro l and 
m anage se v e ra l n e tw o rk s fo r th is.
2 . It  is  a  h e a v ily  d y n a m ic system , w ith  u se rs, se rv ic e  typ e s, lo c a tio n s, m anagem ent an d  
co n tro l req u ire m en ts, a cce ss te rm in a ls and n e tw o rk s ch a n g in g  as a ty p ic a l p art o f  its  
o p eratio n.
3 . It  is  ab le  to operate o v e r a h eterogen eo us n e tw o rk  e n viro n m en t.
Table 5-1: VHE requirements on connectivity management 
Requirement Description
Universality A  u se r ca n  req u est to u se  a s e rv ic e  in  a  V H E  m ann er fro m  an yw h e re  at an ytim e.
In  o rd e r to accom m odate th is req u ire m en t, su ita b le  m anagem ent fu n c tio n a lity  
sh o u ld  be a v a ila b le  fo r e xe cu tio n  at ‘ a n y ’ n e tw o rk  elem ent that m ig h t be 
in v o lv e d  in  a  u s e r’ s c o n n e c tiv ity  path.
Dynamic, T h e  req u ire m en ts o n  m anagem ent fu n c tio n a lity  v a ry  d ep e n d in g  on the se rv ic e
programmable the u se r ch o o ses. F o r  e xa m p le , a v id e o  co n fe re n cin g  s e rv ic e  has d iffe re n t
management m anagem ent re q u ire m e n ts com p ared  to an o n -lin e  ca le n d a r s e rv ic e  (th is  is  a
functionality sh ared  agend a u se d  c o n c u rre n tly  b y  m any u se rs). In  a d d itio n , a k e y  target o f  a
co m p e titive  V H E  p ro v id e r w ill b e  the ra p id  in tro d u c tio n  o f  n e w  V H E  se rv ic e s. 
In  th is resp ect, m anagem ent f le x ib ilit y  sh o u ld  be p ro v id e d  to a llo w  fo r e ffic ie n t 
a d d itio n  and cu sto m isa tio n  o f  the a v a ila b le  fu n c tio n a lity  in  o rd e r to 
accom m odate d iffe re n t s e rv ic e  needs.
Network T h e  u se r m ay be co n n e cted  u sin g  a heterog en eo us n e tw o rk  e n viro n m en t.
technology M anagem en t lo g ic  sh o u ld  tra n slate  a u se r v ie w  o f  req u ire m en ts fro m  the
transparency n e tw o rk  in to  an ab stract n e tw o rk  v ie w  o f  these req u ire m en ts and then m ap them
in to  the s p e c ific s  o f  d iffe re n t u n d e rly in g  n e tw o rk  te ch n o lo g ie s.
T h is  d yn a m ic natu re o f  the V H E  g iv e s  ris e  to a n um ber o f  c ru c ia l req u ire m en ts on V H E  
p e rfo rm a n ce  m anagem ent (se e  T a b le  5 -1 ). A n  im p o rtan t req u ire m en t stem s fro m  the fa ct that a 
u se r m ay u n e x p e cte d ly  req u est a  V H E  s e rv ic e  fro m  a n y  g e o g ra p h ic lo c a tio n . In  a  d e ce n tra lize d
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m anner, V H E  p e rfo rm a n ce  m anagem ent fu n c tio n a lity  sh o u ld  operate at a n y  “ n o n -p ro v isio n e d ”  
lo c a tio n  to d y n a m ic a lly  c o n fig u re  an d  m anage the u s e r’ s c o n n e c tiv ity  path. A d d itio n a lly , a  u se r 
m ay re ly  on heterog en eo us n e tw o rk  in fra stru c tu re s (e .g . U n iv e rs a l M o b ile  T e le co m m u n ica tio n s 
System  (U M T S ) o r In te rn e t P ro to co l ( IP )  b ased  n e tw o rk s). T h e  in v o lv e d  n e tw o rk  is  d y n a m ic a lly  
d eterm ined  b y  a  V H E  p e rfo rm a n ce  m anagem ent com ponent that d e cid e s o n  the ap p ro p riate  
m anagem ent lo g ic  re q u ire d  (e .g . o n  n e tw o rk  s p e c ific  p e rfo rm a n ce  p aram eters, m easurem ent 
m eth o d o lo g ies). F in a lly , the u se r m ay  se le ct fro m  a nu m b er o f  d iv e rse  s e rv ic e s  w ith  d iffe re n t 
m anagem ent req u ire m en ts. V H E  p e rfo rm a n ce  m anagem ent sh o u ld  be ab le  to co n fig u re  its  
o p e ra tio n  based o n  the req u ire m en ts o f  the s p e c ific  s e rv ic e  (e .g . a  n e tw o rk  d e la y  se n sitiv e  v id e o  
tra n sm issio n  s e rv ic e  o r a p ack e t lo s s  s e n sitiv e  so ftw a re  d o w n lo ad  s e rv ic e ). A  n a tu ra l w a y  fo r a 
V H E  p e rfo rm a n ce  m anagem ent co m p o n en t to ad d re ss these req u ire m en ts is  b y  d y n a m ic a lly  
d e p lo y in g  ta ilo r-m a d e  e n titie s in  the a p p ro p ria te  n e tw o rk  n o des. A m o n g  th e v a rio u s  a lte rn a tiv e  
m anagem ent ap p ro ach es a v a ila b le  to d ay , m o b ile  agent te ch n o lo g y  has the p o te n tia l to p ro v id e  a 
p re fe rre d  e n g in e e rin g  ap p ro ach  to the re a liz a tio n  o f  a d yn a m ic p e rfo rm a n ce  m anagem ent 
com ponent fo r the V H E . In  th e fo llo w in g  se ctio n  w e  m o ve o n  to e xa m in e  h o w  se v e ra l 
m anagem ent app ro ach es a v a ila b le  to d a y  co p e  w ith  the V H E  req u ire m en ts.
5.3.2 Benefits of Agent Mobility
A s  m en tio ned  b e fo re , S N M P  is  c u rre n tly  the m ost p o p u la r m anagem ent te ch n o lo g y  and has 
p ro v e n  to be v e iy  e ffe c tiv e  fo r b a sic  m anagem ent tasks (e .g . m o n ito rin g  o f  lo c a l area n e tw o rk s). 
D e sp ite  th is , s c a la b ility  p ro b le m s d ue to the ce n tra liz e d  n atu re o f  S N M P  m ake it  in a p p ro p ria te  fo r 
the m anagem ent o f  a la rg e -sc a le  V H E . In  a d d itio n , an y u p g ra d e /cu sto m isa tio n  o f  fu n c tio n a lity  in  
n e tw o rk  elem ents re q u ire s in tro d u c tio n  (re -) co m p ila tio n  an d  a c tiv a tio n  o f  S N M P  cod e and th is  
c le a rly  can n o t s a tisfy  the re q u ire m e n t o f  a V H E  fo r d yn a m ic, p ro g ram m ab le  m anagem ent.
In  co m p ariso n  w ith  S N M P , d istrib u te d  o b je ct system s p ro v id e  a m ore sca la b le  ap p ro ach  to 
m an ag in g  n e tw o rk s, ca p a b le  o f  f u lf illin g  the V H E  req u ire m en t fo r sca la b le  o p e ra tio n . H o w e v e r, 
in  a s im ila r fa sh io n  to S N M P , d istrib u te d  o b je ct fra m e w o rk s s t ill re ly  o n  fix e d  m anagem ent 
fu n c tio n a lity  that can n o t be cu sto m ize d  o r u p g rad e d  w ith o u t system  re -in sta lla tio n , a fa ct that fa ils  
the V H E  req u ire m en t fo r p ro g ra m m a b ility . T h e  la c k  o f  su p p o rt fo r p ro g ra m m a b ility  in  d istrib u te d  
o b je ct ap p ro ach es a lso  c la sh e s w ith  the ‘U n iv e rs a lity ’ req u ire m en t o f  the V H E . F o r e xa m p le , in  
o rd e r to accom m odate a u se r that m ay u n e x p e cte d ly  req u est a  s e rv ic e  fro m /to  a  “ n o n -p ro v isio n e d ”  
lo c a tio n , w e  w o u ld  need  m anagem ent fu n c tio n a lity  s a tisfy in g  the V H E  req u ire m en ts in  the edge 
n e tw o rk  elem ents.
B y  e x p lo itin g  so ftw a re  m o b ility , a  m o b ile  co d e ap p ro ach  in  the fo rm  o f  the IE T F ’ s S c rip t-M IB  
an d  m o b ile  agents b oth f u lf il the V H E  req u ire m en ts fo r p ro g ra m m a b ility  an d  ‘U n iv e rs a lity ’ b y
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d y n a m ic a lly  d e p lo y in g  so ftw a re  e n titie s w h e re  and w h e n  needed. H o w e v e r, the S c rip t-M IB  
ap p ro ach  is  s p e c ific  to the S N M P  m anagem ent fra m e w o rk  an d  thus does no t f u lf il the V H E  
req u ire m en t fo r n e tw o rk  te ch n o lo g y  tra n sp a re n cy. O n  the other hand  m o b ile  agents p ro v id e  a 
g e n e ric  ap p ro ach . A g e n ts ca n  be co n fig u re d  to au to n o m o u sly  a c q u ire  the a p p ro p riate  co n te xt (e .g . 
su pp o rt fo r m easurem ent o f  p e rfo rm a n ce  param eters s p e c ific  to a p a rtic u la r n e tw o rk  
in fra stru ctu re ) fo r co o p e ra tio n  w ith  the u n d e rly in g  n e tw o rk  te ch n o lo g y  id e n tifie d  an d  thus 
fu lf illin g  the V H E  req u ire m en t fo r n e tw o rk  te ch n o lo g y  tra n sp a re n cy.
B a se d  o n  the ab o ve  d is c u s s io n , w e  see th at the m o b ile  agent ap p ro ach  c o n v e n ie n tly  f u lf ils  a ll 
three stated V H E  p e rfo rm a n ce  m anagem ent req u ire m en ts su m m arized  in  T a b le  5 -1 . In  the 
fo llo w in g  se ctio n  w e  d e scrib e  a sce n a rio  o f  V H E  s e rv ic e  ad ap tation su p p o rted  b y  an agent 
co n stra in e d  m o b ility -b a se d  p e rfo rm a n ce  m o n ito rin g  system .
5.3.3 VHE Service Adaptation Scenario
L e t’ s n o w  co n sid e r a V H E  s e rv ic e  in v o lv in g  the tra n sm issio n  o f  a v id e o  stream  fro m  a v id e o  
con tent se rv e r to the u s e r’s te rm in a l. U p o n  in itia tio n  the s e rv ic e  is  re sp o n sib le  fo r in fo rm in g  the 
V H E  ad ap tation com ponent o f  the s p e c ific  s e rv ic e  param eters su p p o rted  fo r ad ap tatio n (e .g . B it- 
rate o f  v id e o  tra n sm issio n , fram e s iz e , e tc.). S u b se q u e n tly  the ad ap tatio n com p on en t in itia lis e s  the 
V H E  com p on en ts re sp o n sib le  fo r n e tw o rk , lo c a tio n  and te rm in a l asp ects. V H E  p e rfo rm a n ce  
m anagem ent com ponent gets in fo rm a tio n  ab out the s p e c ific  n e tw o rk  in v o lv e d  an d  creates w o rk e rs 
e q u ip p e d  w ith  the ap p ro p riate  p e rfo rm a n ce  m o n ito rin g  m o d u les. T h is  is  done as d e scrib e d  
p re v io u s ly  in  S e ctio n  4 .3 .1 .1  b y  au to n o m o u sly  c o n fig u rin g  W o rk e r agents b ased  o n  n e tw o rk  
c a p a b ilitie s  and the h ig h  le v e l Q o S  req u ested  th ro u g h  the se rv ic e . T h e se  cu sto m ize d  m o b ile  
W o rk e r agents su b se q u e n tly  m ig ra te  to the co rre sp o n d in g  ‘ ed g e’ no des o f  the u s e r’ s c o n n e ctiv ity  
p ath in  o rd e r to p e rfo rm  th e ir tasks.
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 -----------------------------------   Adaptation
Adaptation Instruction (client-side) j
Adaptation Instruction (Server-side)
Figure 5-4: Supporting VHE service adaptation
R e g a rd in g  n e tw o rk  ad ap tation , the n e tw o rk  p e rfo rm a n ce  m o n ito rin g  system  sen d s a n o tific a tio n  
to the ad aptation com ponent in fo rm in g  it  that n e tw o rk  co n d itio n s a ffe ctin g  the se rv ic e  have 
chang ed. D u rin g  se rv ic e  u sag e the ad ap tation com ponent a n a ly se s the e ffe ct o f  a n y  a rriv in g  
netw o rk p e rfo rm a n ce  n o tific a tio n  and d e cid e s w hether se rv ic e  ad ap tation is  re q u ire d  (e .g . ask the 
v id e o  se rv e r to red u ce  the b it rate o f  tra n sm issio n  in  case  o f  d e te rio ratin g  n e tw o rk  co n d itio n s).
5.4 Experimental Assessment
5.4.1 Introduction
A  s ig n ific a n t d ra w b a ck  re la tin g  to a ll three case stu d ie s o f  m o b ile  ag ent-b ased  p e rfo rm an ce  
m anagem ent w as in  term s o f  the p e rfo rm a n ce  o ve rh ea d s o f  the re su ltin g  system s. M o st 
im p o rta n tly  the p ra c tic a l e xp e rie n ce d  g ain ed  le d  to the re a liz a tio n  ([B o hoO O c]) that m odem  
m o b ile  agent p la tfo rm s lik e  G ra ssh o p p e r o ffe r a lo t o f  g e n e ral-p u rp o se  agent c a p a b ilitie s  that are 
no t ty p ic a lly  re q u ire d  in  the n e tw o rk  m anagem ent co n text. T h is  re a liz a tio n  w as m uch late r 
adopted b y  other rese arch ers and as an e xa m p le  w e p resent b elo w  a quote b y G ia n  P ie tro  P ic c o , a 
re co g n ize d  e xp e rt in  m o b ile  co d e re se a rch  that states in  an A u g u st 2 0 0 2  a rtic le  [K o tz 0 2 ]: “ M o st 
m o b ile  agents system s (term ed  as “ m o b ile  agent p la tfo rm s”  w ith in  th is th e sis) try  to so lv e  ten 
p ro b lem s at the sam e tim e. T h e y  tend to be m o n o lith ic . P eo p le  w h o  w ant to o n ly  u se one s lic e  o f  
the system  have to in s ta ll the w h o le  th in g ” .
T h e  fu n c tio n a lity  that su p p o rts these ad van ced  agent c a p a b ilitie s  n e ve rth e le ss is  p resen t in  the 
agent e xe cu tio n  e n viro n m en ts o r in h e rite d  b y  the agent system s and re su lts  in  a s ig n ific a n t
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in cre a se  in  p e rfo rm a n ce  o ve rh ead s. F irs t , w e  h a ve  g e n e ra l-p u rp o se  agent u tilit ie s , e.g. fo r c lo n in g , 
d istrib u te d  lo g g in g , etc. A s  an  e xa m p le , the G ra ssh o p p e r (v 2 .2 .3 ) ab stract M o b ile A g e n t c la ss, 
su b -c la sse d  b y  a ll m o b ile  agents in  a  system  co n ta in s a to tal o f  3 5  ag e n t-relate d  m ethods. 
S e co n d ly , w e  h a ve  fu n c tio n a lity  re q u ire d  to su p p o rt m u lti-h o p  agent m o b ility  an d  th is  im p acts 
s ig n ific a n tly  the co m p le x ity  o f  the d istrib u te d  co m m u n icatio n  m o d el as w e ll as the agent lo o k u p  
an d  b in d in g  fa c ilit ie s  o f  the p la tfo rm . T y p ic a lly , a d van ce d  tech n iq u es o f  com p on en t fra m e w o rk s 
su ch  as re fle c tio n  an d  in tro sp e ctio n  are  n e ce ssa ry  in  o rd e r to fa c ilita te  the b in d in g  and 
co m m u n icatio n  o f  m o b ile  agents that m ay au to n o m o u sly  m ig rate  to se v e ra l n o d e s d u rin g  th e ir 
e xe cu tio n . In  the fo llo w in g  se ctio n s w e  p resen t in  d e ta il the p e rfo n n a n ce  o ve rh ea d s o f  the m o b ile  
agent system  in v o lv e d  in  o u r ca se  stu d ie s as co m p ared  to d istrib u te d  o b je ct and m o b ile  cod e 
ap p ro ach es o ffe rin g  s im ila r fu n c tio n a lity .
5.4.2 Methodology and Environment
T h e  e xp e rim e n ta l w o rk  p resen ted  in  th is  se ctio n  a im s to p ro v id e  a  d e ta ile d  co m p a riso n  o f  
d iffe re n t n e tw o rk  m anagem ent ap p ro ach es. T h e  re fe re n ce  m o b ile  ag ent-b ased  p e rfo rm a n ce  
m o n ito rin g  system  u sed , co n ta in e d  a  com m on d en o m in ato r o f  fu n c tio n a lity  a v a ila b le  betw een the 
system s o f  the th ree case stu d ie s (i.e . m e tric  m o n ito rin g , su m m arizatio n , re p o rtin g , th re sh o ld  
n o tific a tio n s ). In  o rd e r to a llo w  co m p a riso n s the au th o r d eve lo p e d  p e rfo n n a n ce  m o n ito rin g  
system s w ith  s im ila r fu n c tio n a lity  b ased  o n d istrib u te d  o b jects (u sin g  Ja v a -R M I an d  C O R B A  in  
S u n  M ic ro sy ste m s’ s J D K  v l.3 .1 ) ,  m o b ile  co d e (u sin g  Ja sm in  S c rip t-M IB  v l.O ) an d  m o b ile  agents 
(u sin g  IK V + +  G ra ssh o p p e r v 2 .2 ).
W h ile  p re p a rin g  the co m p arative  e xp e rim e n ts, the a u th o r’ s firs t  co n ce rn  w as to o b tain  
m easurem ents that h ig h lig h t the p e rfo rm a n ce  o ve rh ea d s in c u rre d  b y  each o f  the system s. In  th is  
d ire ctio n , the a im  w a s to id e n tify  th o se system  o p e ra tio n s that in d ica te  a  p o ssib le  n e tw o rk  
p e rfo rm a n ce  b o ttle n e ck . A n  im p o rtan t o p e ra tio n  w ith  im p act o n  the n e tw o rk  in v o lv e s  the 
sch e d u le d  rem ote tra n sfe r o f  p e rfo rm a n ce  re p o rts an d  n o tific a tio n s  fro m  the m anaged n e tw o rk  
elem ent to the n e tw o rk  m anagem ent sta tio n  (e .g . as in  F ig u re  4 -1 ). T h e  m easurem ents co n sid e r 
rep o rts o f  g ra d u a lly  in c re a sin g  s iz e , co n ta in in g  2 5 , 5 0 , 7 5  an d  10 0  re a l ‘ d o u b le ’ nu m b ers. A  
p e rfo n n a n ce  re p o rt in v o lv e s  the T p R e p o rt data typ e  (see  F ig u re  4 -3 ) co n ta in in g  a lis t  o f  a ll the 
p e rfo n n a n ce  m o n ito rin g  in fo rm a tio n  p ro d u ced . T h e se  n u m bers re fle c t o n  the in fo n n a tio n  
gathered d u rin g  the late st c y c le  o f  the p e rfo rm a n ce  m o n ito rin g  p ro ce ss. S im ila rly , a  p e rfo n n a n ce  
n o tific a tio n  in v o lv e s  the rem ote tra n sfe r o f  an o b je ct o f  the T p N o tific a tio n  data typ e  seen in  
F ig u re  4 -3 .
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A n o th e r o p e ra tio n  that c ru c ia lly  im p a cts the n e tw o rk  is  re la te d  to so ftw a re  m ig ra tio n . T h e  
m easurem ents co n sid e r the m ig ra tio n  o f  a  G ra ssh o p p e r an d  S c rip t-M IB  m o b ile  W o rk e r e n tity  
c a rry in g  m anagem ent lo g ic  to the m anaged  n e tw o rk  elem ent.
F o r  these tw o o p e ra tio n s w e  h a ve  tak e n  the fo llo w in g  n e tw o rk -re late d  m easurem ents:
• T ra ffic  m easurem ents: T a k e n  u s in g  the tcpdum p u tility  w ith  the siz e s reported  re fle c tin g  
on the to ta l p a y lo a d  at T C P  le v e l. A s  an e xce p tio n  fo r the Ja sm in  S c rip t-M IB  system  the 
size s rep o rted  re fle c t o n  the to ta l p a y lo a d  at U D P  le v e l.
• R e sp o n se  tim es m easurem en ts: T a k e n  u sin g  the S y ste m .c u rre n tT im e M illis () m ethod 
in c lu d e d  in  the A P I o f  S u n ’ s J D K . T h e  m easured  v a lu e s o f  re sp o n se  tim e s rep o rted  
rep resen t the “ stead y-state”  ru n n in g  co sts, e x c lu d in g  the in it ia l setup co sts. F o r e ach  
re p o rtin g  o p e ra tio n  in v o lv in g  a s p e c ific  re p o rt s iz e  as w e ll as a  n o tific a tio n  o p e ra tio n , 
m easurem ents w h e re  repeated  100 tim e s, w ith  v a lu e s  p resen ted  in  g rap h s rep rese n tin g  the 
averag e v a lu e  a ris in g  fro m  these m easurem ents.
In  a d d itio n  to n e tw o rk  co n sid e ra tio n s it  is  im p o rtan t to h ig h lig h t the req u ire m en ts o f  e ach  system  
o n  the re so u rce s o f  a m anaged no d e . In  the m easurem ents the au th o r h a s co n sid e re d  the m em ory 
usag e at the m anaged no de re s u ltin g  fro m  the e xe cu tio n  o f  each p e rfo rm a n ce  m o n ito rin g  system  
and its  su p p o rtin g  p latfo rm . T h e  u se d  m em o ry rep o rted  w a s ca lcu la te d  as a  re su lt o f  the d iffe re n ce  
in  m easurem ents o f  the to ta l m em o ry a llo ca te d  b y  the Ja v a  V irtu a l M a ch in e  an d  its  fre e  m em ory. 
T h e se  tw o  v a lu e s  w e re  ob tain e d  u s in g  the to ta lM e m o ry , an d  fre e M e m o ry  m ethods o f  the J D K ’ s 
ja v a .la n g .R u n tim e  c la ss. A s  a n  e xce p tio n  fo r the ca se  o f  Ja sm in  S c rip t-M IB  b eca u se  the p la tfo rm  
su pp o rt and e xe cu tin g  system s are in c o rp o ra te d  w ith  the n a tiv e  S N M P  agent, the m em ory u sag e  
rep orted  w a s o b tain e d  u sin g  the U N IX  top u tility .
F ro m  a d iffe re n t p e rsp e c tiv e  an d  in  an  e ffo rt to assess the ‘d e ve lo p m en t’ o ve rh ea d s asso cia te d  
w ith  each  system  w e  p resen t re su lts  o n  the n u m b e r o f  lin e s  o f  so u rce  co d e re q u ire d  fo r e ach  
p e rfo rm a n ce  m o n ito rin g  system . In  th is  d ire c tio n , e v e ry  e ffo rt w as m ade to ke ep  the sam e 
p ro g ra m m in g  s ty le  and com m ents, w ith  a ll co u n ts rep o rted  taken  u sin g  the U N IX  w c  u tility .
F in a lly , w e  sh o u ld  re p o rt that the ru n tim e  and m easurem ent e n viro n m en t in v o lv e d  a  d ed icated  
testbed o f  L in u x  w o rk sta tio n s w ith  hom og eneous featu res (R e d h a t 7 .1  (k e rn e l 2 .4 .2 ), P en tiu m  
C e le ro n  4 6 6 M H z  an d  6 4 M B  o f  R A M ), co n n ected  to a  10 0 M b p s E th e rn e t n e tw o rk .
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5.4.3 Results
5.4.3.1 Remote Data Transfers
T h e  e xp e rim e n tal re su lts re g a rd in g  the tra ffic  in c u rre d  in  the n e tw o rk  fo r re p o rtin g  and 
n o tific a tio n  o p e ra tio n s can  be seen in  F ig u re  5 -5  and F ig u re  5 -6  re sp e c tiv e ly .
Report Size [Number of Elements]
Figure 5-5: Report traffic associated with four alternative technologies
Figure 5-6: Notification traffic associated with four alternative technologies
F ro m  these fig u re s w e can o b se rve  that fo r a sm a ll am ount o f  data (a  n o tific a tio n  o r a rep o rt o f  2 5 
elem en ts) the G ra ssh o p p e r system  p e rfo rm s co m p e titiv e ly  in c u rrin g  aro u n d  15 %  m ore tra ffic  than
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C O R B A . T he steep slo p e  o f  the lin e  c ro ssin g  th ro ug h  the G ra ssh o p p e r m easurem ent p o in ts sh o w s 
that the m o b ile  agent ap p ro ach  does not sca le  w e ll fo r in c re a s in g ly  larg e  rep o rts. A s  su ch , fo r a 
rep ort o f  100 elem ents it  in c u rs  3 8 %  m ore tra ffic  than C O R B A . T h e  Ja sm in  S c rip t-M IB  ap p ro ach  
p ro d uced  m oderate p e rfo rm a n ce  re su lts  and is  outp erfo rm ed  b y  C O R B A  o n ly  fo r la rg e  rep o rts 
co n ta in in g  m ore than about 7 5  elem ents. T h e  slo p e  o f  the C O R B A  lin e  in d ica te s that the ap p ro ach  
sca le s better than a ll the o th ers in  the co m p ariso n . D e sp ite  th is, the s ig n ific a n tly  lo w e r 
p erfo rm an ce o ve rh ead s o f  Ja v a -R M I w ith in  th is  rep o rt s ize s range sh o w  that C O R B A  e v e n tu a lly  
ou tp erfo rm s Ja v a -R M I o n ly  fo r rep o rts c o n ta in in g  m ore than 100 elem ents.
T h e  e xp e rim e n tal re su lts on the resp o n se  tim es fo r the re p o rtin g  and n o tific a tio n  o p e ra tio n s can  be 
seen in  F ig u re  5 -7  and F ig u re  5 -8  re sp e c tiv e ly .
Report Size [Number of Elements]
Figure 5-7: Report times associated with four alternative technologies
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Figure 5-8: Notification times associated with four alternative technologies
F ro m  these fig u re s  w e can see that fo r a sm a ll rep o rt o f  2 5 elem ents o r a n o tific a tio n . G ra ssh o p p e r 
is  about 4  tim es slo w e r than Ja sm in  S c rip t M IB . T h e  tw o d istrib u te d  o b je ct system s, C O R B A  and 
Ja v a -R M I o ffe r in  m ost case s co m p arab le  p e rfo rm a n ce  that is  about h a lf  the tim e needed b y  
Jasm in  S c rip t-M IB . F ro m  the slo p e  o f  the G ra ssh o p p e r lin e  w e can  see that the ap p ro ach  has the 
w o rst s c a la b ility  fo r in c re a s in g ly  la rg e  re p o rts, w h ile  C O R B A  on the o th er hand o ffe rs  the best 
s c a la b ility  and m anages to o u tp erfo rm  c le a rly  Ja v a -R M I fo r rep o rts o f  100 elem ents.
A s  m entio ned  in  the m eth o d o lo g y, fo r each  re p o rtin g  o p eratio n in v o lv in g  a s p e c ific  rep o rt siz e  as 
w e ll as a n o tific a tio n  o p e ra tio n , resp o n se tim e m easurem ents w h ere repeated 100 tim es, w ith  
v a lu e s p resen ted  in  the p re v io u s  g rap h s rep rese n tin g  the averag e v a lu e  a ris in g  fro m  these 
m easurem ents. F ig u re  5-9  b e lo w , p resen ts the u n ce rta in tie s re la te d  to the resp o n se tim e 
m easurem ents fo r the o p e ra tio n  o f  rem ote re p o rtin g . E a ch  o f  the fo u r ch a rts in  the fig u re  sh o w s 
the re su lts o f  the sta tistica l a n a ly s is  o f  the data gathered fo r each system  in  the co m p ariso n . T h e  
b o xes in c lu d e  the 2 5 -7 5 %  range b o u n d a rie s, the m ean v a lu e s (a  sm a ll sq u a re ) and the m edian 
va lu e s (a  lin e ). O u tsid e  the b o xe s w e h ave  the e rro r b ars as w e ll as the 5 -9 5 %  range b o u n d arie s 
d e lim ite d  b y  w h isk e rs. T h e  data p resen ted  in  F ig u re  5 -9  are in d ic a tiv e  o f  the resp o n se  tim es 
u n ce rta in tie s presen ted  th ro ug h o u t th is  th e sis, a ris in g  fro m  facto rs rela te d  w ith  the e xp e rim e n tal 
testbed u se d  (e .g . flu c tu a tio n s in  n e tw o rk  u tiliz a tio n , C P U  u tiliz a tio n , e tc). T h e  re su lts in  th is  
fig u re  s u ffic ie n tly  v a lid a te  the c o n c lu sio n s d ra w n  p re v io u s ly , sh o w in g  a m in im u m  o v e rla p  due to 
u n ce rta in tie s betw een the fo u r system s in  the co m p ariso n .
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Java-RMI - Report Size [Number of Elements]
5 so 75 tc
CO R B A  - Report Size [Number of Elements]
Grasshopper -  Report Size [Number of Elements]
Script-MIB -  Report Size [Number of Elements]
Figure 5-9: Statistical graphs on response times uncertainties
T h e  ab o ve  re su lts on tra ffic  and resp o n se  tim es asso cia te d  w ith  rem ote tra n sfe r o f  data fo r the fo u r 
d iffe re n t ap p ro ach es re v e a l a nu m b er o f  in te re stin g  fin d in g s. W e can see that G ra ssh o p p e r, a 
ty p ic a l, a ll-ro u n d  m o b ile  agent p la tfo rm  ([G u th 9 8 ], [M ichO O ], [S ilvO O ]), e x h ib its  s ig n ific a n tly  
h ig h e r p e rfo rm a n ce  o ve rh ea d s than the d istrib u te d  o b je ct and m o b ile  co d e ap p ro ach es o f  o u r 
co m p ariso n . T h e se  are co m m o n ly  attrib u ted  to the m uch m ore d y n a m ic co m m u n icatio n  
m ech anism s re q u ire d  (i.e . u sin g  c a p a b ilitie s  o f  com ponent fra m e w o rk s) in  o rd e r to accom m odate 
the rem ote co m m u n icatio n  o f  a u to n o m o u sly  m ig ra tin g , m u lti-h o p  agents. In  S c rip t-M IB  and 
d istrib u te d  o b je ct ap p ro ach es, the e n d -p o in ts o f  rem ote co m m u n icatio n  are fix e d  betw een 
d istrib u te d  e n titie s a llo w in g  the ap p ro ach es to o p tim ise  the o p e ratio n  and a ch ie v e  s ig n ific a n tly  
better p e rfo rm a n ce  re su lts.
5.4.3.2 Software Migration
T h e  e xp e rim e n tal re su lts re g a rd in g  the tra ffic  and tim es asso cia te d  w ith  the m ig ra tio n  o f  a 
G ra ssh o p p e r m o b ile  agent and a Ja sm in  m o b ile  cod e sc rip t can be seen in  F ig u re  5 -1 0  and F ig u re
5 -1 1 .
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Figure 5-10: Migration traffic incurred by Script-MIB and Grasshopper Workers
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Figure 5-11: Migration times for Script-MIB and Grasshopper
R e g a rd in g  so ftw a re  m ig ra tio n , the m o b ile  agent W o rk e r needed 1 ,4 18  m s to m ig rate w h ile  it  
in c u rre d  2 ,9 3 2  b ytes o f  tra ffic . T h e  Ja sm in  S c rip t-M IB  W o rk e r p e rfo rm e d  s lig h tly  better re q u irin g  
1,2 16  m s and in c u rrin g  2 ,4 9 6  b yte s o f  tra ffic . F o r co m p ariso n , t y p ic a lly  the cre a tio n  o f  a 
d istrib u te d  o b je ct th ro ug h  a fa c to ry  re q u ire s le ss than 15 m s to com p lete and in c u rs  aro u n d  50 0  
b ytes o f  tra ffic  [P a v l9 8 ]. In  th is  resp ect a m o b ile  agent W o rk e r takes fo r its  setup about 100 tim es 
lo n g e r and in c u rs  about 2 5 tim e s m ore tra ffic  com p ared  to a d istrib u te d  W o rk e r se rv e r. A s  su ch , 
so ftw a re  m ig ra tio n  is  a p a rtic u la rly  c o s tly  o p e ra tio n . T h is  is  an im p ortan t co n ce rn  w h ile  d e sig n in g  
a n e tw o rk m anagem ent system  that in v o lv e s  so ftw a re  m ig ra tio n . T h e  re su lts  sh o w  that the am ount
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o f  m ig ra tio n s in v o lv e d  w ith  the syste m ’ s o p e ra tio n  sh o u ld  be kept to the m in im u m  p o ssib le . 
M ig ra tio n s are ju s t ifia b le  o n ly  w h e n  there is  a task to be p erfo rm ed  at a rem ote m anaged node fo r 
w h ich  the re q u ire d  lo g ic  does not a lre a d y  e x ist there. R e g a rd in g  m o b ile  ag ent-b ased  n e tw o rk 
m anagem ent, co n stra in e d  m o b ility  resp ects th is  req u irem en t th ro ug h  its  “ m ig ra te -o n ce ”  strateg y. 
A d d itio n a lly , the siz e  o f  m ig ra tin g  e n titie s sh o u ld  be kept to the m in im u m  p o ssib le . A g a in , 
co n stra in e d  m o b ility  h e lp s in  th is  d ire c tio n , s in ce  u p o n  cre a tio n  at a n e tw o rk  m anagem ent statio n 
and b efo re  m ig ra tio n , W o rk e r agents au to n o m o u sly  e q u ip  th em selve s w ith  o n ly  the re q u ire d  
fu n c tio n a lity  m o d u les fo r th e ir p a rtic u la r ta sk . W h ile  e xe cu tin g  at a n e tw o rk  no de, W o rk e r agents 
co m m un icate in fo rm a tio n  th ro u g h  rem ote data tra n sfe r o n ly .
5.4.3.3 Memory Usage at a Managed Node
R e g a rd in g  the re so u rce  req u ire m en ts at a m anaged n e tw o rk  elem ent w e h a ve  m easured the 
m em ory usage re q u ire d  fo r the e xe cu tio n  o f  the p erfo rm an ce m o n ito rin g  system  and its  
su p p o rtin g  p latfo rm . T h e  m em ory usag e re su lts  can be seen in  F ig u re  5 -1 2 .
Figure 5-12: Memory usage at a managed node associated with four alternative technologies
T h e  C O R B A  and Ja v a -R M I based system s h a ve  lo w  m em ory u tiliz a tio n  req u ire m en ts at s im ila r 
le v e ls. W h ile  S c rip t-M IB  p ro d u ced  m oderate re su lts, a fu rth e r in cre a se  in  c a p a b ilitie s  a v a ila b le  in  
the G ra ssh o p p e r m o b ile  agent ap p ro ach  re su lts  in  s ig n ific a n tly  h ig h e r m em ory usage. M e m o ry  
req u ire m en ts w ith in  m anaged no des are  im portan t s in ce  n e tw o rk d e v ice s t y p ic a lly  o ffe r a m odest 
am ount o f  co m p u ta tio n al re so u rce s. D e sp ite  th is, in  m any case s, the u se o f  a D C N  n e tw o rk 
co n sistin g  o f  s ig n ific a n tly  m ore p o w e rfu l w o rk sta tio n s d ed icated  to the m anagem ent o f  n e tw o rk  
no des m eans that the h ig h  m em ory req u ire m en ts o f  G ra ssh o p p e r can  be co n sid e re d  accep tab le  in  
su ch  a case.
80
Chapter 5. Case Studies and Technology Assessment
5.4.3.4 Software Development Metrics
In  a d d itio n  to the p e rfo rm a n ce  c h a ra c te ristic s  o f  each system  so ftw are d evelo p m en t m e trics w ere 
co n sid e re d  as an in d ic a tio n  o f  the co m p le x ity  o f  w o rk in g  w ith  each tech n o lo g y. F ig u re  5 -1 3  
d ep icts the re su lts  on the so u rce  co d e  s iz e  re q u ire d  fo r the d evelop m en t o f  each system . In  m ore 
d e ta il, in  T a b le  5 -2  w e rep o rt on “ G en erated ”  cod e rep rese n tin g  p la tfo rm -sp e c ific  su p p o rtin g  code 
(e .g . o b je ct sk ele to n s and stu b s) that is  b u n d le d  a lo n g  w ith  the p e rfo rm a n ce  m o n ito rin g  code 
w ritten  b y  a p rog ram m er.
Table 5-2: Software metrics associated with four alternative technologies
Grasshopper Java-RMI CORBA Jasmin
G en erated  C o m p ile d  C o d e  
[K b y te s]
0 60 136 0
W ritte n  C o m p ile d  C o d e  [K b y te s] 86 84 92 138
T o ta l C o m p ile d  C o d e  [K b y te s] 86 144 2 28 138
G en erated  S o u rce  cod e [L in e s ] 0 206 4 2 4 6 0 0
W ritte n  S o u rce  C o d e  [L in e s ] 2 3 6 3 2 5 4 0 2 5 8 3 2 9 72
Figure 5-13: Software development metrics
T h e  h ig h  le v e l o f  ab stractio n  in  the G ra ssh o p p e r A P Is  re su lte d  in  the sm a lle st w ritte n  so u rce  code 
in  o u r co m p ariso n . A s  it  is  o ften the case  w ith  m odem  m o b ile  agent p la tfo rm s, G ra ssh o p p e r o ffe rs  
g ood d o cu m en tatio n , c o n v e n ie n tly  d esig n e d  A P Is  and a stab le  e xe cu tio n  e n viro n m en t that
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s ig n ific a n tly  s im p lifie d  the d eve lo p m en t c y c le . In  the other s id e  o f  the sp ectru m , the Jasm in  
S c rip t-M IB  p la tfo rm  re q u ire d  the m ost co d e , it  is  c u rre n tly  p o o rly  d ocum ented  an d  u n sta b le . 
Fu rth erm o re, C O R B A  an d  J a v a -R M I b o th  re ly  o n  a la rg e  am ount o f  p la tfo rm -sp e c ific  cod e 
co n trib u tin g  s ig n ific a n tly  to the to ta l co m p ile d  co d e o f  the system . B o th  p la tfo rm s o ffe r a sta b le  
an d  w e ll-d o cu m e n te d  e n viro n m e n t fo r d e v e lo p in g  an d  ru n n in g  d istrib u te d  a p p lic a tio n s.
5.5 Conclusions
T h e  three case  stu d ie s e xa m in ed  d em onstrated that the co m b in a tio n  o f  m o b ility  an d  autono m y o f  
co n stra in e d  m o b ile  agents ca n  e ffe c tiv e ly  ad d re ss m odem  n e tw o rk  m anagem ent req u ire m en ts fo r 
p ro g ram m ab le an d  d y n a m ic o p e ra tio n . C u sto m ize d  m anagem ent lo g ic  is  assem b led  au to n o m o u sly  
b y  the ag ent system  o r p ro v id e d  b y  the u se r and su b se q u e n tly  m ig ra te s w ith in  an  agent a llo w in g  
in  both cases the e asy p ro g ra m m a b ility  o f  n e tw o rk  n o des. A u to n o m o u s se lf-c o n fig u ra tio n  is  
p a rtic u la rly  im p o rtan t in  h ig h ly  d y n a m ic e n viro n m e n ts, su ch  as in  the V H E  ca se , w h e re  n e tw o rk  
m anagem ent fu n c tio n a lity  needs to be d e p lo y e d  b y  the V H E  system  it s e lf  in  a ta ilo r-m a d e  fa sh io n  
a c co rd in g  to the n e tw o rk  te ch n o lo g y  an d  s e rv ic e  req u ire m en ts, w h e n  an d  w h e re  needed. T h e  
co m b in e d  b e n e fits o f  e asy  p ro g ra m m a b ility  an d  autonom ous, s e lf-c o n fig u ra b le  o p e ra tio n  
d is tin g u is h  m o b ile  agents fro m  d istrib u te d  o b je ct and m o b ile  co d e ap p ro ach es. D e sp ite  th is, the 
m ore ad van ced  c a p a b ilitie s  o f  m o b ile  agents are t y p ic a lly  a sso cia te d  w ith  a d d itio n a l p e rfo rm a n ce  
o verh ead s that m ay n o t a lw a y s be accep tab le . M o d e m  m o b ile  agent p la tfo rm s a im  to be g e n e ral 
p u rp o se , a ll ro u n d  so lu tio n s b y  a g g reg a tin g  ag en t-related  fu n c tio n a lity , m ost o f  w h ic h , w a s n e v e r 
re q u ire d  w ith in  the n e tw o rk  m anagem ent co n te xt. A ll that w as id e n tifie d  as n e ce ssa ry  fo r the 
cre a tio n  o f  o u r n e tw o rk  m anagem ent system s w as the re q u ire d  fa c ilit ie s  fo r co n stra in e d  m o b ility . 
T h is  p ro v id e d  the m o tiva tio n  fo r the w o rk  o n  a lig h tw e ig h t ap p ro ach  to co n stra in e d  m o b ility , 
c o m b in in g  the m in im u m  re q u ire d  m o b ile  agent fu n c tio n a lity , the a b ility  to d e liv e r the sam e 
b e n e fits o f  p ro g ra m m a b ility  and au to n o m y, w h ile  a lso  re d u cin g  the p e rfo m ia n ce  co sts. T h e  
ap p ro ach  is  p resented  in  C h a p te r 6 that fo llo w s.
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Chapter 6
6 A Lightweight Approach to Constrained 
Mobility
T h is  ch a p te r p resen ts an  ap p ro ach  to m o b ile  agent-b ased  n e tw o rk  m anagem ent b ased  o n  a 
s p e c ia lly  fo rm u la te d  p la tfo rm  fo r co n stra in e d  m o b ility  that su ita b ly  enhances the c a p a b ilitie s  o f  a 
d istrib u te d  o b je ct fra m e w o rk . T h e  p la tfo rm  fo llo w s  a m in im a list ap p ro ach  to p ro v id e  o n ly  the 
re q u ire d  fa c ilit ie s  su p p o rtin g  the co n stra in e d  m o b ility  strateg y in  an  e ffo rt to m in im iz e  n e tw o rk  
p e rfo n n a n ce  o ve rh ea d s. T h e  re s u ltin g  p ro to typ e  fo r co n stra in e d  m o b ility  p ro v id e s  an  e ffic ie n t 
so lu tio n  in  the d ire c tio n  o f  e v o lu tio n  o f  n e tw o rk  m anagem ent ap p ro ach es fro m  cu rre n t d istrib u te d  
o b je cts to w ard s fu ll-fe a tu re d  m o b ile  agent so lu tio n s.
6.1 Introduction
T h e  w o rk  o n  a lig h tw e ig h t p la tfo rm  fo r co n stra in e d  m o b ility  w a s m o tiva te d  b y  the co m b in a tio n  o f  
the m ost p ro m in e n t ad van tages an d  d isad va n tag e s fro m  m o b ile  ag ent-b ased  n e tw o rk  m anagem ent 
that w e re  d iscu sse d  in  ch ap ters 4  an d  5 . M o b ile  agents a llo w  fo r the e asy p ro g ra m m a b ility  o f  
n e tw o rk  elem ents and the au to no m o us, s e lf-c o n fig u ra b le  o p e ra tio n  o f  a  n e tw o rk  m anagem ent 
system . U n fo rtu n a te ly  as seen  in  C h a p te r 5 , m odem  m o b ile  agent p la tfo rm s p ro v id e  a lo t o f  
g e n e ral-p u rp o se  c a p a b ilitie s  that are  t y p ic a lly  u n u se d  fo r n e tw o rk  m anagem ent p u rp o se s but 
n e ve rth e le ss co n trib u te  to in c re a se d  p e rfo rm a n ce  o ve rh ead s. In  the b e g in n in g  o f  2 0 0 0 , w o rk  
com m enced  o n  the firs t  p la tfo rm  to p ro v id e  o n ly  the m in im a l re q u ire d  su p p o rt fo r the 
develo p m en t o f  “ co n stra in e d ”  m o b ile  agents. T h e  p la tfo rm  fa c ilit ie s  e x p lo it an d  augm ent the 
ca p a b ilitie s  o f  a d istrib u te d  o b je ct fra m e w o rk  fo r rem ote tra n sfe r o f  data an d  o b je ct b in d in g . T h is  
ap p ro ach  is  in  co n trast w ith  o th er m o b ile  agent p la tfo rm s that im p lem en t th e ir o w n  lo w e r le v e l 
co m m u n icatio n  p ro to co ls  an d  n a m in g  fa c ilit ie s . A s  the proto typ e p la tfo rm  w o rk  e n v isio n e d  a 
“ Ja v a  e ve ryw h e re ”  e n viro n m e n t the J a v a -R M I d istrib u te d  o b je ct fra m e w o rk  w as ch o se n , as a 
w e ll-in te g ra te d  an d  o p tim ise d  fra m e w o rk  fo r Ja v a -o n ly  system s. D e sp ite  th is , the p ro p o sed  
ap p ro ach  h a s a w id e r sco p e  and ca n  be re a liz e d  w ith  a n y  d istrib u te d  o b ject fra m e w o rk .
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6.2 Proposed Approach
T h e  fin a l, integrated  system s o f  the case stu d ie s presented in  C h a p te r 5 co n siste d  o f  a larg e  
num ber o f  agents in  the M a ste r, W o rk e r and T arg et ro le s, w ith  each su b -syste m  o p e ratin g  u sin g  a 
co n stra in e d  m o b ility  strategy. It  w as so o n re a liz e d  that the sam e b e n e fits o f  these m o b ile  agent- 
based system s co u ld  be d e liv e re d  m ore e ffic ie n tly  based on a ‘ lig h tw e ig h t’ p la tfo rm  that o n ly  
co m b in e s tw o re q u ire d  ch a ra cte ristics. A  m ech anism  re sp o n sib le  fo r the sin g le -h o p  m ig ra tio n  
in v o lv e d  in  co n strain ed  m o b ility  a lo n g  w ith  the fle x ib ilit y  to in tro d u ce  autono m o us b e h a vio u r. In  
o rd e r to su p p o rt co n stra in e d  m o b ility  the fo llo w in g  tw o p latfo rm  fa c ilit ie s  are re q u ire d :
• A  p latfo rm  m ech anism  that caters fo r the sequen ce o f  su sp e n sio n , term in atio n , 
se ria liz a tio n , m ig ra tio n , d e -se ria liz a tio n  and resu m p tio n  o f  agents. T h e se  are the steps 
asso ciate d  w ith  the m ig ra tio n  o f  a W o rk e r to a targeted node.
• A  nam in g  se rv ic e  that cate rs fo r agents that m ig rate on ce to a targeted node.
B ased  on these re q u ire d  fa c ilit ie s , the w o rk  re su lte d  in  a ‘ lig h tw e ig h t’ p la tfo rm  fo r co n strain e d  
m o b ility  nam ed, the ‘ C o d e S h e ll’ [BohoO O c] (see  A p p e n d ix  A  fo r C o d e S h e ll U M L  d iag ram s and 
A p p e n d ix  B  fo r C o d e S h e ll S o u rce  C o d e ). T h e  p la tfo rm  e x p lo its  and enhances c a p a b ilitie s  fo r 
sta tic  d istrib u te d  o b jects p ro v id e d  b y  Ja v a -R M l as w e ll as com ponents c a p a b ilitie s  o f  the 
Ja v a B e a n s fra m e w o rk  [J A V A B ], Ja v a -R M I w as e xp lo ite d  in  o rd er to p ro v id e :
• A  g e n e ric  rem ote in te rfa ce  fo r the tra n sfe r o f  a s e ria liz e d  agent in  b yte cod e form . T h is  is  
re a lize d  b y a com ponent re fe rre d  as the C o d e S h e ll C o m m u n ica tio n  S e rv ic e  (C C S ).
• A n  ag ent-nam in g  com pon en t, re fe rre d  as the C o d e S h e ll N a m in g  S e rv ic e  (C N S ), e n su rin g  
the ap p ro p riate  n a m in g , b in d in g  and lo o k u p  o f  m ig ra tin g  agents (b y  e n h a n cin g  the Ja v a - 
R M I re g istry  c a p a b ilitie s ).
• A  d istrib u te d  o b je ct that se rv e s as a g e n e ric agent e xe cu tio n  e n viro n m en t and a lso  
encap su late s the ab o ve  se rv ic e s.
R e g a rd in g  the Ja v a B e a n s fra m e w o rk , re fle c tio n  c a p a b ilitie s  c o n v e n ie n tly  a llo w e d  u s to 
d y n a m ic a lly  in it ia lis e  and resum e an y  s p e c ific  m o b ile  agent in  a g e n e ric  m anner.
2 . S u sp en d , T e rm in a te ,
U n re g iste r N am e, S e ria liz e
1. C re ate
O
CCS -
—  ----
Aa
Master Worker CNS
Figure 6-1: Constrained mobility between two remote CodeShell execution environments
4 . D e -s e ria liz e , In itia te , 
R e g iste r N am e, R esu m e
6 . In te ra ct 
Target
84
Chapter 6. A Lightweight Approach to Constrained Mobility
A  ty p ic a l sce n a rio  o f  o p e ra tio n  co m m en ces w ith  the M a ste r agent cre a tin g  a W o rk e r. T h e  agent 
co n fig u re s it s e lf  w ith  the re q u ire d  param eters an d  m anagem ent m o d u les an d  co n tacts the C C S  
th ro ug h  the p la tfo rm ’ s e xte rn a l A P I. T h e  C C S  fo llo w s  a seq u en ce o f  te rm in a tin g  and 
d e re g iste rin g  the cu rre n t agent re fe re n ce  fro m  the n a m in g  se rv ice . T h ro u g h  the n a m in g  s e rv ic e  the 
d e stin a tio n  C C S  is  lo cate d  an d  the s e ria liz e d  W o rk e r is  tra n sfe rre d  to it  as an  a rra y  o f  b yte s. U p o n  
a rriv a l it  is  d e -se ria liz e d , in itia te d , re g iste re d  an d  le t to resum e its  o p e ra tio n  b ased  o n  its  cu rre n t 
state. In  the C o d e S h e ll c la ss  d iag ram  o f  A p p e n d ix  A  w e ca n  see that th is  state is  rep resen ted  b y  
the “ s t a t e : i n t  []  ”  A g e n t attrib u te , a llo w in g  a  nu m b er o f  state in d ic a to rs  to be added. T h e  
a n a ly sis  o f  the in d ic a to rs  ap p e a rin g  in  the ag ent state at an y  g iv e n  tim e a llo w  it  to m ake an 
autonom ous d e c isio n  o n the a p p ro p ria te  m anagem ent a c tio n  o r ad ap tation to the e n viro n m en t, as 
d e scrib e d  in  S e ctio n  4 .3 . U p o n  re su m p tio n  at the d e stin a tio n  node, the W o rk e r agent a g a in  m akes 
u se  o f the p la tfo rm ’ s e xte rn a l A P I in  o rd e r to access C N S  and p e rfo rm  a lo o k u p  fo r a p re -e x istin g  
T arg e t agent. W h e n  a T arg e t re fe re n ce  is  o b tain e d , the W o rk e r ca n  start c o lla b o ra tin g  w ith  it  in  
o rd e r to p e rfo rm  its  task. F u rth e rm o re , the C N S  fa c ilit ie s  are u se d  b y  the M a ste r and W o rk e r 
agents in  o rd e r to o b tain  the re q u ire d  re fe re n ce s that a llo w  the rem ote e xch an g e  o f  in fo rm a tio n  
betw een them .
T h e  c a p a b ilitie s  in h e rite d  b y  a ll C o d e S h e ll agents are lim ite d  to the e sse n tia ls (see  A p p e n d ix  A , 
C o d e S h e ll C la ss  D ia g ra m ). F u rth e r to the ty p ic a l in itia tio n /te rm in a tio n  m ethods, agents su pp o rt a 
m ethod th at ad ve rtise s th e ir su p p o rted  s e rv ic e s  as w e ll as a  m ethod that a llo w s  g e n e ric in te r-a g en t 
co m m u n ica tio n  th ro ug h  the e xch an g e  o f  o n to lo g y -b ase d  m essages. T h is  is  an  a lte rn a tiv e  to the 
ca p a b ility  o f  agent co m m u n ica tio n  th ro u g h  J a v a -R M I rem ote in te rfa ce s an d  ca n  be o f  p a rtic u la r 
im p o rtan ce  fo r sce n a rio s w ith  in te ra ctio n s in v o lv in g  co m p le x and d y n a m ic a lly  ch a n g in g  data (i.e . 
p re -d e fin e d  in te rfa ce s o f  co m m u n ica tio n  b ecom e in e ffe c tiv e ). A g e n ts a lso  c a rry  a u n iq u e  
id e n tify in g  nam e an d  a m ethod (c a lle d  “ l i v e  ( )  ” )  to o v e rrid e  the b e h a v io u r o f  a s p e c ific  agent. 
A g e n ts co m m un icate  w ith  the p la tfo rm  fo r m ig ra tio n  an d  agent lo o k u p  c a p a b ilitie s.
B y  lim itin g  the c a p a b ilitie s  su p p o rted  b y  the agent p la tfo rm  as w e ll as those in h e rite d  b y  a ll 
agents, w e  h ave  b u ilt  o n  top o f  the C o d e S h e ll p la tfo rm  a  p e rfo rm a n ce  m o n ito rin g  system  that 
in c u rs  o n ly  a fra c tio n  o f  the p e rfo m ia n ce  o ve rh ea d s asso cia te d  w ith  a ty p ic a l a ll-ro u n d  m o b ile  
agent p la tfo rm . T h e se  fin d in g s  are  d e ta ile d  in  the fo llo w in g  se ctio n  p re se n tin g  a th o ro u g h  
e xp e rim e n ta l assessm ent o n  the C o d e S h e ll b ased  p e rfo rm a n ce  m o n ito rin g  system .
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6.3 Assessment
6.3.1 Methodology and Environment
T h e  m eth o d o lo g y and e n viro n m en t u sed  fo r the e xp e rim e n tal assessm ent fo llo w s  the d e scrip tio n s 
g iv e n  in  p art 5 .4 .2 . In  these lin e s, tra ffic  and resp o n se  tim e m easurem ents in v o lv e  the rem ote 
tra n sfe r o f  rep o rts o f  in cre a se d  s iz e  and the m ig ra tio n  o f  a W o rk e r fo r p e rfo rm a n ce  m o n ito rin g . 
T h e  m em ory u sag e at a m anaged node w as m easured  as an in d ica to r o f  co m p u ta tio n al reso u rce  
req u ire m en ts. F in a lly , so u rce  cod e s iz e s  are com pared  as an in d ica tio n  o f  d evelo p m en t o verh ead s. 
T h e  g rap h s and d e scrip tio n s p resen ted  in  the fo llo w in g  su b -se ctio n s fo cu s o n the C o d e S h e ll 
p latfo rm . F o r co m p a riso n  p u rp o se s data p resen ted  in  C h a p te r 5 on the p e rfo rm a n ce  o f  Ja v a -R M I, 
C O R B A , G ra ssh o p p e r and Ja sm in  S c rip t-M IB  are rep ro d u ced  here.
6.3.2 Experimental Results
6.3.2.1 Remote Data Transfers
T h e  C o d e S h e ll p la tfo rm  has been d esig n e d  to a llo w  the f le x ib ility  fo r agents to co m m un icate 
th ro ug h  Ja v a -R M I in te rfa ce s. A s  su ch , re g a rd in g  rem ote co m m u n icatio n  the p la tfo rm  a ch ie v e s 
re su lts that are id e n tic a l to a p la in  Ja v a -R M I system . F ig u re  6 -2  sh o w s that the C o d e S h e ll, Ja v a - 
R M I, C O R B A  an d  S c rip t-M IB  so lu tio n s o ffe r the best resp o n se  tim es at s im ila r le v e ls .
Report Size [Number of Elementsl
Figure 6-2: Comparison of CodeShell reporting response times
86
Chapter 6. A Lightweight Approach to Constrained Mobility
T h e  C o d e S h e ll p latfo rm  is  at least 10 tim es faste r than G ra ssh o p p er. T h is  gap in cre a se s w ith  
report s iz e , sh o w in g  that the C o d e S h e ll is  a m uch m ore sca la b le  so lu tio n  than G ra ssh o p p e r w hen 
it  com es to la rg e  am ounts o f  data. R e g a rd in g  the tra ffic  asso ciate d  w ith  the re p o rtin g  o p e ratio n  the 
C o d e sh e ll and Ja v a -R M I b ased  system s c le a rly  in c u r the least am ounts o f  tra ffic  w ith in  o u r 
m easurem ent rang e (F ig u re  6 -3 ).
Report Size [Number of Elements]
Figure 6-3: Comparison of CodeShell reporting traffic
F ro m  the slo p e s o f  the C O R B A  and C o d e S h e ll lin e s  in  th is  fig u re  w e w o u ld  e xp e ct C O R B A  to 
e v e n tu a lly  su rp ass the C o d e S h e ll fo r rep o rts co n ta in in g  m ore than about 150  elem ents. T h e  
C o d e S h e ll based system  in c u rs  alm o st h a lf  the tra ffic  o f  the G ra ssh o p p e r m o b ile  agent so lu tio n .
6.3.2.2 Software Migration
T h e  C o d e S h e ll m easurem ent re su lts re g a rd in g  the re q u ire d  tim e and tra ffic  asso cia te d  w ith  the 
m ig ra tio n  o f  a W o rk e r e n tity  ca n  be seen in  F ig u re  6 -4  and F ig u re  6 -5  re sp e c tiv e ly .
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CodeShell Script-MIB Grasshopper
Figure 6-4: Comparison of migration time incurred by CodeShell Worker
3 0 0 0 -
CodeShell Script-MIB Grasshopper
Figure 6-5: Comparison of migration traffic incurred by CodeShell Worker
T h e  C o d e S h e ll w o rk e r re q u ire d  5 2 0  m sec to m ig rate  and p ro ved  to be m ore than 2  tim es faste r 
than the S c rip t-M IB  and G ra ssh o p p e r w o rk e rs that to o k  12 16  m sec and 14 18  m sec re sp e c tiv e ly . 
R e g a rd in g  tra ffic , the C o d e S h e ll so lu tio n  p ro v id e s the best p e rfo rm a n ce  w ith  Ja sm in  S c rip t-M IB  
p ro d u cin g  a s lig h tly  w o rst re su lt. A s  w e  h ave  seen in  the fig u re s d e p ictin g  the rem ote re p o rtin g  
re su lts, Ja v a -R M I p ro v id e s v e ry  e ffic ie n t rem ote tra n sfe r fa c ilit ie s  that are su ita b ly  e xp lo ite d  b y 
the C o d e S h e ll p la tfo rm  in  o rd e r to a ch ie v e  g ood agent m ig ra tio n  p e rfo rm a n ce . W h ile  the 
G ra ssh o p p e r w o rk e r in c u rre d  2 9 32  b yte s o f  tra ffic , the C o d e S h e ll w o rk e r in c u rre d  o n ly  2 4 11 
b ytes, w h ic h  m akes fo r a s ig n ific a n t 5 2 1 b yte s d iffe re n ce .
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6.3.2.3 Memory Usage at Managed Node
R e g a rd in g  the re so u rce  req u ire m en ts at a m anaged netw o rk elem ent w e h ave  m easured the 
m em ory usage re q u ire d  fo r the e xe cu tio n  o f  the C o d e S h e ll based p e rfo rm a n ce  m o n ito rin g  system  
and its su p p o rtin g  p latfo rm . T h e  m em ory usage re su lts  ca n  be seen in  F ig u re  6-6 .
Figure 6-6: Comparison of CodeShell of JVM memory usage
T h e  C o d e S h e ll, C O R B A  and J a v a -R M I b ased  system s h ave lo w  m em ory u tiliz a tio n  req u irem en ts 
at s im ila r le v e ls . C o m p ared  to Ja v a -R M I the C o d e S h e ll m anagem ent e n titie s and p latfo rm  
fa c ilitie s  fo r the su p p o rt o f  co n stra in e d  m o b ility  p ro d u ced  a sm a ll a d d itio n a l o ve rh ead  (ab o u t 
(1 .6 2 M b y te  - 1 .5 4 M b y te ) 0 .0 8 M b y te  m o re ). F u rth erm o re  the C o d e S h e ll m em ory usage at 
1 .6 2 M B y te  com p ares fa v o u ra b ly  to the 2 .7M b y te s an d  4 .5 6 M b y te s re q u ire d  b y  the S c rip t-M IB  
and G ra ssh o p p e r so lu tio n s re sp e c tiv e ly .
6.3.2.4 Software Development Metrics
T h e  re su lts on the so u rce  co d e s iz e  re q u ire d  fo r the d evelop m en t o f  a p e rfo rm a n ce  m o n ito rin g  
system  fo r the C o d e S h e ll p la tfo rm  ca n  be seen in  F ig u re  6 -7 .
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I * 1 * l ■ l * l
Grasshopper J-RMI CORBA Jasmin CodeShell
Figure 6-7: Comparison of CodeShell source code size
T h e  C o d e S h e ll, Ja v a -R M I and C O R B A  based  system s re q u ire d  a s im ila r nu m ber o f  lin e s  o f  
so u rce cod e (2 5 6 2 , 2 5 4 0  and 2 5 8 3  re s p e c tiv e ly ). W h ile  the C o d e S h e ll re q u ire s 199 m ore lin e s  
than G ra ssh o p p e r, it  s t ill g re a tly  o u tp erfo rm s the S c rip t-M IB  ap p ro ach  that re q u ire s 2 9 72  lin e s  
(i.e . a s ig n ific a n t 4 1 0  lin e s  d iffe re n c e ). T h e  C o d e S h e ll e ffe c tiv e ly  co m b in e s the ad van tag es o f  a 
stable  p la tfo rm  ta k in g  ad van tage o f  the w id e ly  u sed  and tested d istrib u te d  o b je ct fa c ilit ie s  o f  Ja v a - 
R M I, it re q u ire s a m odest am ount o f  p la tfo rm  s p e c ific  cod e and s u ita b ly  e xp o se s the A P Is  
n e ce ssary  fo r the d evelo p m en t o f  co n stra in e d  m o b ile  agents.
6.4 Conclusions
T h is  ch ap te r p resen ts a lig h tw e ig h t ap p ro ach  to the fa c ilit ie s  re q u ire d  fo r the re a liz a tio n  o f  
co n stra in e d  m o b ile  agents and a th o ro u g h  e v a lu a tio n  o f  the co n strain e d  m o b ility  strateg y fo r 
m o b ile  agent-b ased  n e tw o rk  m anagem ent. T h e  au th o r im p lem ented  the C o d e S h e ll p la tfo rm  fo r 
co n strain e d  m o b ility  in  o rd e r to e sta b lish  w h e th e r it  w as p o ssib le  to re a liz e  m anagem ent system s 
based on co n strain e d  m o b ility  that at the sam e tim e a ch ie v e  p erfo rm an ce le v e ls  co m p arab le  to the 
on es o f  system s based on the m ost p o p u la r sta tic  d istrib u te d  o b je ct te ch n o lo g ie s. T h e  aim  w as 
d ire cted  at q u a n tify in g  the p e rfo rm a n ce  g a in  a ch ie v a b le  b y  g iv in g  u p  on g e n e ra l-p u rp o se  m o b ile  
agent te ch n o lo g ie s and re ta in in g  o n ly  the m ost b a sic  fa c ilitie s  re q u ire d  b y  co n strain e d  m o b ility . 
T h e  re su lts presented h e re in  su g g est that co n stra in e d  m o b ility  can  be e a s ily  integrated  in  n e tw o rk 
m anagem ent system s. M o re o v e r, u s in g  co n stra in e d  m o b ility  it  is  s t ill p o ssib le  to a ch ie v e  
p e rfo rm a n ce  and s c a la b ility  ty p ic a l o f  sta tic  d istrib u te d  o b ject tech n o lo g ie s. O th er m anagem ent 
fu n ctio n s su ch  as co n fig u ra tio n  and fa u lt m anagem ent can  s im ila rly  b e n e fit fro m  co n strain e d  
m o b ility . It  is  the a u th o r’ s b e lie f that co n stra in e d  m o b ility  is  the m ost su ita b le  strateg y that can 
fin d  co n crete  a p p lic a tio n  in  n e tw o rk  m anagem ent. W h ile  m o b ile  agent fra m e w o rk s w ere in it ia lly
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thoug ht as r iv a ls  to sta tic  d istrib u te d  o b je ct fra m e w o rk s, the tw o ap p ro ach es need  to co e x ist. T h e  
ap p ro ach  p resen ted  in  th is  ch a p te r enh ances the c a p a b ilitie s  o f  a  d istrib u te d  o b je ct fra m e w o rk  to 
su p p o rt co n stra in e d  m o b ility  b u t in  som e case s the p o s s ib ility  o f  h a v in g  a  d istrib u te d  o b je ct and a 
m o b ile  agent fra m e w o rk  in te r-w o rk  m ay be d e sira b le . In  su ch  a case , re a l sy n e rg y  co u ld  be 
a c h ie v e d  i f  sta tio n a ry  agents c o u ld  be p ro v id e d  u sin g  ty p ic a l sta tic  o b je cts, w ith  m ethod 
in v o ca tio n s b e in g  p o ssib le  b etw een m o b ile  agents and sta tic  o b je cts in  b oth d ire ctio n s. S u ch  an 
e n viro n m en t c o u ld  co m b in e  the ad van tag es o f  b o th  fra m e w o rk s an d  p ro v id e  a co n v e n ie n t p ath  fo r 
the u p g rad e  o f  c a p a b ilitie s  o f  e x istin g  d istrib u te d  o b je ct system s. T h is  p ro p o sa l is  th o ro u g h ly  
e xa m in e d  in  the C h a p te r that fo llo w s.
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Chapter 7
7 A Hybrid Approach based on Mobile 
Agents and Distributed Objects
T h is  ch ap te r p resen ts an ap p ro ach  to m o b ile  ag ent-b ased  n e tw o rk  m anagem ent re ly in g  o n  a 
s p e c ia lly  fo rm u la te d  e n viro n m en t that su ita b ly  co m b in es the c a p a b ilitie s  o f  a  m o b ile  agent an d  a 
d istrib u te d  o b je ct fra m e w o rk . T h e  re s u ltin g  e n viro n m e n t e x p lo its  th e c a p a b ilitie s  o ffe re d  b y  the 
m o b ile  agent fra m e w o rk  fo r  autono m o us and pro g ram m ab le o p e ra tio n  an d  the sm a ll rem ote 
co m m u n icatio n  o ve rh ea d s that t y p ic a lly  ch a ra cte rize  a d istrib u te d  o b je ct fra m e w o rk . T h e  
re su ltin g  ‘ h y b rid ’ e n viro n m e n t o f  co lla b o ra tin g  m o b ile  agents an d  sta tic  o b je cts ca n  p ro v id e  an 
e ffe c tiv e  ap p ro ach  fo r the enhancem ent o f  e x istin g  d istrib u te d  o b ject-b ased  n e tw o rk  m anagem ent 
system s w ith  m o b ile  agent c a p a b ilitie s .
7.1 Introduction
T h e  a u th o r’ s in v o lv e m e n t w ith in  the ca se  stu d ie s p resen ted  in  C h a p te r 5 m ade c le a r that the 
r iv a lr y  betw een m o b ile  agents and d istrib u te d  o b je ct a lte rn a tiv e s fo r n e tw o rk  m anagem ent w o u ld  
sh o w  n o  c le a r w in n e r. O n th e  o n e h a n d  m od em  m o b ile  agent fra m e w o rk s a llo w  u s to  d e v e lo p  
p rog ram m ab le an d  autono m o us n e tw o rk  m anagem ent so lu tio n s asso cia te d  w ith  s ig n ific a n t 
p e rfo rm a n ce  o ve rh ea d s. O n the o th e r h a n d  system s b ased  o n  d istrib u te d  o b je ct fra m e w o rk s o ffe r 
great p e rfo rm a n ce  b ut d epend o n  fix e d , p re -e x istin g  se rv e r o b je cts at m anaged n o des. A n y  
n e tw o rk  m anagem ent system  in v o lv e s  tw o typ es o f  c o lla b o ra tin g  so ftw a re  e n titie s, those that 
operate s ta tic a lly  in  th e ir n e tw o rk  elem ent o f  cre a tio n  an d  those that w o u ld  id e a lly  be m o b ile . A s  
su c h , re a l sy n e rg y  co u ld  b e  a ch ie v e d  in  a n e tw o rk  m anagem ent system  i f  sta tio n a ry  e n titie s w e re  
p ro v id e d  u sin g  sta tic  o b jects that co lla b o ra te  w ith  m o b ile  agents, in  a  ‘ h y b rid ’ system  that 
co m b in e s the b est o f  b oth. W h ile  ch a p te r 6 p resen ts a lig h tw e ig h t p la tfo rm  re a liz e d  b y  e n h a n cin g  
th e  c a p a b ilitie s  o f  a  d istrib u te d  o b je ct fra m e w o rk  to  su p p o rt co n stra in e d  m o b ility , th e p ro p o sa l o f  
th is  ch a p te r su ita b ly  co m b in e s the c a p a b ilitie s  o f  tw o  e x istin g  fra m e w o rk s, one fo r d istrib u te d  
o b je cts an d  on e fo r m o b ile  agents. Som e p re lim in a ry  w o rk  o n the in te g ra tio n  o f  m o b ile  agents an d  
C O R B A  co n sid e re d  m o stly  a rch ite ctu ra l is su e s  [C h a t0 0 ][G u ia 0 1 ]. T h e  w o rk  p resen ted  h e re  goes 
fu rth e r b y  co n ce n tratin g  on issu e s o f  system  d e sig n  and a p e rfo rm a n ce  e v a lu a tio n  o f  the h y b rid  
ap p ro ach  [B o h o 0 2 ]. W h ile  the fo llo w in g  se ctio n  p resen ts the in te g ra tio n  o f  C O R B A  d istrib u te d
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o b jects w ith  G ra ssh o p p e r m o b ile  agents, the p ro p o sed  ap p ro ach  o f  c o lla b o ra tin g  e n titie s s t ill 
a p p lie s in  a g e n e ral co n text.
7.2 Proposed Approach
L e t’ s co n sid e r a n e tw o rk  o f  m anaged n o d e s, each h o stin g  a n um ber o f  C O R B A  se rv e rs co n ta in in g  
an e xe cu tin g  p ie ce  o f  m anagem ent lo g ic  (F ig u re  7 -1 ). W h ile  C O R B A  se rv e rs w ritte n  in  co m p ile d  
lan g u ag es are tie d  to a s p e c ific  h a rd w are  a rch ite ctu re  and o p e ra tin g  system , a n um ber o f  C O R B A  
se rve rs are w ritte n  in  a lan g u ag e su ch  as Ja v a , a llo w in g  them  to e xecu te in  an y m anaged node 
ru n n in g  a su ita b le  V irtu a l M a ch in e  (V M ) an d  the re le v a n t O R B .
— — —► Weak agent migration % Java CORBA server
o  Other CORBA server
®  ► Relocation of server [j Network node
Figure 7-1: A system of dynamically positioned Java-based CORBA servers
F o r the e ffic ie n t o p e ra tio n  o f  the system , w e  w o u ld  lik e  to h ave these Ja va -b a se d  C O R B A  se rv e rs 
p lace d  d y n a m ic a lly  in  m anaged n o d es. T h is  can  be a ch ie ve d  w ith  a m o b ile  agent c a rry in g  a 
C O R B A  se rv e r to the ap p ro p riate  m anaged no de fo r e xe cu tio n  (F ig u re  7 -2 , step 1). In  [L io t0 2 a ], 
a n  alg o rith m  is  p resen ted  that a llo w s  an agent to d e cid e  based on an a n a ly s is  o f  ro u tin g  tab les on 
the m ost e ffic ie n t node fo r its  m ig ra tio n  and e xe cu tio n . T h e  d e c isio n  m ech an ism s u sed  in  
[L io t0 2 a ] are a re su lt o f  a th e o re tica l stu d y, assessed  th ro ug h  a set o f  s im u la tio n  re su lts 
c o n firm in g  the u se fu ln e ss o f  the p ro ce ss. In  the w o rk  presented here w e enhance those 
m ech an ism s b y c o n sid e rin g  a co m b in a tio n  o f  e ffic ie n c y  p aram eters and p resen t th e ir re a liz a tio n  
in  a system  based on cu rre n t m o b ile  agent and C O R B A  te ch n o lo g ie s. S in ce  the state o f  n e tw o rk 
no des can  change w ith  tim e , w e  w o u ld  lik e  to be in fo rm e d  i f  there is  a m ore e ffic ie n t no de fo r 
e xe cu tio n . F o r th is  reaso n , the m o b ile  agent a lo n g  w ith  the C O R B A  se rv e r can c a rry  the cod e o f  a 
seco nd  sm a lle r m o b ile  agent (F ig u re  7 -2 , step 1 ). T h is  sm a ll agent ca n  p e rio d ic a lly  v is it  ( in  a 
w e ak m o b ility  m ann er - F ig u re  7 -2 , step A ) a nu m b er o f  a lte rn a tiv e  n o des and c o lle c t lo c a l
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p e rfo rm an ce  in fo rm a tio n  that w ill a llo w  it to p o s s ib ly  in stru ct (F ig u re  7 -2 , step B ) a re lo ca tio n  o f  
the C O R B A  se rv e r in  a m ore e ffic ie n t node o f  e xe cu tio n  (F ig u re  7 -2 , step 3 ).
NodeB
Figure 7-2: A typical scenario of operation and re-location of a Java-based CORBA server
T he ab o ve  d isc u ssio n  a llo w s  u s to id e n tify  that tw o m o b ile  so ftw are  e n titie s are re q u ire d  b y  th is  
ap p ro ach  as w e ll a sta tic o b ject co n ta in in g  the re q u ire d  m anagem ent lo g ic . In  a d d itio n , other 
co lla b o ra tin g  sta tic  e n titie s can  be a v a ila b le  in  o rd e r to fo rm u late  a com p lete m anagem ent system . 
In  the fo llo w in g  se ctio n  w e w ill dem onstrate h o w  the p ro p o sed  ap p ro ach  ca n  be re a lize d  in  the 
con text o f  a system  fo r n e tw o rk  p e rfo rm a n ce  m o n ito rin g .
7.3 A Prototype Hybrid System for Performance Monitoring
T he p e rfo rm a n ce  m o n ito rin g  system  w as s p e c ific a lly  d eve lo p e d  to su p p o rt the m o n ito rin g  o f  
v a rio u s  p e rfo rm an ce  param eters im p o rtan t in  an In tran et e n viro n m en t. B a se d  on the ap p ro ach  
presented  in  the p re v io u s  se ctio n  w e h a ve  d eve lo p e d  a p roto typ e system  fo r n e tw o rk  p e rfo rm an ce  
m o n ito rin g  u sin g  a co m b in e d  C O R B A  and m o b ile  agents en viro n m en t. C O R B A  d istrib u te d  
o b jects su pp o rt w as p ro v id e d  b y  S u n ’ s Ja v a  m ap p in g  o f  C O R B A  in c lu d e d  in  J D K  1 .3 .1 . M o b ile  
agents su p p o rt w as p ro v id e d  b y  IK V ’ s G ra ssh o p p e r agent p la tfo rm  v e rs io n  2 .2 .1 . T h e  
p e rfo rm a n ce  m o n ito rin g  system  co n sists  o f  tw o m o b ile  agents and three C O R B A  o b je cts as 
d e scrib e d  b e lo w  (F ig u re  7 - 3 ):
• C O R B A  M o n ito r: A  C O R B A  o b je ct re sp o n sib le  fo r p e rfo rm in g  p e rfo rm a n ce  m o n ito rin g . 
It  co n ta in s a ll the re q u ire d  m anagem ent lo g ic  fo r th is task  in v o lv in g  a co m b in a tio n  o f  
m etric m o n ito rin g  and su m m arizatio n  fu n c tio n a lity  [X 7 3 9 ][X 7 3 8 ].
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•  C O R B A  M a ste r: A  C O R B A  o b je ct re sp o n sib le  fo r in itia tin g  and c o n tro llin g  the 
p e rfo rm a n ce -m o n ito rin g  task. T h e  M a ste r d ire c tly  sends to the M o n ito r an y req u ests fo r 
re co n fig u ra tio n  o f  the p e rfo rm a n ce  m o n ito rin g  p ro ce ss. In  a d d itio n  it  re c e iv e s fro m  the 
M o n ito r an y  p e rfo rm a n ce  re p o rts o r n o tific a tio n s  generated.
• P o sitio n  A g en t: A  m o b ile  agent re sp o n sib le  fo r v is it in g  a num ber o f  a lte rn a tiv e  no des in  
the n e tw o rk c o lle c tin g  in fo rm a tio n  on th e ir co n d itio n s. B ase d  on th is, it  can m ake a 
d e cisio n  and in stru ct fo r the re lo ca tio n  o f  the p e rfo rm an ce  m o n ito rin g  task on a m ore 
e ffic ie n t node o f  e xe cu tio n .
• W o rk e r A g en t: A  m o b ile  agent m ig ra tin g  a lo n g  w ith  the code o f  the P o sitio n  A g en t and 
the M o n ito r in to  a targeted node. U p o n  a rriv a l it  in itia te s the M o n ito r o b ject and p asses a 
refe re n ce  o f  it  to the M a ste r. It  is  a lso  re sp o n sib le  fo r p e rio d ic a lly  cre a tin g  a P o sitio n  
agent as w e ll as re lo ca tin g  the m o n ito rin g  task to a lte rn a tiv e  no des o f  e xe cu tio n .
• C O R B A  T arg et: A  C O R B A  o b je ct a v a ila b le  at each n e tw o rk node a llo w in g  the M o n ito r 
to a cce ss raw  p e rfo rm a n ce  in fo rm a tio n . T h e  T arg et a llo w s the M o n ito r to take p a ssiv e  
p erfo rm an ce m easurem ents (e .g . U se d  b an d w id th , lo ss, e tc) b y  w ra p p in g  the u n d e rly in g  
S N M P  su p p o rt as w e ll as a c tiv e  m easurem ents b y  p ro v id in g  an ‘ e ch o ’ fa c ility  (e .g . fo r 
d ela y, jitte r, e tc).
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Figure 7-3: Initiation of the Hybrid system for performance monitoring
A  ty p ic a l sce n a rio  o f  system  o p e ra tio n  com m en ces w ith  a req uest fo r p e rfo rm a n ce  m o n ito rin g  
fro m  a u se r o f  the system  cre a tin g  a C O R B A  M aste r. T h e  M a ste r is  re sp o n sib le  to create a new  
W o rk e r agent and p ass to it  an y p aram eters re q u ire d  fo r the p erfo rm an ce m o n ito rin g  task (F ig u re  
7 -3 , step 1). T h e  W o rk e r, co n ta in in g  the code o f  a C O R B A  M o n ito r and a P o sitio n  agent,
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su b se q u e n tly  m ig rates to the ch o se n  n e tw o rk  node. U p o n  a rriv a l it  in itia te s a C O R B A  M o n ito r 
and p asses its  re fe re n ce  to the M a ste r so that the tw o C O R B A  o b jects can  co lla b o ra te  d ire c tly . 
T h e  M o n ito r in itia te s  its  task  w ith  p e rio d ic  req u ests fo r ‘ ra w ’ p e rfo rm a n ce  in fo rm a tio n  (co u n te r 
typ e v a lu e s) p ro v id e d  b y  the C O R B A  T arg et. B ase d  on th is in fo rm a tio n , the M o n ito r p e rfo rm s 
m etric m o n ito rin g  fo r a nu m b er o f  p e rfo rm a n ce  param eters (e .g . U se d  B a n d w id th , L o ss , e tc), 
ch e ck s the th re sh o ld s set and gathers the in fo rm a tio n  p ro d u ced  in  o rd e r to generate rep o rts. 
D u rin g  th is  task, the M o n ito r re m o te ly  sends to the M a ste r su ch  rep o rts o n  p erfo rm an ce 
co n d itio n s in  a sch e d u le d  m ann er (e .g . e v e ry  1 h o u r) as w e ll as n o tific a tio n s  in  re a l tim e w hen a 
p e rfo rm an ce  th re sh o ld  is  trig g e re d .
: Worker Agent : Position Agent : CORBA Monitor : CORBA Master
1. create
2. migrate to alternative nodesand collect information 
3. process information and make decision
4. remotely send
7. relocation
<
relocation instruction
|5. terminate
|<
6. suspend
8. resume
_>n
>nu
9. pass new CORBA Monitor reference
Figure 7-4: A typical relocation scenario in the Hybrid system
F u rth e r to th is in it ia l sce n a rio , the W o rk e r agent p e rio d ic a lly  creates a P o sitio n  agent to exam in e  
the p o s s ib ility  o f  re lo ca tin g  in  a m ore e ffic ie n t node (see  F ig u re  7 -4 ). T h e  created  P o sitio n  agent 
v is its  in  a w e ak m o b ility  m ann er a n u m b e r o f  a lte rn a tiv e  nodes and c o lle c ts  in fo rm a tio n  on th e ir 
co n d itio n s at each hop. T h e  in fo rm a tio n  co lle cte d  at each node is  p ro v id e d  b y  an enhanced 
sta tio n a ry  T arg et agent that a llo w s  a cce ss to the lo c a l m em ory u tiliz a tio n , n e tw o rk d e la y  to the 
m anaged node, an d  nu m b er o f  e xe cu tin g  agent thread s. W h e n  the P o sitio n  agent fin ish e s  its  task
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at the la st v is ite d  no d e it  an a ly se s the co lle cte d  in fo rm a tio n  and m akes a d e c isio n  o n  w h eth er 
re lo ca tio n  is  b e n e fic ia l. T h e  a n a ly s is  p la c e s im p o rtan ce on n e tw o rk  d e la y  to the m anaged no de in  
o rd er to e n sure e ffic ie n t p e rfo rm a n ce  m o n ito rin g  at the a lte rn a tiv e  lo c a tio n . I f  the req u ire m en t fo r 
lo w  n e tw o rk  d e la y  betw een the a lte rn a tiv e  no de o f  e xe cu tio n  and the m anaged node is  m et b y  a 
num ber o f  no des then the se le ctio n  lo g ic  takes in to  acco u n t the no d es w ith  lo w  m em ory u tiliz a tio n  
an d  su b se q u e n tly  m akes a d e c isio n  b ased  o n  the nu m b er o f  e xe cu tin g  agent thread s as a fin a l 
facto r. T h e  P o sitio n  agent’ s lo g ic  a lso  co n sid e rs the co n d itio n s in  the cu rre n t no de o f  e xe cu tio n  in  
re la tio n  to  the b est a lte rn a tiv e  ca n d id a te  an d  w ill o n ly  in stru ct re lo c a tio n  i f  the im p ro ve m en t in  the 
a lte rn a tiv e  no de is  su b sta n tia l en o u g h  to b e d e sira b le . I f  a re lo ca tio n  d e c isio n  is  m ade, the P o sitio n  
agent re m o te ly  in stru cts the W o rk e r o n  the su ita b le  re lo ca tio n  no d e to m ig rate  and f in a lly  
term in ates. T h e  W o rk e r su b se q u e n tly  su sp e n d s the c u rre n tly  ru n n in g  m o n ito r an d  m ig rates to the 
d esig n ate d  node. U p o n  a rr iv a l it  in itia te s  th e C O R B A  m o n ito r that ca n  resu m e  its  o p e ra tio n  fro m  
the p re v io u s ly  su sp en d ed  se ssio n  in fo rm a tio n . T h e  W o rk e r fin a lly  needs to n o tify  the M a ste r o f  
th e  new  M o n ito r re fe re n ce  in  o rd e r to a llo w  a g a in  the d ire ct co m m u n icatio n  betw een the tw o  
C O R B A  o b jects.
T h e  system ’ s ap p ro ach  has a llo w e d  u s  to e x p lo it a  n u m b e r o f  m o b ile  agent c a p a b ilitie s  a llo w in g  
fo r  d yn am ic and p ro g ra m m ab le  p e rfo n n a n ce  m o n ito rin g . In  the se ctio n  that fo llo w s  w e  w ill 
presen t e xp e rim e n ta l re su lts  sh o w in g  the im p ro ve m en ts in  p e rfo n n a n ce  in tro d u ce d  b y  the 
c o lla b o ra tio n  o f  agents w ith  sta tic  d istrib u te d  o b jects.
7.4 Assessment
7.4.1 Methodology and Environment
T h e  m eth o d o lo g y and e n viro n m e n t u se d  fo r the e xp e rim e n tal assessm ent fo llo w s  the d e scrip tio n s 
g iv e n  in  p a rt 5 .4 .2 . In  these lin e s , tra ffic  an d  resp o n se  tim e m easurem ents in v o lv e  the rem ote 
tra n sfe r o f  rep o rts o f  in cre a se d  s iz e  an d  the m ig ra tio n  o f  a  W o rk e r fo r p e rfo rm a n ce  m o n ito rin g . 
T h e  m em ory u sag e  at a  m anaged no de w as m easured  as an  in d ic a to r o f  co m p u ta tio n al re so u rce  
req u ire m en ts. F in a lly , so u rc e  co d e siz e s  are com p ared  as an in d ic a tio n  o f  d eve lo p m en t o ve rh ead s. 
T h e  g rap h s and d e scrip tio n s p resen te d  in  the fo llo w in g  su b -se ctio n s fo cu s o n  the h y b rid  system . 
F o r co m p a riso n  p u rp o se s data p resen ted  in  C h a p te r 5 on the p e rfo rm a n ce  o f  J a v a -R M I, C O R B A , 
G ra ssh o p p e r an d  Ja sm in  S c rip t-M IB  are re p ro d u ce d  here.
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7.4.2 Results
7.4.2.1 Remote Data Transfers
R e g a rd in g  the re p o rtin g  and n o tific a tio n  o p e ra tio n s, the h y b rid  system ’ s ap p ro ach  o f  
co m m u n icatin g  C O R B A  se rv e rs m eans that the system  e n jo y s the lo w  rem ote co m m u n icatio n  
o ve rh ead s o f  C O R B A . In  F ig u re  6 -2  w e can  see that in  the sam e le v e ls  w ith  C O R B A , the h y b rid  
ap p roach can  o ffe r v e ry  lo w  resp o n se  tim e s co m p arab le  to those in c u rre d  b y  the C o d e S h e ll based 
system  an d  about 5 tim es better than the G ra ssh o p p e r-o n ly  system . In  a d d itio n , F ig u re  6 -3  sh o w s 
that the h y b rid  ap p ro ach  in c u rs  aro u n d  3 0 %  m ore tra ffic  o verh ead s than the C o d e S h e ll system .
7.4.2.2 Software Migration
T h e  h y b rid  system  m easurem ent re su lts re g a rd in g  the re q u ire d  tim e and tra ffic  asso ciate d  w ith  the 
m ig ra tio n  o f  a W o rk e r e n tity  ca n  be seen in  F ig u re  7 -5  and F ig u re  7-6  re sp e c tiv e ly .
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Figure 7-5: Comparison of Hybrid system mobile agents migration times
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Figure 7-6: Comparison of Hybrid system mobile agents migration traffic
T h e  W o rk e r A g en t o f  the h y b rid  system  g ave  s lig h tly  h ig h e r o ve rh ea d s co m p ared  to the W o rk e r 
A g en t o f  the M o b ile  A g e n ts o n ly  system . T h is  is  due to the a d d itio n a l C O R B A  s p e c ific  code 
re q u ire d  in  the e n titie s o f  the h y b rid  system . T h e  P o sitio n  A g e n t is  com m on fo r both system s and 
m uch sm a lle r than the W o rk e r A g e n t re su ltin g  in  s ig n ific a n tly  sm a lle r p e rfo rm a n ce  o verh ead s 
that m ake it su ita b le  fo r the W e a k  m o b ility  m od el. F o r co m p a riso n  w ith  the p e rfo rm an ce  
o verh ead s fo r so ftw a re  m ig ra tio n  rep o rted  ab o ve, in  a C O R B A  d istrib u te d  o b jects system  the 
crea tio n  o f  a d istrib u te d  o b je ct th ro u g h  a fa cto ry  re q u ire s ty p ic a lly  le ss than 15m s to com plete and 
in c u rs  aro u n d  5 0 0  b ytes o f  tra ffic  [P a v l9 8 ].
7.4.2.3 Memory Usage at Managed Node
T h e  re su lts re g a rd in g  the J V M  m em ory u sag e at a m anaged node can  be seen in  F ig u re  7 -7 .
Figure 7-7: Comparison of Hybrid system JVM memory usage
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T h e  h y b rid  ap p ro ach  re q u ire s the m ost am ount o f  m em ory as it  co m b in e s both C O R B A  and 
m o b ile  agent e n titie s and su p p o rtin g  p la tfo rm  fa c ilit ie s . W e h ave  to note here that the rep orted  
va lu e s o f  total m em ory re g a rd in g  the h y b rid  system  in v o lv e  the to tal o f  tw o  J V M s  u sed , one fo r 
the C O R B A  target o b ject and on e fo r the G ra ssh o p p e r e xe cu tio n  e n viro n m en t in c lu d in g  the 
p e rfo rm an ce  m o n ito rin g  e n titie s w ith in . A  D C N  n e tw o rk  co n sistin g  o f  w o rk sta tio n s d ed icated  to 
the m anagem ent o f  n e tw o rk  no des can  be d e p lo ye d  in  o rd er to ad d ress the s ig n ific a n t m em ory 
usage req u ire m en ts o f  the H y b rid  and G ra ssh o p p e r system s.
7.4.2.4 Software Development Metrics
T h e  re su lts  re g a rd in g  the so u rce  cod e siz e  re q u ire d  fo r the d evelop m en t o f  a h y b rid  p e rfo rm an ce  
m o n ito rin g  system  can be seen in  F ig u re  7-8 .
Hybrid System  Grasshopper C O R B A
Figure 7-8: Comparison of Hybrid system source code size
T h e  h y b rid  system  in c lu d e s cod e that is  both C O R B A  and m o b ile  agent p la tfo rm  s p e c ific . A s  
su ch  it co n ta in s m ore cod e than the G ra ssh o p p e r and C O R B A  o n ly  system s. W h ile  the d iffe re n ce  
w ith  the C O R B A  o n ly  system  is  sm a ll, the h ig h  le v e l o f  ab stractio n  o f  the G ra ssh o p p e r A P Is  
m eans that a s ig n ific a n tly  lo w e r so u rce  cod e s iz e  is  a ch ieve d . C o m p ared  to the 2 6 48 lin e s  
re q u ire d  fo r the h y b rid  system , the G ra ssh o p p e r o n ly  system  re q u ire d  2 3 6 3  lin e s  o f  cod e re su ltin g  
in  a s ig n ific a n t d iffe re n ce  o f  2 8 5  lin e s.
7.5 Conclusions
In  th is ch ap ter w e  p resented  the ap p ro ach , d e sig n  and e v a lu a tio n  o f  a h y b rid  n e tw o rk  m anagem ent 
so lu tio n  based on a co m b in a tio n  o f  m o b ile  agents and C O R B A . A  d em on stratin g  system  fo r 
n e tw o rk p e rfo rm a n ce  m o n ito rin g  illu stra te s  the ap p ro ach  used  to e x p lo it m o b ility  and autono m y
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o f  agents as w e ll as the g o o d  p e rfo rm a n ce  le v e ls  o ffe re d  b y  sta tic  C O R B A  o b je cts. A n  im p o rtan t 
re su lt a ris in g  fro m  th is  w o rk  is  that w e  ca n  e a s ily  enhance an e x istin g  C O R B A  system  w ith  
m o b ile  agent c a p a b ilitie s , th ro u g h  a s m a ll a lte ra tio n  o f  the sta tic  C O R B A  o b je cts at the n e tw o rk  
m anagem ent s e rv e r an d  n o  ch an g es n e ce ssa ry  to the C O R B A  se rv e rs  co d e e xe cu tin g  in  the 
m anaged no des. In  o u r ca se  stu d y  fo r p e rfo rm a n ce  m o n ito rin g  sm a ll a lte ra tio n s w e re  m ade to the 
M a ste r o f  a C O R B A  o n ly  system  in  o rd e r to create an d  co m m un icate w ith  the W o rk e r A g e n t 
w h ile  the cod e o f  the C O R B A  M o n ito r re q u ire d  n o  m o d ifica tio n s. C o n stra in e d  m o b ility  o f  agents 
p ro v id e s a n  e asy and e ffe c tiv e  a p p ro a ch  to p ro g ra m m a b ility  o f  m anagem ent lo g ic  at n e tw o rk  
no des. T h ro u g h  o u r p ra c tic a l e xp e rie n ce  w e  h a ve  id e n tifie d  as a ru le  o f  thum b that agents 
e x h ib itin g  co n strain e d  m o b ility  can  be u se d  to re p la ce  C O R B A  fa cto rie s lo ca te d  at a m anaged 
no de. P ro g ra m m a b ility  en su re s a  f le x ib le  system  that e v o lv e s  q u ic k ly  a lo n g  w ith  ch a n g in g  
n e tw o rk  m anagem ent re q u ire m e n ts, an  elem ent that w a s m issin g  fro m  the T M N  system s o f  the 
m id  9 0 ’ s an d  h in d e re d  th e ir su cce ss. A s  sh o w n  b y  o u r e xp e rim e n ta l re su lts  the h y b rid  ap p ro ach  
re su lte d  in  a s ig n ific a n t re d u ctio n  o f  p e rfo m ia n ce  o verh ead s in  the n e tw o rk  fo r ty p ic a l 
m anagem ent o p e ra tio n s co m p ared  to a m o b ile  agents o n ly  system  an d  in  s im ila r le v e ls  w ith  
C O R B A . N a tu ra lly , agent m ig ra tio n  is  an im p o rtan t a d d itio n a l o ve rh ead  co m p ared  to C O R B A  
system s b u t the co n stra in e d  m o b ility  strateg y o f  lo n g -te rm  e xe cu tio n  in  a  n e tw o rk  node h e lp s to 
ease the m ig ra tio n  o ve rh ea d s co n ce rn s. In  a d d itio n  in  o u r p ro p o sed  ap p ro ach  w e a k  m o b ility  o f  
agents w a s e xp lo ite d  e ffic ie n tly  b y  e n su rin g  that the s iz e  o f  the P o sitio n  A g e n t w a s sm a ll. O u r 
h y b rid  system  ap p ro ach  a lso  e x p lo its  the autonom ous natu re o f  m o b ile  agents a llo w in g  u s to fin e - 
tu n e  the system ’ s o p e ra tio n  b y  e ffic ie n tly  p o s itio n in g  o u r agents an d  b a la n c in g  the u sag e o f  
re so u rce s in  the m anaged  n e tw o rk  (i.e . a c h ie v in g  in te llig e n t ad ap tation to the e n viro n m en t as 
d e scrib e d  in  C h a p te r 4 ).
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Chapter 8
8 Summary and Conclusions
T h is  f in a l ch ap te r p ro v id e s the e p ilo g u e  o f  th is  th e sis. T h e  su m m ary p ro v id e d  a im s to p resen t the 
o v e ra ll p ictu re  o f  the th e sis a p p ro a ch  an d  issu e s exam in ed . A  d is c u s s io n  o f  th e sis  co n trib u tio n s 
h ig h lig h ts  the ap p ro ach es fo llo w e d , the w o rk  p e rfo rm e d  and the exte n d  re a ch e d  to w ard s the th e sis 
o b je c tiv e s ap p e arin g  in  C h a p te r 1 . T h is  is  fo llo w e d  b y  a se ctio n  o n  the th e sis co n c lu sio n s  
p re se n tin g  the m a in  fin d in g s  and re su lts  as w e ll as th e ir im p act to n e tw o rk  m anagem ent. F in a lly , 
w e  d iscu ss a n u m b e r o f  fu tu re  re se a rch  d ire c tio n s id e n tifie d  th ro ug h  th is  th e sis w o rk .
8.1 Thesis Summary
T h e  th e sis fo cu se s o n  the in v e stig a tio n  o f  the ro le  o f  m o b ile  agents in  the area o f  n e tw o rk  
p e rfo n n a n ce  m anagem ent. T h is  is  re fle cte d  in  the re se a rch  h y p o th e sis o f  th is th e sis:
“Software mobile agents can provide an easy means for programmability o f managed nodes 
mainly by following a 'Constrained' migration strategy to a single destination node. This can 
influence significantly the capabilities o f a network performance management system operating 
within the context o f currently envisioned network applications. Programmability can be 
effectively retained in agent systems that are based on execution environments specially 
formulatedfor improved network performance. ”
A  th e o re tical stu d y  on agent m o b ility  im p o rta n tly  u n v e ile d  a ‘ C o n stra in e d ’ strateg y fo r m o b ile  
agent b ased  n e tw o rk  m anagem ent that co m b in e s a s in g le  h o p  m ig ra tio n  in te n tio n  w ith  
autono m o us b e h a v io u r. T h ro u g h  th is  strateg y, a n u m b er o f  m o b ile  agent b e n e fits im p o rtan t to 
p e rfo rm a n ce  m anagem ent w e re  id e n tifie d , re la tin g  p rim a rily  to the e asy su p p o rt fo r 
p ro g ra m m a b ility  o f  n e tw o rk  elem ents an d  the autono m o us, s e lf-c o n fig u ra b le  an d  fa u lt to le ra n t 
ag ent o p eratio n.
T h e  b e n e fits o f  co n stra in e d  m o b ility  fo r m o b ile  agent-b ased  n e tw o rk  m anagem ent w e re  
m an ife ste d  in  three d iffe re n t sce n a rio s o f  n e tw o rk  p e rfo n n a n ce  m anagem ent. T h e  co n strain e d  
m o b ility  strateg y is  w e ll su ite d  fo r lo n g -te rm  m anagem ent tasks (a  p a rtic u la rly  com m on ca se ) an d  
in  fact it  w a s the strateg y o f  c h o ic e  in  a ll three case stu d ie s, w h e n  a  co m b in a tio n  o f  m o b ility  an d  
autono m y w as ap p ro p riate. T h e  m o b ile  ag ent-b ased  p e rfo n n a n ce  m anagem ent c a p a b ilitie s  o f  the 
case  stu d ie s w e re  th o ro u g h ly  assessed  th ro u g h  a nu m b er o f  e xp e rim e n ts an d  m easurem ents o f
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system  p e rfo rm a n ce  h ig h lig h tin g  the p e rfo rm a n ce  issu e s o f  m o b ile  agents as com p ared  to 
d istrib u te d  o b jects an d  m o b ile  co d e ap p ro ach es. A n  im p o rtan t d ra w b a ck  id e n tifie d  is  that the 
ad van ced  c a p a b ilitie s  o f  m odem  m o b ile  agent fra m e w o rk s t y p ic a lly  in c u r s ig n ific a n t p e rfo rm a n ce  
ove rh ea d s. In  the d ire c tio n  o f  a d d re ssin g  th is  d ra w b a ck , the th e sis p ro p o se s tw o n e tw o rk  
m anagem ent so lu tio n s b ased  o n  s p e c ia lly  fo rm u la te d  e xe cu tio n  e n viro n m e n ts that re ta in  
im p o rtan t m o b ile  agent b e n e fits w h ile  re d u cin g  n e tw o rk  p e rfo rm a n ce  o ve rh ea d s. In  the firs t  
ap p ro ach , the c a p a b ilitie s  o f  a  d istrib u te d  o b je ct fra m e w o rk  are extend ed  u s in g  a m in im a list 
ap p ro ach  p ro v id in g  o n ly  those fa c ilit ie s  re q u ire d  fo r the su p p o rt o f  the co n stra in e d  agent m o b ility  
strateg y. In  the seco n d  ap p ro ach , d istrib u te d  o b je cts an d  m o b ile  agents co lla b o ra te  to fo rm  a 
h y b rid  p e rfo rm a n ce  m o n ito rin g  system  that co m b in e s the g ood n e tw o rk  p e rfo rm a n ce  o f  
d istrib u te d  o b jects w ith  p ro g ra m m ab le  an d  autono m o us c a p a b ilitie s  o f  m o b ile  agents. T h e  re su lts  
o n  the p e rfo rm a n ce  o ve rh ea d s o f  the tw o  ap p ro ach es w e re  fa v o u ra b le  an d  th is  re in fo rc e s  th e ir 
p o sitio n  as so lu tio n s that a ss ist the n e tw o rk  m anagem ent e v o lu tio n a ry  path fro m  sta tic  d istrib u te d  
o b je cts to w ard s f u lly  fea tu red  m o b ile  agent fra m e w o rk s.
8.2 Discussion of Thesis Contributions
8.2.1 Identification of agent migration strategies for network management
T h e  m eth o d o lo g y u se d  fo r th is  ta sk  w a s b ased  o n  a th e o re tica l a n a ly s is  o f  n e tw o rk  m anagem ent 
req u ire m en ts an d  m o b ile  agent c h a ra cte ristics  in  o rd e r to d e riv e  su ita b le  m ig ra tio n  strateg ie s 
e x p lo itin g  agent autono m y an d  m o b ility . F o r  each strateg y id e n tifie d , the d iffe re n c e s fro m  
p re v io u s ap p ro ach es b ased  o n  m o b ile  co d e w e re  id e n tifie d  an d  g u id e lin e s w e re  g iv e n  o n  the 
p ra c tic a l s u ita b ility  an d  exp ected  b e n e fits. A  co n stra in e d  m o b ility  strateg y fo r m o b ile  ag ent-b ased  
n e tw o rk  m anagem ent is  the m ost p ro m isin g  ap p ro ach  id e n tifie d  an d  m o tiva te d  m ore in  depth 
w o rk  in  th is  d ire ctio n .
8.2.2 Assessment of mobile agents within case studies of performance 
management
W ith  strateg ie s fo r m o b ile  ag ent-b ased  n e tw o rk  m anagem ent c le a rly  d e fin e d  the w o rk  fo cu se d  o n  
three ca se  stu d ie s in v o lv in g  p e rfo rm a n ce  m anagem ent that w o u ld  a llo w  the p ra c tic a l assessm ent 
o f  the ro le  and s u ita b ility  o f  m o b ile  agents. T h e  req u ire m en ts o f  a ll three ca se  stu d ie s le d  to the 
se le ctio n  an d  a p p lic a tio n  o f  a co n stra in e d  m o b ility  strateg y as the m ost su ita b le  fo r p ro v id in g  lo n g  
term  n e tw o rk  p e rfo rm a n ce  m o n ito rin g  c a p a b ilitie s  in  an  autonom ous and p ro g ram m ab le  m anner. 
T h e  case stu d ie s a lso  a llo w e d  fo r the p ra c tic a l id e n tific a tio n  o f  system  b e n e fits that a rise  fro m  the 
u se  o f  m o b ile  agents as w e ll as the d isad va n tag e s fro m  th e ir u se. B o th  ad van tag es an d
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d isad van tag e s fro m  the u se  o f  m o b ile  agents are c le a rly  co n trasted  w ith  a lte rn a tiv e  ap p ro ach es 
based o n  m o b ile  co d e an d  d istrib u te d  o b je cts.
8.2.3 Evaluation of mobile agents as compared to alternative modern 
approaches
T h e  w o rk  p ro d u ce d  a th o ro u g h  e v a lu a tio n  o f  p e rfo rm a n ce  issu e s o f  m o b ile  agents b ased  o n  a 
com m on d en o m in ato r o f  p e rfo rm a n ce  m o n ito rin g  c a p a b ilitie s  taken  fro m  the p e rfo rm an ce  
m o n ito rin g  system s o f  the three case  stu d ie s. O u r e v a lu a tio n  m eth o d o lo g y in v o lv e d  fo u r 
p e rfo rm a n ce  m o n ito rin g  system s b ased  o n  m o b ile  agents (G ra ssh o p p e r), m o b ile  co d e (Ja sm in  
S c rip t-M IB ) and d istrib u te d  o b je cts (C O R B A  an d  Ja v a -R M I) a ll w ith  s im ila r fu n c tio n a lity . A  
n u m b er o f  m easurem ents w e re  taken  o v e r a  d ed icated  n e tw o rk  testbed h ig h lig h tin g  the re la tiv e  
p e rfo rm a n ce  issu e s o f  each  system . In  a d d itio n , so ftw a re  d eve lo p m en t param eters w e re  
co n sid e re d  as a n  in d ic a tio n  o f  the c o m p le x ity  o f  w o rk in g  w ith  each  ap p ro ach .
8.2.4 Proposal of efficient mobile agent-based solutions for network 
management
In  v ie w  o f  the co m p arative  m easurem ents o f  system  p e rfo rm a n ce  sh o w in g  a s ig n ific a n t 
p e rfo rm a n ce  o ve rh ead  fo r th e m o b ile  ag ent-b ased  system , the w o rk  w a s d ire cte d  to the 
in v e stig a tio n  o f  m o b ile  agent so lu tio n s  that ad d ress th is  d ra w b a ck.
A  firs t  p ro p o sa l enh ances the c a p a b ilitie s  o f  a  d istrib u te d  o b je ct p la tfo rm  in  o rd e r to su p p o rt 
co n stra in e d  m o b ile  agents. T h is  w a s re a liz e d  th ro u g h  the d evelo p m en t o f  a p ro to typ e  p la tfo rm  fo r 
co n stra in e d  m o b ility  (nam ed  the C o d e S h e ll). T h e  p e rfo rm a n ce  m o n ito rin g  c a p a b ilitie s  a v a ila b le  
w e re  p o rte d  to operate o v e r the C o d e S h e ll p la tfo rm  an d  a llo w e d  fo r  the su c c e ssfu l d em o n stratio n  
o f  the m o b ile  agents b e n e fits id e n tifie d  p re v io u s ly  b ased  on the co n stra in e d  m o b ility  strateg y. 
F u rth e r e xp e rim e n ta l m easurem ents w e re  tak e n  in  an e ffo rt to th o ro u g h ly  assess the p e rfo rm a n ce  
g a in s o f  th e C o d e S h e ll-b a se d  p e rfo m ia n ce  m o n ito rin g  so lu tio n .
T h e  seco n d  p ro p o sa l is  b ased  o n th e id e a  o f  co m b in in g  the c a p a b ilitie s  o f  a ty p ic a l, m odem  
m o b ile  agent an d  d istrib u te d  o b je ct fra m e w o rk s th ro u g h  a h y b rid  p e rfo rm a n ce  m o n ito rin g  system  
o f  co lla b o ra tin g  m o b ile  agents an d  d istrib u te d  o b jects. T h e  w o rk  attem pts to e x p lo it the best 
ch a ra cte ristics  o f  these fra m e w o rk s in  term s o f  a u to n o m o u s/se lf-co n fig u ra b le /p ro g ra m m a b le  
o p e ra tio n  o f  m o b ile  agents an d  lo w  p e rfo m ia n ce  o ve rh ea d s o f  d istrib u te d  o b je cts. S u ch  a h y b rid  
p e rfo rm a n ce  m o n ito rin g  system  w a s s u c c e s s fu lly  d eve lo p e d  an d  dem onstrated b ased  on 
co lla b o ra tin g  G ra ssh o p p e r m o b ile  agents an d  C O R B A  sta tic  d istrib u te d  o b je cts. A s  b efo re , a 
nu m b er o f  m easurem ents o v e r a re a l n e tw o rk  testb ed  e n viro n m e n t w e re  ta k e n  in  o rd e r to assess 
the p e rfo m ia n ce  and e ffe ctiv e n e ss o f  th is  system .
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8.3 Conclusions
8.3.1 Mobile Agent Strategies
The study o f various mobile agent strategies for network management was key to the 
identification o f  effective models for the exploitation o f  mobility and autonomy in agent systems. 
The proposed strategies involve agents equipped with a ‘weighted’ level o f computational 
intelligence in order to minimize perfonnance overheads during operations considered as potential 
bottlenecks.
Constrained mobility is the most important strategy for mobile agent-based network management 
identified by this thesis. The strategy involves a minimum o f  three agents, two stationary and one 
mobile that can together provide an effective network management system combining 
autonomous operation and a single-hop migration to the managed node. The single-hop migration 
o f  Constrained mobility makes it suitable for the majority o f network management scenarios, 
typically involving long term tasks where programmability and autonomous operation is 
desirable. Programmability can be easily achieved, by creating an updated version o f  a mobile 
agent that migrates and replaces the agent already executing at a managed node. In comparison to 
the strategies involving multi-hop mobility, the single-hop migration and long term execution o f  a 
task associated with Constrained mobility means that any agent migration overheads have small 
impact on the managed network over time. From another viewpoint, we have seen that while in 
the strategies involving multi-hop mobility it is crucial that an agent carries small amounts o f  
computational intelligence in order to keep migration overheads at modest levels, Constrained 
mobility allows flexibility for incorporating more functionality within a single-hop agent. In 
overall the author’s findings support the first sentence o f the thesis statement: "Software mobile 
agents can provide an easy means fo r  programmability o f  managed nodes mainly by following a 
'Constrained' migration strategy to a single destination node. ”
The Weak and Strong mobility strategies, involving an autonomous agent system that relies on a 
mobile agent migrating and executing in a number o f  nodes, were found to be best suited for 
short-term management tasks for which there is no existing management support within the 
targeted network elements. We have seen that regarding Weak mobility there is some limited 
application in current and envisioned network management systems (e.g. [LiotOlb], the Location 
Agent capabilities described in Chapter 7, etc). On the other hand, although theoretically Strong 
mobility makes sense, in practice and through the author’s work on case studies o f network 
management, no hard requirements were encountered, necessitating its use.
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8.3.2 Case Studies of Mobile Agent-based Performance Management
The case study scenarios showed that there are a number o f recent requirements for 
programmable and autonomous network management capabilities. In the case study o f  “ATM- 
based Active VPN management”, the enterprise that uses the VPN could customize management 
capabilities o f  agents to match their specific service needs and expects the agent system to re­
configure its management tasks according to factors such as changing network conditions or 
service requirements. In the case study o f  “QoS Configuration and SLA Auditing o f  IP-DiffServ 
Networks”, mobile agents would self-configure with the appropriate network management 
functionality modules according to the specific network technology identified. Autonomous self­
configuration was also particularly important in die highly dynamic VHE environment, where 
network management functionality needs to be deployed by the VHE system itself in a tailor- 
made fashion according to the network technology and service requirements, when and where 
needed. The Constrained mobility strategy was selected and used in all three case studies, as it 
was the most suitable for the network management requirements encountered, involving long­
term tasks for which programmability and autonomy were desirable. Unfortunately, the advanced 
capabilities o f modem mobile agent frameworks are typically associated with additional 
performance overheads that may not always be acceptable. The relevant experimental results 
showed that the mobile agent-based approach performed poorly compared to the alternative 
systems in comparison. Modem mobile agent platforms aim to be general purpose, all round 
solutions by aggregating agent-related functionality, most o f  which, was never required within the 
network management context o f  our case studies. All that was identified as necessary for the 
creation o f  our network management systems was the required facilities for constrained mobility. 
The assessment o f  mobile agent technology through the case studies helped the author confirm the 
validity o f  the second sentence in the thesis statement: “This (Constrained Mobility) can influence 
significantly the capabilities o f  a network performance management system operating within the 
context o f  currently envisioned network applications. ”
8.3.3 Proposals for Efficient Constrained Mobile Agents
The thesis importantly presents a lightweight approach to the facilities required for the realization 
o f  constrained mobile agents. The proposed prototype platform suitably exploits and enhances the 
efficient remote communication and naming facilities already available in a distributed object 
framework. This is in contrast with typical mobile agent platforms that provide their own 
communication and naming facilities, usually large and complex functional blocks burdened with 
the task o f  location-transparent communication between multi-hop agents. The extension o f  a 
distributed object framework to support single-hop, constrained mobile agents proved to be a 
much simpler task, suggesting that constrained mobility can be easily integrated in this manner in
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network management systems. A  thorough performance evaluation o f  a performance monitoring 
system based on the platform, established that it is possible to realise management systems 
following constrained mobility that at the same time achieve performance levels comparable to 
distributed object systems. The CodeShell platform proved to perform many magnitudes better 
than Grasshopper, while still offering all the advantages from constrained mobile agents, 
important for network management. Furthermore, compared to the CodeShell, the Script-MIB 
mobile code system provides less (i.e. limited capabilities for pushing and initialising a server 
object), while also incurring greater performance overheads.
A s mentioned above, the lightweight CodeShell platform was created as an enhancement to the 
capabilities o f a distributed object framework to support constrained mobility but in some cases 
the possibility o f  integrating the capabilities o f  an existing distributed object framework and a 
mobile agent platform may be desirable. A  ‘hybrid’ system for performance monitoring consisting 
o f  collaborating mobile agents and CORBA servers illustrated the potential o f the approach by 
exploiting mobility and autonomy o f  agents as well as the good performance levels offered by 
static CORBA objects. An important result arising from this work is that we can easily enhance an 
existing CORBA system with mobile agent capabilities, through a small alteration o f the static 
CORBA objects at the network management server and no changes necessary to the CORBA 
servers code executing in the managed nodes. In our case study for performance monitoring, 
small alterations were made to the Master o f a CORBA only system in order to create and 
communicate with the Worker agent, while the code o f  the CORBA Monitor required no 
modifications. Through our practical experience we have identified as a rule o f  thumb that agents 
exhibiting constrained mobility can be used to replace CORBA factories located at a managed 
node. Programmability ensures a flexible system that evolves quickly along with changing 
network management requirements, an element that was missing from network management 
systems based on early standards and hindered their success. As shown by our experimental 
results the hybrid approach resulted in a significant reduction o f  perfomiance overheads in the 
network for typical management operations compared to a mobile agents only system and in 
similar levels with CORBA.
The two proposals presented allow the exploitation o f  benefits from constrained mobility in an 
efficient manner and provide solutions that smooth the evolutionary transition o f  network 
management systems from static distributed objects towards, eventually fully featured mobile 
agent frameworks. This work allowed us to support the last sentence o f  the thesis statement: 
“Programmability can be effectively retained in agent systems that are based on execution 
environments specially formulated fo r  improved network performance. ”
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8.4 Future Directions
The thesis work on mobile agent-based performance management opens several new venues o f  
research. We focus on additional work that would enhance and complement the thesis. The future 
research directions presented below are not necessarily presented in order o f  importance.
8.4.1 Quality Metrics for the Assessment of Autonomy
This thesis applied a number o f  “quantitative” network performance metrics in order to assess the 
efficiency o f constrained mobile agents. Further to this, there is a need for the specification o f  
suitable metrics that would indicate “qualitatively” the impact o f autonomy compared to a non- 
autonomous system (e.g. for the evaluation o f  the autonomous capabilities presented in Section
4.3.2 regarding intelligent adaptation to the environment). Such metrics should be used in order to 
accurately assess the impact o f  autonomy for varying levels o f  computational intelligence.
8.4.2 Investigation of the limits of “Weighted” Intelligence
The diesis produced work that contained basic autonomous behaviour that is important to network 
management tasks (i.e. self-configuration capabilities, selection o f  migration node, autonomous 
adaptation to encountered errors in performance management operation as described in Section 
4.3). Also assisted by the use o f  “quality” metrics for autonomous behaviour as mentioned above 
it would be interesting to investigate behaviours that offer an increment in intelligence 
complexity. In diis direction it would be beneficial to know the effective limits o f  “weighted” 
computational intelligence. As complexity increases, new considerations arise and need to be 
investigated such as the element o f  trust between the user and the mobile agent system.
8.4.3 Standard Protocol of Collaboration of Network Management Agents
This thesis presented a “lightweight” approach to constrained mobility that efficiently allows 
agents to communicate either via pre-defined interfaces or generic messages. The specification o f  
a standard protocol for the collaboration between network management agents in the Worker, 
Master and Target roles would allow the creation o f  systems comprised o f agents developed by 
different vendors.
8.4.4 Mobile Agents for the Management of Mobile Ad-hoc networks
While the thesis studied the role o f  mobile agents for the management o f  fixed network 
infrastructures, mobile ad-hoc networks have no central management station and impose different 
requirements for network management capabilities and operation. An ad-hoc network is a highly
108
Chapter 8. Summary and Conclusions
dynamic network environment that could benefit from programmable and autonomous operation 
o f  management entities in die form o f  mobile agents. In this environment, network management 
tasks should consider an autonomously selected group o f  network nodes, with any node able to 
act in the role o f  a managed node and a manager, as required. For instance, when a node in the 
manager role is about to disconnect, any required functionality and state can migrate to an 
autonomously selected successor node. With the managed nodes o f  the group notified o f  this 
change the management operation can subsequently continue. Whether Constrained mobility is 
still the most suitable and efficient strategy for the required management tasks widiin this context 
or Weak/Strong mobility have a new opportunity is an issue to be investigated.
8.4.5 Exploitation of ACL and XML for Flexible External Negotiation
The Constrained mobility strategy can be effectively delivered without the use o f  ACL-based 
messages through carefully designed interfaces. Despite that, as the functionality exposed by a 
Master agent to the user becomes more extended and complex the use o f ACL and XML based 
messages may become beneficial. The approach would allow for greater flexibility in 
collaboration between the Master agent and a client o f  the system by separating the syntax and 
data o f collaboration outside the code within XML documents.
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Appendix A -  CodeShell UML Diagrams
CodeShell Class Diagram
TUI
irm inate : boolean = fats
Collaboration
:omm unicate(m sg : M essag e): Message 
9 g e tS e rv ic e s (): List
Term ination
H M K U v o id
* T U I0
^ o n H e lp () : void
l^onCreate(classNam e : S tr in g ): void 
>nTerminate(agentld : String) : voidSnL ist(): void n E x it(): void Orun() : void
Communication Registry
.......... ......................... i
9C o m m un ication (nam e : String) 
iSservice Lookup (service : S tr in g ): List 
9agen tLo okup(agentld  : String) : Remote 
H beceive(code : byteQ ): void
9 m ig ra te (a g e n tR e f : Agent, destAddress : S tr in g ): void 
g^toByteArray(object: Object) : byteQ 
9toO bject(by teA rray  : byteQ ): Object
*R e g is try ()
9 b in d (a g e n t : A g e n t): void 
H re m o v e (id  : S tr in g ): void 
9a gen tLo okup(agentid  : S tr in g ): Remote 
9shelH -ookup(address : S tr in g ): Rem oteShell 
9servfceLookup(serviceld  : S tr in g ): List 
M b>rint(): String
Shell
Rem oteShell
■Iftreceivelcode : byteQ ): void 
rviceLookup(service : String) : List 
ntLookup(agentld : String) : Remote
^u s ag e O  : void  
'^S hell(args : StringQ)
^getN am e() : String
I^SlterminateAgentjagentld : S tr in g ): void 
9 m  ain(args : S tringQ ): void
|||createAgent(classNam e : String, args : L is t): String 
p|m igrate(ageni% ef : Agent, destAddress : S tr in g ): void 
if$agentLookup(agentld : S tr in g ): Remote 
HlserviceLookup(serviceld : String) : List 
|$sheHLookup(shellld : S tring ): Rem oteShell
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‘Agent Migration” Sequence Diagram
: Agent : Shell : Communication : Registry Remote CCS : Remote CNS :
Communication Registry
migrate(Agent, String)
migratefAgent, String)
> locate rem ote ritell
—□
remove(String)------
receive(byteQ)
bind(Agent)
>
“Agent Creation” Sequence Diagram
Client Object : Shell : Agent
createAgent(String, List)
>  instantiate from class
>
configure (List)
>
: Registry
bind(Agent)
>
bind with rmiregistry
<
register identifier, classname and services
<
operate( )
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‘Agent Termination” Sequence Diagram
Client Object Shell : Registry
te rm i n a te Age nt(Stri n g )
> re m ove (String)
>
unbind from rmiregistry
<
rem ove agent information
. <
KilK)
“Agent Lookup” Sequence Diagram
: Agent : Shell : Registry
agentLookup(String)
>
agentLookup(String)
>
return reference to located agent
<
Agent
>
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‘Remote Agent Lookup” Sequence Diagram
Agent : Shell R em ote Shell Rem ote CNS :
: Shell Registry
shellLookup(String)
>
agentLookup(String)
>
return reference to located ag ent
<
agentLookup(String)
>
‘Service Lookup” Sequence Diagram
: Agent : Shell : Registry
serviceLookup(String)
>
serviceLookup(String)
>
return the identifiers of supporting agents
<
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“Constrained Mobility Strategy” Sequence Diagram
Master : Agent .  Shell A : Shell Shell A : Worker : Agent Shell B : Shell T arget: Agent
RemoteShell
createAgent(String, List)
>
instantiate from class 
configure (List) 
o pera te()
■> ! 
>  
>
<
m igrate(Agent, String)
agentLookup(String)
>
agentLookup(String)
shellLookup(String)
 >  -
report
request resource
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Appendix B -  CodeShell Source Code
Agent Java
/* Copyright (C) 2000-2002 Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import j ava.io.*; 
import java.util.*; 
import j ava.rmi.*; 
import java.rmi.s e r v e r ; 
import j ava.text.*;
/  * 4*
* A base agent that must be inherited by all agents executing
* within a Shell.
Ar
* ©author Christos Bohoris 
*/
public abstract class Agent extends UnicastRemoteObject implements Serializable, Runnable, 
Collaboration, Termination {
/* A unique identifier. */ 
private String identifier,-
/* The agent state. */ 
protected int[] state;
* Pass a message to an agent*
*
* ©parani msg a message
* ©return a reply message 
*/
public abstract Message communicate(Message msg) 
throws RemoteException
/**
* Get the services offered by an agent.
*
* mreturn typically an ArrayList of String elements reflecting on
* service names
*/
public abstract List getServices() throws RemoteException;
/ **
* Configure a newly created agent. Invoked by the platform using
* the arguments pi'ovided in Shell. createAgent (...)
*
* @pai~am a list of initialization arguments 
*/
public abstract void configure(List args);
/**
* Specify agent behaviour.
*/
public abstract void live();
/**
* Create a new Agent.
*/
public Agent() throws RemoteException { 
identifier = null;
}
/**
* Create a unique agent identifier.
* Agents should invoke this within Agent.configure (...).
* If a null parameter is passed then a imigue name is
* created automatically.
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* ©param name the agent's identifying name 
*/
protected void createldentifier(String name) { 
if (identifier == null) { 
if (name == null) {
S t r i ng output;
SimpleDateFormat formatter;
formatter = new
SimpleDateFormat(“dd.MM.yyyy.HH.mm.ss.SS",
Locale.getDefault()) ;
output = formatter . format (new DateO);
identifier = "agent_" + output;
} else {
identifier = name;
>
}
}
/**
* Get the agent identifier.
*
* @return the unique agent identifier 
*/
public String getldentifier() { 
return identifier,-
>
/**
* Initiate the agent's operation.
*/
public final void operate() {
Thread thread = new Thread(this, identifier); 
thread.start{);
>
k  k
* Terminate an agent instance. Shell.terminateAgent(...) should
* be invoked by agents
* for appropriate removal.
*/
public void kill () throws RemoteException { 
try {
super.finalize 0 ;
} catch (Throwabie e) {
System.out.printlnC"Agent termination failed.\n" +
e) ;
}
}
k  k
* Executes Agent.live() within the dedicated agent thread.
V
public void run() { 
live ();
)
}
Collaboration.j ava
/* Copyright (C) 2000-2002 Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import java.rmi.*; 
import java.util.*;
k  k
* Allows collaboration between agents offering a number of services.
*
* ©author Christos Bohoris 
*/
public interface Collaboration extends Remote {
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* *
* Pass a message to an agent.
*
* ®param msg a message
* ©return a reply message 
*/
public Message communicate (Message msg) throws RemoteException,- 
/**
* Get the services offered by an agent.
*
* ©return typically an ArrayList of String elements reflecting on
* service names 
*/
public List getServices{) throws RemoteException;
}
Communication.Java
/* Copyright (C) 2000-2002 Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import j ava.io.*; 
import java.util.*; 
import java.net.*; 
import j ava.rmi.*; 
import java.rmi.server.*;
* The Codeshell remote communication service.
*
* ©author Christos Bohoris 
*/
c.lass_Communication extends, UnicastRemoteObject 
implements RemoteShell {
/*
* Construct a Communication object.
*
* ©param the shell name 
*/
Communication(String name) throws RemoteException {
/* If binding fails because there is no running registry 
then create registry and re-try. */ 
try {
String host =. InetAddress.getLocalHost().getHostAddress(); 
Naming.rebind("//" + host + “/" + name, this);
} catch (Exception e) { 
try {
java.rmi.registry.LocateRegistry.createRegistry(1099) ; 
String host =
InetAddress.getLocalHost().getHostAddress()
Naming.rebind("//" + host + "/" + name, this);
} catch (Exception fail) {
Sys tem.out.printIn(
"Shell initialization failed due to registry error.\n" 
+ fail);
System.exit(1);
}
>
}
/**
* Check whether the specified service is offered by any of the
* agents in the Shell.
.+
* ©param service the service name
* ©return typically an ArrayList of String elements reflecting on
* identifiers of agents that offer the service 
*/
public List serviceLookup(String service) throws RemoteException { 
return Registry.serviceLookup(service);
}
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k  k
* Locate an agent.
k
* ©param agentld the agent identifier
* ©return A reference to an agent remote communication interface 
*/
public Remote agentLookup(String agentld) throws RemoteException { 
return Registry.agentLookup(agentld);
}
y  k  k
* Receive and resume a migrating agent.
*
* (3>param code the serialized agent in bytecode form 
*/
public void receive(byte [] code) throws RemoteException {
Agent agentRef = null; 
try {
agentRef = (Agent) toObject (code)
Registry.bind(agentRef);
} catch (Exception e) {
System.out.println(e);
>
agentRef.operate();
>
y  k  k
* Offers agent migration.
k
* ©param agentRef the agent to migrate
* ©param destAddress the address of the destination shell 
*/
static void migrate(Agent agentRef, String destAddress) { 
try {
RemoteShell remoteShell =
(RemoteShell) Naming. lookup (destAddress) ,- 
remoteShell.receive(toByteArray(agentRef)} ;
Registry.remove(agentRef.getldentifier());
} catch (Exception e) {
System.out.println("Agent migration to " + 
destAddress + " failed.\n" + e);
}
>
y  k  k
* Serializes an object into bytecode form.
k
* @param object the object to serialize
* ©return the bytecode corresponding to the object 
*/
private static byte[] toByteArray(Object object) throws Exception { 
ByteArrayOutputStream byteOut = new ByteArrayOutputStream(); 
ObjectOutputStream objOut = new ObjectOutputStream(byteOut);
objOut.writeObject(object); 
objOut. flush ()
byte[] tmpArray = byteOut .toByteArray () ,- 
obj Out.close() ;
return tmpArray;
}
/**
* De-serializes bytecode into an object.
*
* ©param byteArray the bytecode corresponding to the object
* ©return the de-serialized object 
*/private static Object toObject(byte [] byteArray) throws Exception { 
ByteArraylnputStream bytein = 
new ByteArraylnputStream(byteArray);
ObjectlnputStream objln = new ObjectlnputStream(bytein);
Object tmpObj = objIn.readObject(); 
objIn.close{) ,-
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return tmpObj;
}
}
Entry .j ava
/* Copyright (C) 2000-2002 Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import java,util.*;
* A registry entry.
A-
* @author Christos Bohoris
* /
class Entry {
/** The agent identifier */
String identifier;
/** The agent class name */
String className;
/** The services offered by the agent */
List services;
/**
* Initialize an entry.
Ac
* ©param id the agent identifier
* @param cn the agent class name
* ®param s the services offered by the agent 
*/
Entry(String id, String cn, List s) { 
identifier = id; 
className = cn; 
services = new ArrayListO ; 
services = s;
}
}
Message, j ava
/* Copyright (C) 2000-2002 Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import j ava.io.*;
/**
* A message communicated between agents.
*
* @author Christos Bohoris 
*/
public class Message implements Serializable {
/** The message name. */ 
public String name;
/** The message content. */ 
public Object content;
/  * *
* Initialize an empty message.
*/public Message() { 
name = null ; 
content = null;
}
/**
* Initialize a message.
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* @param name the message name
* @param content the message content 
*/
public Message(String name, Object content) { 
this.name = name; 
this. content = content
>
}
Registry .j ava
/* Copyright (C) Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import java.util.*; 
import j ava.rmi.*; 
import j ava.net.*;
/**
* A registry responsible for naming and lookup services.
*
* ®author Christos Bohoris 
*/
class Registry {
/** A list of registered agents */ 
static List registered;
k  k
* Initialize a Registry.
*/
Registry() {
registered = new ArrayList();
}
k  k
* Register agent.
*
* @param agent the agent reference 
*/
static void bind(Agent agent) { 
try {
String host = InetAddress.getLocalHost().getHostAddress(); 
String identifier = "//" + host + “/" + 
agent.getldentifier();
Naming.rebind(identifier, agent);
registered.add(new Entry(agent.getldentifier() ,
agent.getClass().toString(), agent.getServices()));
} catch (Exception e) {
System.out.println("Agent binding failed.\n" + e);
>
}
/**
* Remove agent.
*
* ©param id the agent identifier 
*/static void remove(String id) {
Termination c = null; 
try {
String host = InetAddress.getLocalHost().getHostAddress(); 
String identifier = "//" + host + "/" + id; 
c = (Termination)Naming.lookup(identifier); 
c.kill {);
Naming.unbind (id)
} catch (Exception e) {
System.out.println("Agent unbinding failed.'..n" + e) ;
}
Entry item = null,-
for (int i = 0; i < registered.size(); i++) { 
item = (Entry)registered.get(i); 
if (item.identifier.equals(id)) { 
registered.remove(i); 
break;
}
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}
}
^  Ac Ac
* Locate an agent.
A
* (Sparam agentld the agent identifier
* ©return A reference to an agent remote communication interface 
*/
static Remote agentLookup(String agentld) {
Remote c = null; 
try {
String host = InetAddress.getLocalHost().getHostAddress(); 
String identifier = "//" + host + 11/" + agentld; 
c = (Remote)Naming.lookup(identifier) ;
) catch (Exception e) {
System.out.println(e);
}
return c;
>
/ A c  *
* Locate a Shell.
Ar
* @param address the shell address
* @return a reference to the shell 
*/
static RemoteShell shellLookup(String address) {
RemoteShell rs = null; 
try {
rs = (RemoteShell)Naming.lookup(address);
} catch (Exception e) {
System, out .println ("A Shell with address 1 + address +
" could not be found.");
>
return rs
}
/* *
* Check whether the specified service is offex'ed by any of the
* a g e n t s  i n  the Shell.
*
* (Sparam service the service name
* © r e t u r n  typically an ArrayList of String e l e m e n t s  reflecting on
* identities of agents that offer the service 
*/
static List serviceLookup(String serviceld) {
List results = new ArrayList();
List s = new ArrayList();
for (int i = 0; i < registered.size 0; i++) { 
s = <(Entry)registered.get(i)).services; 
for (int j = 0 ;  j < s.sizeO; j++) {
if (((String)s.get(i)).compareTo(serviceld) == 0) {
results .add (((Entry) registered, get (i) ) . identifier) 
break;
}
}
>
return results;
}
/**
* Provide information on the registered agents.
Ac
* ©return the registered agent information 
*/
static String print() {
String r = " 1 ;
Entry e = null; 
try {
for (int i = 0; i < registered.size(); i++) { 
e = (Entry)registered.get(i); 
r = r + " {1 + e. identifier + " +
e.className + 11: " + e . services. toString () + n}\n";
}
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} catch (Exception ex) {
System.out.println("List error.''!" + ex) ;
>
return r;
}
}
RemoteShell.Java
/* Copyright (C) Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import j ava.rmi.*; 
import java.util.*;
y  k  k
* Allows remote access to the CodeShell communication service.
k
* ©author Christos Bohoris 
*/
public interface RemoteShell extends Remote {
/  k  k
* Receive and resume a migrating agent.
*
* <S>param code the serialized agent in bytecode form 
*/
public void receive(byte[] code) throws RemoteException;
* Check whether the specified service is offered by any of the agents in the Shell.
*
* @param service the service name
* ©return typically an ArrayList of String elements reflecting on identifiers of
* agents that offer the service 
*/
public List serviceLookup(String service) throws RemoteException;
/**
* Locate an agent.
*
* ©param agentld the agent identifier
* ©return A reference to an agent remote communication intei'face 
*/
public Remote agentLookup(String agentld) throws RemoteException;
>
Shell.j ava
/* Copyright (C) 2000-2002 Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import java.net.*; 
import java.lang.reflect.*; 
import j ava.rmi.*; 
import java.util.*;
/**
* A Shell is an execution environment for mobile agents following a
* constrained mobility strategy.
k
* ©author Christos Bohoris 
V
public class Shell {
/* A unique, identying name. */ 
static String name = null;
y  k  k
* Display usage information.
*/
private void usage() {
System.out.println (
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/* *
* Construct a Shell object.
*
* ©param args command line arguments 
*/
Shell(String [3 args) { 
new Registry(); 
name = “Shell";
String host = "localhost" 
try {
host = InetAddress.getLocalHost().getHostAddress();
} catch (Exception e) {
System.out.println("Failed to get local host address.\n" 
e) ;
}
if (args.length == X) {
if (args [0] .equals("help")) { 
usage ()
System.exit(0) ;
}
name = args[01 ;
} else {
name = "Shell_" + host;
}
try {
new Communication(name);
} catch (Exception e) {
System.out.println(
"CodeShell communication service failure.\n" + e);
}
System.out.println("Shell: //" + host + "/" + name); 
new TUI();
}
y  k  k
* Provide the shell name.
k
* ©return the shell name
*/
public static String getNameO { 
return name;
}
/**
* Allows the termination of an agent and its removal from the
* registry.
*
* (Sparam agentld the agent to terminate 
*/
public static void terminateAgent(String agentld) {
Registry.remove(agentld);
"USAGE: java -jar codeshell.jar {name} {help}");
* Run program.
k
* ©param args command line arguments 
*/
public static void main(String □ args) { 
new Shell(args);
>
/ k k
* Allows the creation of an agent.
*
* ©param className the class name of the agent to create
* ©param args list of initialization arguments
* ©return the agent identifier 
*/
public static String createAgent(String className, List args) { 
Agent obj = null; 
try {
Class agentClass = Class.forName(className);
Appendices
obj = (Agent) agentClass.newlnstance();
// Invoke initiate.
Class [] initParamTypes = new Class[1]; 
initParamTypes[0] = List.class;
Method initMethod = agentClass.getMethod("configure", 
initParamTypes);
Object[] initParams = new ArrayList[1]; 
initParams [0] = new ArrayList (),- 
initParams[0] = args;
Object o = initMethod.invoke(obj, initParams);
// Invoke operate.
Method operMethod = agentClass.getMethod("operate", null); 
o = operMethod.invoke(obj, null);
Registry.bind(obj);
} catch (Exception e) {
System.out.println("Failed to create agent.\u" + e) ; 
return null;
}
return obj.getldentifier();
)
f  A  A
* Allows agents to migrate.
A
* sparam agentRef the agent to m i g r a t e
* ©paratn destAddress the address of the destination shell 
*/
public static void migrate(Agent agentRef, String destAddress) { 
Communication.migrate(agentRef, destAddress);
}
/  A  A
* Locate an agent.
*
* Sparam agentld the agent identifier
* ©return A reference to an agent remote communication interface 
*/
public static Remote agentLookup(String agentld) { 
return Registry.agentLookup(agentld);
}
/**
* Check whether the specified service is offered by any of the
* agents in the Shell.
A
* Sparam service the service name
* ©return typically an ArrayList of String elements reflecting on
* identifiers of agents that offer the service 
*/
public static List serviceLookup(String serviceld) { 
return Registry.serviceLookup(serviceld);
>
*
* Locate a Shell.
*
* @param shellld the shell identifier
* ©return a reference to the shell 
*/
public static RemoteShell shellLookup(String shellld) { 
return Registry. shellLookup (shellld)
}
TUI.j ava
/* Copyright (C) Christos Bohoris, University of Surrey */ 
package uk.ac.surrey.codeshell;
import java.io.*;
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/**
* A Shell TUI.
* @author Christos Bohoris
* /
class TUI implements Runnable {
/** The TUI thread. */ 
private Thread thread;
/** Indicates that TUI should terminate. */
private boolean terminate = false;
y  k  k
* Construct TUI. Invoked by the Shell.
*/
TUI() {
thread = new Thread(this, "tui"); 
thread.start();
}
/**
* The help action.
*/
private void onHelp() {
System.out.println("[c]reate agent {class name}"); 
System.out.println{"[t] erminate an agent {agent name}"); 
System.out.println("[1] ist agents") ;
System.out.println{"[e]xit");
}
y  k  k
* The create action.
*
* ©param the class name of the agent to create 
*/
private void onCreate(String className) {
Shell.createAgent(className, null);
}
/  **
* The agent termination action.
* ©param agentld the name of the agent to terminate 
*/
private void onTerminate(String agentld) {
Shell.terminateAgent(agentld);
}
y  k  k
* The list action.
*/
private void onListO {
System.out.println(Registry.print());
}
y  k  k
* The exit action.
*/
private void onExitO { 
terminate = true;
System.exit(0);
>
y  k  k
* Run on the TUI thread.
* /
public void run() {
String line = null; 
do {
System.out.print("# ");
BufferedReader in = new BufferedReader(new 
InputStreamReader(System.in)); 
try {
line = in.readLine() ,- 
} catch (Exception e) { 
e .printStackTrace(};
}
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if (line.trim().startsWith("c") == true) { 
int i = line.trim().indexOf(" "); 
onCreate(line.trim().substring(i + 1)),- 
} else if (line.triraO.startsWith("1") == true) { 
onList{);
} else if (line.trimO .startsWith(“t") == true) { 
int i = line. trim (}. indexOf (" 11) ; 
onTerminate (line. trim {).substring (i + 1)) ,- 
} else if (line.trimO .startsWith("e") -= true) { 
onExit () ;
} else if (line .trimO . startsWith (“h") == true) { 
onHelp();
} else {
System.out.println("'\r ...");
}
} while (terminate == false);
}
}
Termination, j ava
/* Copyright (C) 2000-2002 Christos Bohoris, University of Surrey */
package uk.ac.surrey.codeshell;
import j ava.rmi.*;
* Allows the remote termination of agent instances.
k
* @author Christos Bohoris 
*/
public interface Termination extends Remote {
/ k k
* Terminate an agent instance.
*/
public void killO throws RemoteException;
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